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1 Reason for Change

There is nothing in the Notification text that mandates rejection of a message with a bad digest. This is a security hole that needs to be fixed. This CR also fixes the SCR table for the client, as it was missing client SCR 9 and 10.
2 Impact on Backward Compatibility

None – most devices reject messages with bad digests already.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 5, Server Alerted Management Session
This notification message is intended to provide a possibility for the DM Server to alert the DM Client to initiate a management session. Within the notification message the DM Server can tell the DM Client the protocol version and whether the server proposes the session to be a foreground (user interaction) or background (not visible to the end-user) event. It can also tell if the session is happening because server has some management actions to perform or if the user caused the start of the session. The server MUST also send a digest within the notification message that is included to prevent any Denial of Service (DoS) attacks. The DM Client MUST also compute the digest of the message, and reject the message if the computed digest does not match the digest in the message.
Change 2:  Section B.1, SCR for OMA DM v1.3 Client 
	Item
	Function
	Reference
	Status
	Requirement

	SCR-DM-NOTI-C-001
	Support of Server-Alerted Management Session
	Section 5
	O
	SCR-DM-NOTI-C-002

	SCR-DM-NOTI-C-002
	Receiving Notification message
	Section 6
	O
	SCR-DM-NOTI-C-003 AND (SCR-DM-NOTI-C-004 OR SCR-DM-NOTI-C-005 OR SCR-DM-NOTI-C-006 OR SCR-DM-NOTI-C-007) AND SCR-DM-NOTI-C-008 AND SCR-DM-NOTI-C-009 AND SCR-DM-NOTI-C-010 AND SCR-DM-NOTI-C-011

	SCR-DM-NOTI-C-003
	Support DM 1.2 format Notification message
	Section 6.1
	O
	

	SCR-DM-NOTI-C-004
	Support WAP Push
	Section 7.1
	O
	

	SCR-DM-NOTI-C-005
	Support OBEX Push
	Section 7.2
	O
	

	SCR-DM-NOTI-C-006
	Support SIP Push
	Section 7.3
	O
	

	SCR-DM-NOTI-C-007
	Support HTTP Push
	Section 7.4
	O
	

	SCR-DM-NOTI-C-008
	Sending of DevDetail 
	Section 6.2.10
	O
	

	SCR-DM-NOTI-C-009
	Use of SessionID
	Section 6.2.14
	O
	

	SCR-DM-NOTI-C-010
	Display Reason for Connection
	Section 6.2.22
	O
	

	SCR-DM-NOTI-C-011
	Reject message with bad digest
	Section 5
	O
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