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1 Reason for Change

The purpose of this CR is to satisfy some of the new DM 1.3 requirements that were recently agreed (OMA-DM-DM13-2011-0010R02-CR_Additional_Requirements_for_Bootstrap).
	DM-HLF-024
	The DM enabler SHALL provide a mechanism for a Device to discover the URL of the DM Bootstrap Server.
	1.3
	Bootstrap

	DM-HLF-025
	The DM enabler SHALL provide a mechanism for the DM Server to allow automatic discovery of the URL of the DM Bootstrap Server.
	1.3
	Bootstrap

	DM-HLF-026
	The DM enabler SHALL provide a mechanism for the DM Server to inhibit automatic discovery of the URL of the DM Bootstrap Server.
	1.3
	Bootstrap

	DM-HLF-027
	The DM enabler SHALL provide a mechanism for delivery of the DM Bootstrap Server URL to a Device over OMA Push.
	1.3
	Bootstrap

	DM-HLF-028
	The DM enabler SHALL provide a mechanism for the DM Server to allow delivery of the DM Bootstrap Server URL to a Device over OMA Push.
	1.3
	Bootstrap

	DM-HLF-029
	The DM enabler SHALL provide a mechanism for the DM Server to inhibit delivery of the DM Bootstrap Server URL to a Device over OMA Push.
	1.3
	Bootstrap

	DM-HLF-030
	The DM enabler SHALL define a Management Object for the DM Server to manage the URLs of the DM Bootstrap Servers for a Device.
	1.3
	Bootstrap

	DM-HLF-031
	The DM enabler SHALL provide a mechanism for devices that support a smartcard to retrieve the Bootstrap Server URL from the smartcard.
	1.3
	Bootstrap


	DM-SEC-002
	The mechanism for delivery of the DM Bootstrap Server URL to a Device over OMA Push SHALL be secure.
	1.3
	Bootstrap


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the DMBOOT TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Adding a new Section to the DMBOOT TS
6  Bootstrap Config MO
6.1  Introduction

The Bootstrap Config MO provides the ability to manage the client initiated bootstrap functionality on a Device.  Support for this MO is OPTIONAL for DM 1.3.  

6.2  Graphical Representation
(Informative)

Figure XYZ gives the graphical representation of the Bootstrap Config MO.
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Figure xyz: Bootstrap Config MO
6.3  Node Descriptions

This section provides the description of the various nodes within the Bootstrap Config MO.

<x>

	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	node
	Get


This placeholder node is the root node for the Bootstrap Config MO.  The parent node of this node defines the location of this MO in the Management Tree.
The Management Object Identifier for the Bootstrap Config MO MUST be: “urn:oma:mo:oma-dm-bootstrapcfg:1.0”.
<x>/PushDelivery
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	node
	Get


This interior node is the parent node of the subtree that manages the delivery of the DM Bootstrap Server URL to the device.

<x>/PushDelivery/Operation
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	node
	Get


This interior node is the parent node for the operations that manage the delivery of the DM Bootstrap Server URL to the device.

<x>/PushDelivery/Operation/Allow
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	null
	Get


This leaf node is the target of an ‘Exec’ command to allow the Device to process the Push message containing the URL of the DM Bootstrap Server.

<x>/PushDelivery/Operation/Inhibit
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	null
	Get


This leaf node is the target of an ‘Exec’ command to inhibit the Device from processing the Push message containing the URL of the DM Bootstrap Server.  

<x>/PushDelivery/Status
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	int
	Get


This leaf node provides the administrative status for delivering the URL of the DM Bootstrap Server to the Device over OMA Push.  The permitted values for this node are the as per the following table.

	0
	The Device is inhibited to process the Push message containing the URL of the DM Bootstrap Server.  If the Device receives the Push message containing the URL of the DM Bootstrap Server, the message MUST be silently discarded.

	1
	The Device is allowed to process the Push message containing the URL of the DM Bootstrap Server.  If the Device receives the Push message containing the URL of the DM Bootstrap Server, the message MUST be processed.


<x>/PushDelivery/Authenticate
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	bool
	Get, Replace


This leaf node controls whether or not the sender of the OMA Push message that contains the Bootstrap URL needs to be authenticated.  If the value of this node is “true”, the sender of the OMA Push message that contains the Bootstrap URL MUST be authenticated and if the authentication fails, the message MUST be silently discarded.

The default value of this node is “false”. 

<x>/PushDelivery/Ext
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	node
	Get


This interior node is for vendor specific extensions for controlling whether or not the bootstrap URL can be delivered over WAP Push.  

<x>/BootSrvDiscovery
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	node
	Get


This interior node is the parent node of the subtree that manages the discovery of the DM Bootstrap Server.

<x>/BootSrvDiscovery/Operation
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	node
	Get


This interior node is the parent node for the operations that manage the discovery of the DM Bootstrap Server.

<x>/BootSrvDiscovery/Operation/Allow
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	null
	Get


This leaf node is the target of an ‘Exec’ command to allow the Device to discover the DM Bootstrap Server.

<x>/BootSrvDiscovery/Operation/Inhibit
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	null
	Get


This leaf node is the target of an ‘Exec’ command to inhibit the Device from discovering the DM Bootstrap Server.

<x>/BootSrvDiscovery/Status
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	int
	Get


This leaf node indicates whether or not the Device is allowed to discover the DM Bootstrap Server.  The permitted values for this node are the as per the following table.

	0
	The Device is inhibited from discovering the DM Bootstrap Server.

	1
	The Device is allowed to discover the DM Bootstrap Server.


<x>/BootSrvDiscovery/FullyTrusted
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	bool
	Get, Replace


This leaf node indicates whether or not the DM Bootstrap Server discovery mechanism can be fully trusted (e.g. if Bootstrap Server discovery mechanism is based on DNS & DHCP, this node indicates whether or not the DNS and/or DHCP Server can be fully trusted).  A value of “false” for this node indicates that the DM Bootstrap Server discovery mechanism is not fully trusted and any DM Servers that are bootstrapped  through the discovery mechanism SHOULD not be allowed to make changes to pre-existing DMAcc objects.

The default value of this node is “true”.

<x>/BootSrvDiscovery/Ext
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	node
	Get


This interior node is for vendor specific extensions for controlling DM Bootstrap Server disvovery by the Device.  

<x>/BootSrvInfo
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	node
	Get


This interior node is the parent node of the subtree that stores the DM Bootstrap Server URLs, along with the pertinent credential information.

<x>/BootSrvInfo/<x>
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrMore
	node
	Get


This placeholder node is the root node for all the information pertaining to one DM Bootstrap Server.

<x>/BootSrvInfo/<x>/URL
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	chr
	Get, Replace


The value of this leaf node is the URL of a DM Bootstrap Server.

<x>/BootSrvInfo/<x>/AuthName
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	chr
	Get, Replace


This node specifies the authentication name to be used by the Device in order to retrieve the bootstrap  package from the DM Boostrap Server.

<x>/BootSrvInfo/<x>/AuthSecret
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	chr
	Get, Replace


This node specifies the authentication secret to be used by the Device in order to retrieve the bootstrap  package from the DM Boostrap Server.

<x>/BootSrvInfo/<x>/AuthData
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	chr
	Get, Replace


This node specifies any additional authentication data to be used by the Device in order to retrieve the bootstrap package from the DM Boostrap Server.

<x>/BootSrvInfo/<x>/Ext
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	node
	Get


This interior node is for vendor specific extensions for managing DM Bootstrap Server URLs on the Device.
<x>/ Ext
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	node
	Get


This interior node is for vendor specific extensions for managing the client initiated bootstrap functionality on a Device.
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