Doc# OMA-DM-DM13-2011-0043R01-CR_SHA2DigestUpdate.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-DM13-2011-0043R01-CR_SHA2DigestUpdate.doc
Change Request



Change Request

	Title:
	SHA2 Digest Update on DM Notification
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM-WG

	Doc to Change:
	OMA-TS-DM_Notification-V1_3-20110530-D

	Submission Date:
	1 Jun 2011>

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Shingo Fujimoto,Fujitsu,shingo_fujimoto@jp.fujitsu.com

	Replaces:
	R00


1 Reason for Change

Cryptographic Researcher Community founds the serious risks on using SHA-1 in the future, and recommends upgrading it with SHA-2.
One example is found in the “NIST’s Policy on Hash Functions” http://csrc.nist.gov/groups/ST/hash/policy.html
March 15, 2006: The SHA-2 family of hash functions (i.e., SHA-224, SHA-256, SHA-384 and SHA-512) may be used by Federal agencies for all applications using secure hash algorithms. Federal agencies should stop using SHA-1 for digital signatures, digital time stamping and other applications that require collision resistance as soon as practical, and must use the SHA-2 family of hash functions for these applications after 2010. After 2010, Federal agencies may use SHA-1 only for the following applications: hash-based message authentication codes (HMACs); key derivation functions (KDFs); and random number generators (RNGs). Regardless of use, NIST encourages application and protocol designers to use the SHA-2 family of hash functions for all new applications and protocols.
This CR proposed necessary changes to upgrade SHA-1 digest calculation in the Notification specification.
Possibility of increasing number of SMS packets due to change from SHA-1(20 octets) to SHA-256(32 octets), is addressed as potential issue from the WG member. 
Typical GSM based SMS service can deliver 100 octets as single SMS message.
As of 2011/06/01, fixed part of notification occupies 46 octets (UDHL(7) + WSP(6) + notification(33)). If we can assume 2-4 MO indices are specified (8 octets), and 12 octets are increased by SHA-2, 100 – 66 = 34 octets are still available for server id.  
The calculation cost of SHA-2 digest is relatively small than the calculation cost of encryption which is required for transport of the DM protocol.
R01: add the 2 bits info (digest-type) in the trigger-header to indicate the algorithm for digest calculation (SHA-1 or SHA-256) .
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal

Change 1:  Update Reference
2.1 Normative References

	[DMNoti12]
	“OMA Device Management Notification Initiated Session, Version 1.2”, Open Mobile Alliance(. OMA-TS-DM_Notification-V1_2.                                                                        URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3.                                                                                         URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.9, Open Mobile Alliance™, 
OMA-IOP-Process-V1_9,                                                                               URL:http://www.openmobilealliance.org

	[ISO8601]
	“Data elements and Interchange formats -- Information interchange -- Representation of dates and times” , ISO 8601:2004,                                                                                                                     URL:http://www.iso.org/

	[POSIX]
	ISO/IEC/IEEE 9945-2009 Information Technology — Portable Operating System Interface (POSIX®) Base Specifications, Issue 7.

	[PushOTA]
	“Push Over The Air”, Open Mobile Alliance(, OMA_TS-PushOTA-V2_2, URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	[RFC3174]
	“US Secure Hash Algorithm 1 (SHA1)”, Network Working Group, September 2001.
URL:http://www.ietf.org/rfc/rfc3174.txt

	[RFC5234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. 
January 2008.                                                                                                URL:http://www.ietf.org/rfc/rfc5234.txt

	[RFC5627]
	“Obtaining and Using Globally Routable Agent URIs (GRUUs) in the Session Initiated Protocol (SIP)”. J. Rosenberg. October 2009.                                                                                   URL:http:www.ieft.org/rfc/rfc5627

	[RFC6234]
	“US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF)”, D. Eastlake 3rd, etc. May 2011
URL:http://www.ietf.org/rfc/rfc6234.txt

	[SIPPush]
	“Push using SIP”, Open Mobile Alliance(, OMA-TS-SIP_Push-V1_0, 

	[OBEXBinding]
	“SyncML OMA Device Management OBEX Binding Specification”, Open Mobile AllianceTM, OMA-TS-SyncML_OBEXBinding-V1_3,                                                         URL:http://www.openmobilealliance.org 


Change 2:  Change Digest Data Size
6.1 Syntax for the DM Notification
The following ABNF [RFC5234] defines the syntax for the DM Notification Message. The order and the size of the fields MUST be same as specified in the following syntax of the DM Notification Message.

<trigger-message> ::= <trigger><digest>

<trigger> ::= <trigger-header><trigger-body>
<trigger-header> ::= <version><ui-mode><initiator><transport><auth-type><vendor-present><MO-present><reason-present><preferred-bearer-1><preferred-bearer-2><pad><timeout><ts-data><sessionid><length-identifier><server-identifier>

<version> ::= 10*BIT
; ‘Device Management Version’
<ui-mode> ::= <not-specified> / <background> /
; ‘Background/Informative/ 
                       <informative> / <user-interaction>
;  User Interaction session’
<not-specified> ::= “00”
; ‘2*bit value “0”’
<background> ::= “01”
; ‘2*bit value “1”’
<informative> ::= “10”
; ‘2*bit value “2”
<user-interaction> ::= “11”
; ‘2*bit value “3”’ 
<initiator> ::= <user> / <server>
; ‘User/Server initiated’
<user> ::= “0”
; ‘1*bit value “0”’
<server> ::= “1”
; ‘1*bit value “1”’
<transport>::=<not-specified> / <HTTP> / <HTTPS>
; ‘transport bindings’
<not-specified> ::= “00”
; ‘2*bit value “0”’’
<HTTP>::=”01”
; ’2*bit value “1”’

<HTTPS>::=”10”
; ’2*bit value “2”’
<auth-type>::=<not-specified> / <HTTP-DIGEST> /
; ‘authentication type

                        <DIGEST>  / <HMAC>

<not-specified> ::=”00”
; ’2*bit value “0”’
<HTTP-DIGEST>::=”01”
; ’2*bit value “1”’
<DIGEST>::=”10”                                                                       
; ’2*bit value “2”’
<HMAC>::=”11”                                                                         
; ’2*bit value “3”’
vendor-present> ::= 1*BIT
; Whether Vendor Specific Info is present (‘1’)

;  or not-present (‘0’) in trigger body’

<MO-present> ::= 1*BIT                               
; Whether MO index data is present (‘1’) 

;  or not-present (‘0’) in trigger body’

<reason-present> ::= 1*BIT
; ‘Whether reason for connection is present (‘1’)

;  or not-present (‘0’) in trigger body’
<preferred-bearer-1> ::= <not-specified> /                                  
                       <NETWORK_TYPE_3GPP_CIRCUIT_SWITCHED> /   
                       <NETWORK_TYPE_3GPP_PACKET_SWITCHED> /   
                       <NETWORK_TYPE_3GPP_LTE> /   
                       <NETWORK_TYPE_3GPP2_CDMA_PACKET_DATA> /
                       <NETWORK_TYPE_WIMAX> /   
                       <NETWORK_TYPE_WLAN> /
                       <NETWORK_TYPE_DSL> /
                       <NETWORK_TYPE_ETHERNET> / 
                       <NETWORK_TYPE_OBEX> /
                       <NETWORK_TYPE_LOCAL> /   
<not-specified> ::= “0000”


; ‘4*bit value “0”’
< NETWORK_TYPE_3GPP_CIRCUIT_SWITCHED > ::= “0001”           
; ‘4*bit value “1”’
< NETWORK_TYPE_3GPP_PACKET_SWITCHED > ::= “0010”            
; ‘4*bit value “2”
< NETWORK_TYPE_3GPP_LTE > ::= “0011”        

; ‘4*bit value “3”
< NETWORK_TYPE_3GPP2_CDMA_PACKET_DATA > ::= “0100”      
; ‘4*bit value “4”’ 
< NETWORK_TYPE_WIMAX > ::= “0101”                                        
; ‘4*bit value “5”’
< NETWORK_TYPE_WLAN > ::= “0110”                                          
; ‘4*bit value “6”’
< NETWORK_TYPE_DSL >::=”0111”                                         
; ‘4*bit value “7”’ 
< NETWORK_TYPE_ETHERNET >::=”1000”                                  
; ‘4*bit value “8”’
< NETWORK_TYPE_OBEX >::=”1001”                                          
; ‘4*bit value “9”’
< NETWORK_TYPE_LOCAL >::=”1010”                                          
; ‘4*bit value “10”’
<preferred-bearer-2> ::= <not-specified> /                                  
                       <NETWORK_TYPE_3GPP_CIRCUIT_SWITCHED> /   
                       <NETWORK_TYPE_3GPP_PACKET_SWITCHED> /   
                       <NETWORK_TYPE_3GPP_LTE> /   
                       <NETWORK_TYPE_3GPP2_CDMA_PACKET_DATA> /
                       <NETWORK_TYPE_WIMAX> /   
                       <NETWORK_TYPE_WLAN> /
                       <NETWORK_TYPE_DSL> /
                       <NETWORK_TYPE_ETHERNET> / 
                       <NETWORK_TYPE_OBEX> /
                       <NETWORK_TYPE_LOCAL> /   
<not-specified> ::= “0000”


; ‘4*bit value “0”’
< NETWORK_TYPE_3GPP_CIRCUIT_SWITCHED > ::= “0001”           
; ‘4*bit value “1”’
< NETWORK_TYPE_3GPP_PACKET_SWITCHED > ::= “0010”            
; ‘4*bit value “2”
< NETWORK_TYPE_3GPP_LTE > ::= “0011”        

; ‘4*bit value “3”
< NETWORK_TYPE_3GPP2_CDMA_PACKET_DATA > ::= “0100”      
; ‘4*bit value “4”’ 
< NETWORK_TYPE_WIMAX > ::= “0101”                                        
; ‘4*bit value “5”’
< NETWORK_TYPE_WLAN > ::= “0110”                                          
; ‘4*bit value “6”’
< NETWORK_TYPE_DSL >::=”0111”                                         
; ‘4*bit value “7”’ 
< NETWORK_TYPE_ETHERNET >::=”1000”                                  
; ‘4*bit value “8”’
< NETWORK_TYPE_OBEX >::=”1001”                                          
; ‘4*bit value “9”’
< NETWORK_TYPE_LOCAL >::=”1010”                                          
; ‘4*bit value “10”’
<digest-type>::= <digest-sha1> / <digest-sha256>

<digest-sha1> := “00”





; 2*bit value “0”
<digest-sha256>:= “01”





; 2*bit value “1”
<future-use> ::= 8*BIT
  ; ‘Reserved for future DM use’
; 20 bits used up to this point – need to add 2 bits

<pad> ::= 2*BIT
; bits added to bring timeout to a byte boundary
<timeout> ::=16*BIT
; number of minutes to keep <sessionid> valid
<ts-data> ::= 32*BIT
; Current server time in POSIX time format

<sessionid> ::= 16*BIT
; ‘Session identifier’
<length-identifier> ::= 8*BIT
; ‘Server Identifier length’
<server-identifier> ::= <length-identifier>*CHAR
; ‘Server Identifier’

<trigger-body> ::=<length-vendor><vendor-data><length-MO><MO-data><length-reason><reason-data>
<length-vendor> ::= 16*BIT
                                            ; ‘Vendor Specific Info Length’
<vendor-data> ::= <length-vendor>*BYTE                                  ; ‘Vendor Specific Info’

<length-MO> ::= 8*BIT                                                                ; ‘MO Identifier length’

<MO-data> ::= <length-MO>*16*BIT
               ; ‘list of MO Indexes for MO to be sent 

;  in Package 1’
<length-reason> ::= 16*BIT
                                              ; ‘Reason for Connection Length’
<reason-data> ::= <length-reason>*BYTE
                 ; ‘Reason for Connection Data’

<digest> ::= 256*BIT
/ 160*BIT                                              ; ‘Digest data’
Change 3:  etc

6.2.2.3. Digest

The <digest-data> field specifies the SHA-256 digest of the notification message [RFC6234]. The digest is computed as digest-data = H(server-secret:trigger). The server-secret is the same value in the SRVCRED/AAuthData for that server’s DM Account. The SHA-1 digest [RFC3174] MAY be used to calculate the <digest-data>. The Server MUST specifies the <digest-type> to indicate which digest calculation algorithm is used.
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