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1 Reason for Change

In Sorrento F2F, OMA-DM-DM13-2011-0028-INP_DM_Level_Resource_Caching was reviewed, which proposed to utilize HTTP-like caching for DM Resources. This CR aims to provide the baseline for this new feature.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  New section for DM Resource Caching
12. DM Resource Caching
For management operations, the DM Resources are exchanged between the DM Server and the DM Client, and some examples of the DM Resources may include followings:
· The value of a leaf node (Resource representation for Get a leaf node),
· The list of child nodes (Resource representation for Get a interior node),
· Management tree attributes (Resource representation for Get with ?list=Struct)
As the Web technologies utilize the caching for less network traffic and less response latency, the DM Protocol also can make use of the caching mechanism. The DM Server MUST support and the DM Client SHOULD support the DM Resource Caching.
12.1 Cache Validation
The cache validation is a process to decide whether the cached resource is fresh or not. When a resource is fresh, it means that the resource cached at the local storage is still good, and it needs not to be retrieved from the remote server. This validation process normally works with cache validators, and in HPPT Caching, ETag and Last-Modified time are commonly used cache validators. For further explanations, refer to [HTTP1.1].
For DM Resource caching, the HTTP-like cache validation with ETag and Last-Modified is used, and the cache validators are generated by the DM Client according to the corresponding rules.
12.2 Requests using Caching
DM Resources are normally requested with DM Command Get having a URI which addresses the requested resource. Without the caching mechanism, the request takes the exactly the same format with the previous one, and below is an example for this. This previous request format can be used by the DM Server when it doesn’t have the cached version in its local storage or when it interacts with the DM Client which doesn’t support caching mechanism. DM Requests with caching enabled MUST be sent only to the DM Client which supports the caching mechanism.
	<Get>

<CmdID>4</CmdID>

<Item>

<Target>

<LocURI>./antivirus_data/version</LocURI>

</Target>

</Item>

</Get>


When the DM Server requests DM Resources with the caching, the DM Server checks whether to have a cached version for the resource which will be requested. In case that the cache exists, the DM Server SHOULD have a cache validator associated with it. The DM Server can include the found cache validator in the Get Command which will be used in the validation process of the DM Client. Below is an example that the DM Server uses the ETag as a cache validator, and includes <If-None-Match> element to indicate the cache validator.
	<Get>

<CmdID>4</CmdID>

<Item>

<Target>

<LocURI>./antivirus_data/version</LocURI>

</Target>

</Item>
<If-None-Match>686897696a7c876b7e</If-None-Match>
</Get>


The Last-Modified time can also be used as a cache validator, and in this case, the DM Server can include <If-Modified-Since> element.
12.2.1 Elements uses in the DM Request for caching
	Element
	Description

	<If-None-Match>
	Used in the Get Command, this element MUST specify the ETag value.

	<If-Modified-Since>
	Used in the Get Command, this element MUST specify the Last-Modified time in RFC 2822 format.


12.3 Responses using Caching
The DM Client can response to DM Resource requests by using the caching mechanism, but it MUST be applied only when the DM Server supports the feature. When DM Resources are requested by Get Command, the DM Client MUST check whether the request has a cache validator or not:
· Without a cache validator: When data is returned in a <Results> element, the DM Client can generate a cache validator according to the generation rules. For ETag, it MUST be included in the <ETag> element, and for Last-Modified time, it MUST be included in the <Last-Modified> element. No cache validation is needed in this case.
· With a cache validator: The DM Client MUST validate the cache validator according to the validation process. If the cache is valid, the DM Client MUST not send the requested resources, but it responses with <Not-Modified> included in <Results>. If the cache is invalid, the DM Client MUST send the requested resource with a cache validator included.
Cache validator generation rules, and the validation process
The DM Client can use various validator types in situations where it is convenient. ETag can provide more reliable validation when it is not suitable to store modification dates, or when the one-second validation resolution is not sufficient. Only one cache validator MUST be included in one <Results> element.
Each Cache validator MUST be generated by following below rules:

· ETag: ETag provides for an opaque value, and the DM Client MUST regenerate upon the changes of the associated resources. A cache is considered to be valid if the received ETag and the DM Client’s own ETag are exactly the same. The generation of ETag is up to implementation, but it can be just a revision number, a hash of the last modification timestamp, or a hash of the resource’s content. 
· Last-Modified time: This cache validator MUST provide the Last-Modified time of the associated resources, and MUST be generated in RFC 2822 format. A cache is considered to be valid if it has not been modified since the specified time. The DM Client MUST manage Last-Modified time for each cacheable resources, and it is implementation specific.
Cache Control
Note: TBD, but briefly saying, the DM Client can control (enable/disable) the cacheable resources. The DM Client might not want to cache some resources because it is too trivial, or it is too frequently updated resources. In this case, the DM Client can disable the caching mechanism for some resources by not sending a cache validator.
12.3.1 Elements uses in the DM Response for caching
	Element
	Description

	<ETag>
	Used in the <Results>, this element provides the ETag as a cache validator.

	<Last-Modified>
	Used in the <Results>, this element provides the Last-Modified time as a cache validator.

	<Not-Modified>
	Used in the <Results>, this element indicates that the requested resource is not modified, and the same with the DM Server’s cached version. The requested resource is not included in <Results>.


12.4 DM Resource Caching Examples
12.4.1 Resource Caching with ETag
At this example, the DM Server retrieves a resource with Get Command. Few hours later, the DM Server retrieves the same resource with a cache validator, and receives <Not-Modified>. Again few hours later, the DM Server retrieves the same resource which was modified, and receives the updated data with the regenerated cache validator.
The first DM Request from the DM Server:

	<Get>

<CmdID>4</CmdID>

<Item>

<Target>

<LocURI>./antivirus_data/version</LocURI>

</Target>

</Item>

</Get>


The corresponding response from the DM Client:
	<Results>


<CmdRef>4</CmdRef>


<CmdID>3</CmdID>


<Item>



<Source>




<LocURI>./antivirus_data/version</LocURI>



</Source>



<Data>antivirus-inc/20010522b/5</Data>


</Item>


<ETag>686897696a7c876b7e</ETag>

</Results>


The second DM Request from the DM Server:
	<Get>

<CmdID>4</CmdID>

<Item>

<Target>

<LocURI>./antivirus_data/version</LocURI>

</Target>

</Item>
<If-None-Match>686897696a7c876b7e</If-None-Match>
</Get>


The corresponding response from the DM Client:
	<Results>


<CmdRef>4</CmdRef>


<CmdID>3</CmdID>


<Not-Modified/>

</Results>


The third DM Request from the DM Server:
	<Get>

<CmdID>4</CmdID>

<Item>

<Target>

<LocURI>./antivirus_data/version</LocURI>

</Target>

</Item>
<If-None-Match>686897696a7c876b7e</If-None-Match>
</Get>


The corresponding response from the DM Client:

	<Results>


<CmdRef>4</CmdRef>


<Item>



<Source>




<LocURI>./antivirus_data/version</LocURI>



</Source>



<Data>antivirus-inc/20010522b/6</Data>


</Item>


<ETag>12312312b6ffee2f</ETag>

</Results>
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