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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

Any reference to components of the DTD's or XML snippets is specified in this “typeface”.

3.2 Definitions

TBD
4. Introduction

TBD
5. Client Authority Delegation

To provide flexibility in the management of a network of DM Clients the delegation of authority to manage a DM Client to alternate DM Servers, within a Management Authority or between Management Authorities, is a useful function for any Management Authority. Therefore a mechanism is specified to transfer the authority to manage a DM Client between DM Servers, this is called Client Authority Delegation. The delegation of a DM Client authority involves at least two DM Servers and one DM Client. The delegation mechanism consists of: one DM Server delegating the authority to manage a DM Client to a second DM Server.

For example, collaborative management of a DM Client by two or more DM Servers is a likely scenario in enterprise and service provider business relationships. The enterprise will manage a portion of a DM Client associated with the business of the enterprise such as specific enterprise applications and the service provider will manage the communications aspects of the DM Client. The enterprise and service provider are each a Management Authority over the DM Client.
5.1 Process Flows
5.1.1 Method #1: Delegating DM Server Initiates the Delegation Process
The following figure depicts the delegation process initiated by the Delegating DM Server:
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Figure 1: Delegating DM Server Initiates the Delegation Process




5.1.2 Step1: Delegation Notification
The delegation process may be initiated by the Delegating DM Server or by the Delegated DM Server.

If the delegation process is initiated by the Delegating DM Server (DMS-1 in the above figures):
 The DM Server receiving the request to initiate management delegation of the DM Client is known as the Delegated DM Server (DMS-2). This consists in providing the following information by the DMS-1 to the DMS-2: the Delegating DM Server ID, DM Client information, Delegation Information (parts of the DM Tree to which the management delegation will apply), and which one of the following two types of delegations is requested: Full Delegation or Partial Delegation as defined in [DMDICT].

If the delegation process is initiated by the Delegated DM Server (DMS-2 in the above figures):
The DM Server receiving the request to initiate management delegation of the DM Client is known as the Delegating DM Server (DMS-1). This consists in providing the following information by the DMS-2 to the DMS-1: the Delegated DM Server ID, DM Client information, Delegation Information (parts of the DM Tree to which the management delegation will apply) and which one of the following two types of delegation is requested: Full Delegation or Partial Delegation as defined in [DMDICT].
5.1.3 Step 2: Mutual Authentication

Mutual authentication of the DM Servers will be done during an HTTPS session between the two DM Servers (i.e., Delegating DM Server and Delegated DM Server).
5.1.4 Step 3: DMS-2 DMAcc information transfer

The Delegated DM Server (DMS-2) sends to the Delegating DM Server (DMS-1) its DM Account information.
5.1.5 Step 4: DM Client preparation
The Delegating DM Server (DMS-1) updates the DM Client: it installs the DMS-2 DMAcc and updates the DM Tree ACLs accordingly.
The Delegating DM Server (DMS-1) indicates to the DM Client that no DM session must be initiated to the Delegated DM Server (DMS-2).
5.1.6 Step 5: DM Client prepared
The Delegating DM Server (DMS-1) notifies the Delegated DM Server (DMS-2) that the DM Client preparation is done.
5.1.7 Step 6: DM session initiation
The Delegated DM Server (DMS-2) initiates a DM session with the DM Client.
5.1.8 Step 7: Delegation complete
The Delegated DM Server (DMS-2) notifies the Delegating DM Server (DMS-1) that the delegation process is complete.
5.1.8.1 Step 8: Delete DMS-1 DMAcc from DM Client – if full delegation done

If the Delegating DM Server (DMS-1) does full delegation then it deletes DMAcc from the DM Client.
5.1.9 Method #2: Delegated DM Server Initiates the Delegation Process

The following figure depicts the delegation process initiated by the Delegated DM Server:
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Figure 2: Delegated DM Server Initiates the Delegation Process
5.1.9.1 Step 1: Delegation Notification
The delegation process is initiated by the Delegated DM Server (DMS-2 in the above figures). The DM Server receiving the request to initiate management delegation of the DM Client is known as the Delegating DM Server (DMS-1). This consists in providing the following information by the DMS-2 to the DMS-1: the Delegated DM Server ID, DM Client information, Delegation Information (parts of the DM Tree to which the management delegation will apply) and which one of the following two types of delegation is requested: Full Delegation or Partial Delegation as defined in [DMDICT].
5.1.9.2 Step 2 to Step 8: Rest of Process Flow
Steps 2 to 10 for the Method #2 are identical to what is being described for the Method #1 so the flows described in the sections 5.1.1.2 to 5.1.1.8 will be applied.
5.1.10 Method #3: Delegating DM Server Initiates and Provides Delegated DM Server’s Bootstrap Server URL

The following figure depicts the delegation process initiated by the Delegated DM Server:
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Figure 3: Delegating DM Server Initiates and Provides Delegated DM Server’s Bootstrap Server URL
5.1.10.1 Step1: Delegation Notification
The delegation process is initiated by the Delegating DM Server (DMS-1) in the above figure. The DM Server receiving the request to initiate management delegation of the DM Client is known as the Delegated DM Server (DMS-2). This consists in providing the following information by the DMS-1 to the DMS-2: the Delegating DM Server ID, DM Client information, Delegation Information (parts of the DM Tree to which the management delegation will apply), and which one of the following two types of delegations is requested: Full Delegation or Partial Delegation as defined in [DMDICT].

5.1.10.2 Step 2: Mutual Authentication

Mutual authentication of the DM Servers will be done during an HTTPS session between the two DM Servers (i.e., Delegating DM Server and Delegated DM Server).
5.1.10.3 Step 3: DMS-1 requests DMS-2 for its Bootstrap Server URL

The Delegating DM Server (DMS-1) requests the Delegated DM Server (DMS-2) for its Bootstrap Server URL.
5.1.10.4 Step 4: DMS-2 provides its Bootstrap Server URL information

The Delegated DM Server (DMS-2) sends its Bootstrap Server URL to the Delegating DM Server (DMS-1).
5.1.10.5 Step 5: DM Client preparation

The Delegating DM Server (DMS-1) updates the DM Client: It updates the DM Tree ACLs accordingly.  The Delegating DM Server provides the Delegated DM Server (DMS-2) Bootstrap Server URL to the DM Client.
5.1.10.6 Step 6: DM Client request DMS-2 bootstrap

Using the DMS-2 Bootstrap Server URL received from the Delegating DM Server (DMS-1), the DM Client requests DMS-2 bootstrap to the Bootstrap Server. (The Bootstrap Server and the DMS Server may be the same physical device.)
5.1.10.7 Step 7: Bootstrap Server provides DMS-2 bootstrap

The Bootstrap Server provides the Delegated DM Server (DMS-2) bootstrap to the DM Client.
5.1.10.8 Step 8: DM session initiation

The DM Client initiates a DM session with the Delegated DM Server (DMS-2). 
5.1.10.9 Step 9: Delegation complete

The Delegated DM Server (DMS-2) notifies the Delegating DM Server (DMS-1) that the delegation process is complete.

5.1.10.10 Step 10: Delete DMS-1 DMAcc from DM Client – if full delegation done

If the Delegating DM Server (DMS-1) does full delegation then it deletes DMAcc from the DM Client.
5.1.11 Method #4: Delegated DM Server Initiates and Provides its Bootstrap Server URL to DM Client

The following figure depicts the delegation process initiated by the Delegated DM Server:
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Figure 4: Delegated DM Server Initiates and Provides its Bootstrap Server URL to DM Client
5.1.11.1 Step1: Delegation Notification
The delegation process is initiated by the Delegated DM Server (DMS-2 in the above figures). The DM Server receiving the request to initiate management delegation of the DM Client is known as the Delegating DM Server (DMS-1). This consists in providing the following information by the DMS-2 to the DMS-1: the Delegated DM Server ID, DM Client information, Delegation Information (parts of the DM Tree to which the management delegation will apply) and which one of the following two types of delegation is requested: Full Delegation or Partial Delegation as defined in [DMDICT].
5.1.11.2 Step 2 to Step 10: Rest of Process Flow

Steps 2 to 10 for the Method #4 are identical to what is being described for the Method #3 so the flows described in the sections 5.1.3.2 to 5.1.3.10 will be applied.
5.2 DM Server to DM Server Interface

5.2.1 Method #1: Delegating DM Server Initiates the Delegation Process
The message exchange between two DM Servers interacting to pass over delegation of a DM Client is shown in the Figures 1 as steps 1, 2, 3, 5 and 7. The execution of these steps is dependent on the success of the protocol exchange (shown as steps 4 and 6 in the Figures 1) between each of the DM Servers and the DM Client. If at any point in the delegation process through the step 6 fails (in the Figures 1), the delegation session between the DM Servers (i.e., DMS-1 and DMS-2) would be terminated immediately.  Upon sending or receipt of a failure message, the DM Servers would undo all changes done to the DM Client, purge any saved state information associated with the delegation process and revert to the existing delegation scheme prior to the start of the delegation. The DM Server may start the delegation process again at any time.

5.2.2 Delegation Protocol

The messages exchanged between DM Servers are defined in this section.

A message flow diagram illustrates the protocol exchanges in the true case, where no error conditions occur. The format of the messages MUST be encoded as specified in [DMTNDS] and MAY specify the connectivity to use as specified in [CONNMO]. Note the DM Client shown on the left and right sides of the diagram is the DM Client (device) being delegated, it is shown twice to simplify the diagram.
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Figure 5: Delegation Protocol message exchange (initiated by the Delegating DM Server)
1. The protocol messages are described using XML and XML documents are exchanged between DM Servers. 
Note to editor: the XML structure (XML Schema/DTD) is FFS
2. DELEGATION_NOTIF – Delegation Notification is the first message sent from the Delegating DM Server to the Delegated DM Server. This message is a simple notification asking the Delegated DM Server if it is willing to accept management of a DM Client. This message contains the Delegating DM Server ID (DMServerID), Delegation Information (Del_Info), and the delegation type (Del_Type). The Del_Type defines the delegation type for the Delegated DM Server. The Del_Type can be Full or Partial delegation. Del_Info contains the DM Client information and the Delegation Information (parts of the DM Tree to which the management delegation applies).

3. DELEGATION_RES – Delegation Response is sent from the Delegated DM Server to the Delegating DM Server with an acknowledgement (ack) if it is willing to accept management of the DM Client. If the Delegated DM Server does not wish to accept the request it sends a DELEGATION_RES with a negative acknowledgement (nack).

4. DELEGATION_START – Delegation Start is sent from the Delegated DM Server to the Delegating DM Server after mutual authentication. This message MUST contain the Delegated DM Server DM Account information. Upon receiving the DELEGATON_START message the Delegating DM Server will create the DMS-2 DMAcc and update the ACLs on the DM Client. The Delegating DM Server will notify the DM Client not to automatically establish a DM session with the Delegated DM Server (DMS-2).

5. DELEGATION_PREPARED – A Delegation Prepared message is sent by the Delegating DM Server to notify the Delegated DM Server that the DM Client is ready. Upon receiving the DELEGATION_PREPARED message the Delegated DM Server will establish a DM session with the DM Client.
6. DELEGATION_FAILURE – A Delegation Failure message maybe sent at anytime from either the Delegating or Delegated DM Server to halt the delegation process. Reason codes for a failure are TBD.
7. DELEGATION_CONFIRM – Delegation Confirm is sent from the Delegated DM Server to the Delegating DM Server once a DM session has been established between the Delegated DM Server and the DM Client.

5.2.3 Method #2: Delegated DM Server Initiates the Delegation Process

The message exchange between two DM Servers interacting to pass over delegation of a DM Client is shown in the Figure 1 as steps 1, 2, 3, 5 and 7. The execution of these steps is dependent on the success of the protocol exchange (shown as steps 4 and 6 in the Figure 2) between each of the DM Servers and the DM Client. If at any point in the delegation process through the step 7 fails (in the Figure 2), the delegation session between the DM Servers (i.e., DMS-1 and DMS-2) would be terminated immediately.  Upon sending or receipt of a failure message, the DM Servers would undo all changes done to the DM Client, purge any saved state information associated with the delegation process and revert to the existing delegation scheme prior to the start of the delegation. The DM Server may start the delegation process again at any time.
5.2.3.1 Delegation Protocol

The messages exchanged between DM Servers are defined in this section.

A message flow diagram illustrates the protocol exchanges in the true case, where no error conditions occur. The format of the messages MUST be encoded as specified in [DMTNDS] and MAY specify the connectivity to use as specified in [CONNMO]. Note the DM Client shown on the left and right sides of the diagram is the DM Client (device) being delegated, it is shown twice to simplify the diagram.
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Figure 6: Delegation Protocol message exchange (initiated by the Delegated DM Server)
1. The protocol messages are described using XML and XML documents are exchanged between DM Servers. 
Note to editor: the XML structure (XML Schema/DTD) is FFS
2. DELEGATION_NOTIF – Delegation Notification is the first message sent from the Delegated DM Server to the Delegating DM Server. This message is a simple notification asking the Delegating DM Server if it is willing to delegate the management of a DM Client. This message contains the Delegated DM Server ID (DMServerID), Delegation Information (Del_Info), and the delegation type (Del_Type). The Del_Type defines the delegation type for the Delegated DM Server. The Del_Type can be Full or Partial delegation. Del_Info contains the DM Client information and the Delegation Information (parts of the DM Tree to which the management delegation applies).

3. DELEGATION_RES – Delegation Response is sent from the Delegating DM Server to the Delegated DM Server with an acknowledgement (ack) if it is willing to delegate the management of the DM Client. If the Delegating DM Server does not wish to accept the request it sends a DELEGATION_RES with a negative acknowledgement (nack).

4. The rest of protocol exchange for the Method #2 is same as the protocol exchange (bullets 4 - 7) described for the Method #1 in the Section 5.2.1.1.
5. 
6. 
7. 

5.2.4 Method #3: Delegating DM Server Initiates and Provides Delegated DM Server Bootstrap Server URL
The message exchange between two DM Servers interacting to pass over delegation of a DM Client is shown in the Figure 3 as steps 1, 2, 3, 4 and 9. The execution of these steps is dependent on the success of the protocol exchange (shown as steps 5, and 8 in the Figure 3) between each of the DM Servers and of exchange (shown as steps 6 and 7 between the DM Client and the Bootstrap Server). If at any point in the delegation process through steps 1-5 and step 9 fails, the delegation session between the DM Servers (i.e., DMS-1 and DMS-2) would be terminated immediately.  Assuming the steps 1-5 were successful then the DMS-1 needs to wait a finite duration before declaring that the step 9 has failed. Upon sending or receipt of a failure message or upon expiration of timeout for the step 9, the DM Servers would undo all changes done to the DM Client, purge any saved state information associated with the delegation process and revert to the existing delegation scheme prior to the start of the delegation. The DM Server may start the delegation process again at any time.
5.2.4.1 Delegation Protocol

The messages exchanged between DM Servers are defined in this section.

A message flow diagram illustrates the protocol exchanges in the true case, where no error conditions occur. The format of the messages MUST be encoded as specified in [DMTNDS] and MAY specify the connectivity to use as specified in [CONNMO]. Note the DM Client shown on the left and right sides of the diagram is the DM Client (device) being delegated, it is shown twice to simplify the diagram.
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Figure 7: Delegating DM Server Initiates and Provides Delegated DM Server’s Bootstrap Server URL
1. The protocol messages are described using XML and XML documents are exchanged between DM Servers. 
Note to editor: the XML structure (XML Schema/DTD) is FFS
2. DELEGATION_NOTIF – Delegation Notification is the first message sent from the Delegating DM Server to the Delegated DM Server. This message is a simple notification asking the Delegated DM Server if it is willing to accept management of a DM Client. This message contains the Delegating DM Server ID (DMServerID), Delegation Information (Del_Info), and the delegation type (Del_Type). The Del_Type defines the delegation type for the Delegated DM Server. The Del_Type can be Full or Partial delegation. Del_Info contains the DM Client information and the Delegation Information (parts of the DM Tree to which the management delegation applies).

3. DELEGATION_RES – Delegation Response is sent from the Delegated DM Server to the Delegating DM Server with an acknowledgement (ack) if it is willing to accept management of the DM Client. If the Delegated DM Server does not wish to accept the request it sends a DELEGATION_RES with a negative acknowledgement (nack).

4. DELEGATION_START – Delegation Start is sent from the Delegated DM Server to the Delegating DM Server after mutual authentication. This message MUST contain the Delegated DM Server DM Account information. 

Upon receiving the DELEGATON_START message, the Delegating DM Server will request the Delegated Server for its Bootstrap Server URL. The Delegated Server will provide its Bootstrap Server URL to the Delegating Server.

Then the Delegating DM Server will update the ACLs on the DM Client and the Delegating DM Server will notify the Bootstrap Server URL for the Delegated Server to the DM Client.

Then the DM Client will request the Bootstrap Server for the Delegated Server’s bootstrap.  The Bootstrap Server provides the Delegated Server’s bootstrap information to the DM Client.

Then the DM Client will initiate a DM Session with the Delegated Server.
5. DELEGATION_FAILURE – A Delegation Failure message maybe sent at anytime from either the Delegating or Delegated DM Server to halt the delegation process. Reason codes for a failure are TBD.
6. DELEGATION_CONFIRM – Delegation Confirm is sent from the Delegated DM Server to the Delegating DM Server once a DM session has been established between the Delegated DM Server and the DM Client.
5.2.5 Method #4: Delegated DM Server Initiates and Provides its Bootstrap Server URL to DM Client
The message exchange between two DM Servers interacting to pass over delegation of a DM Client is shown in the Figure 3 as steps 1, 2, 3, 4 and 9. The execution of these steps is dependent on the success of the protocol exchange (shown as steps 5, and 8 in the Figure 3) between each of the DM Servers and of exchange (shown as steps 6 and 7 between the DM Client and the Bootstrap Server). If at any point in the delegation process through steps 1-5 and step 9 fails, the delegation session between the DM Servers (i.e., DMS-1 and DMS-2) would be terminated immediately.  Assuming the steps 1-5 were successful then the DMS-1 needs to wait a finite duration before declaring that the step 9 has failed. Upon sending or receipt of a failure message or upon expiration of timeout for the step 9, the DM Servers would undo all changes done to the DM Client, purge any saved state information associated with the delegation process and revert to the existing delegation scheme prior to the start of the delegation. The DM Server may start the delegation process again at any time.
5.2.5.1 Delegation Protocol

The messages exchanged between DM Servers are defined in this section.

A message flow diagram illustrates the protocol exchanges in the true case, where no error conditions occur. The format of the messages MUST be encoded as specified in [DMTNDS] and MAY specify the connectivity to use as specified in [CONNMO]. Note the DM Client shown on the left and right sides of the diagram is the DM Client (device) being delegated, it is shown twice to simplify the diagram.


[image: image11.emf]DM Client

DMS-1

Delegating DM Server

DMS-2

Delegated DM Server

DM Client

DELEGATION_NOTIF (DMServerID, Del_Info, Del_Type)

DELEGATION_RES (ack/nack)

Mutual Authentication (HTTPS)

Request for Bootstrap Server URL

DELEGATION_CONFIRM

DMS-2 Bootstrap 

Server URL provided & 

ACLs update

DM Session

Bootstrap Server URL (HTTPS)

Bootstrap

Server

Request for Bootstrap Server URL

Bootstrap Server URL (HTTPS)


Figure 8: Delegated DM Server Initiates and Provides its Bootstrap Server URL to DM Client
1. The protocol messages are described using XML and XML documents are exchanged between DM Servers. 
Note to editor: the XML structure (XML Schema/DTD) is FFS
2. DELEGATION_NOTIF – Delegation Notification is the first message sent from the Delegated DM Server to the Delegating DM Server. This message is a simple notification asking the Delegating DM Server if it is willing to delegate the management of a DM Client. This message contains the Delegated DM Server ID (DMServerID), Delegation Information (Del_Info), and the delegation type (Del_Type). The Del_Type defines the delegation type for the Delegated DM Server. The Del_Type can be Full or Partial delegation. Del_Info contains the DM Client information and the Delegation Information (parts of the DM Tree to which the management delegation applies).

3. DELEGATION_RES – Delegation Response is sent from the Delegating DM Server to the Delegated DM Server with an acknowledgement (ack) if it is willing to delegate the management of the DM Client. If the Delegating DM Server does not wish to accept the request it sends a DELEGATION_RES with a negative acknowledgement (nack).

4. The rest of protocol exchange for the Method #4 is same as the protocol exchange (bullets 3 - 6) described for the Method #3 in the Section 5.2.3.1.
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