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1 Reason for Change

DM Representation Protocol should be updated for the authentication type “Digest-SHA256”.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal

Change 1:  Change on Chal
7.1.2 Chal

Usage: Specifies an authentication challenge. The receiver of the challenge specifies authentication credentials, of the given authentication type and format, in the next request.

Parent Elements: Status
Restrictions: The Meta element type specifies any meta-information about the challenge. The Type and Format element types within the Meta element type specify the authentication scheme type and format, respectively. The default type is syncml:auth-basic for the "Basic" form of authentication. The type value syncml:auth-md5, ,or syncml:auth-sha256 MUST be explicitly specified to indicate the "MD5 Digest Access", or “SHA256 Digest Access” authentication scheme. If the "MD5 Digest Access" or “SHA256 Digest Access” authentication scheme is used, the NextNonce element type can be specified if the challenger requests the use of a new nonce string. The format value MUST be b64, when using the clear-text, XML representation.

An authentication challenge can be specified for each of a number of DM "security layers". For example, a challenge can be specified against the DM server, database or an individual command on a database. To challenge a DM Server, a Chal element type is sent in the Status command corresponding to the SyncHdr of the associated DM request. To challenge a database, the Chal element type is sent in the Status command corresponding to the Alert or Sync command associated with the database. To challenge a command on a database, the Chal element type is sent in the Status command corresponding to an individual command (e.g., Add, Alert, Delete) on the database. Mechanisms for authentication challenges at the transport level are handled within the individual transport.

If absent and if the status code is (200) OK, then the same credentials MUST be used in the next DM request.

If absent and if the status code is (212) Authentication accepted, then credentials need not be specified for any subsequent DM requests within the current session. The session is authenticated.

When using syncml:auth-md5, syncmd:auth-sha256 or syncml:auth-MAC, the Meta Format for the NextNonce element MUST be specified and it MUST be b64.

Content Model: 

	(Meta)


Attributes: None.

Example: The following is an example of a "MD-5" authentication challenge. The password and userid are requested to be Base64 character encoded. The type and format of the authentication scheme are specified by the meta-information in the Meta element type.


	<Status>

<MsgRef>0</MsgRef>

<Cmd>SyncHdr</Cmd>

<TargetRef>http://www.datamgr.org/servlet/manageit</TargetRef>

<SourceRef>IMEI:001004FF1234567</SourceRef>

<Chal>

<Meta>

<Type xmlns=’syncml:metinf’>syncml:auth-md5</Type>

<Format xmlns=’syncml:metinf’>b64</Format>

<NextNonce xmlns=’syncml:metinf’>ZG9iZWhhdmUNCg==</NextNonce>

</Meta>
</Chal>

<Data>401</Data>

</Status>


Change 2:  change on Cred definition
7.1.1 Cred

Usage: Specifies an authentication credential for the originator.

Parent Elements: Add, Alert, Copy, Delete, Exec, Get, Put, Map, Move, Replace, Search, Status, Sync, SyncHdr
Restrictions: The Meta element type specifies any meta-information about the credentials. The Type and Format element types within the Meta element type specify the credential scheme type and format, respectively. The default type is syncml:auth-basic for the "Basic" form of authentication. The type value syncml:auth-md5 MUST be explicitly specified to indicate the "MD5 Digest" authentication scheme. The type value syncml:auth-sha256 MUST be explicitly specified to indicate the “SHA-256 Digest” authentication scheme. The format MUST be b64, when using the clear-text, XML representation. However, when using "Basic" form of authentication, the b64 format does not indicate that the credentials are base64 encoded twice. The Data element type specifies the credential value. 

If absent, and no other authentication credential was specified in either a parent command or in the SyncHdr element type, then no authentication credential is specified.

If an authentication credential was specified by a parent command or in the SyncHdr element type, then that authentication credential specified there is assumed to be sufficient for the operation specified by the current element type. Specifying insufficient authentication credentials will result in a (401) Unauthorized exception condition.

If the authentication challenge is received (See the Chal element type) for the request, the credential type and format of the next request MUST be applied to it.

In addition, OMA DM restricts the usage of the Cred element to within the sync header element: SyncHdr. The originator MUST NOT supply credentials within individual commands.
When using syncml:auth-md5, the Meta Format for the Cred element MUST be specified and it MUST be b64

Content Model: 

	(Meta?, Data)


Attributes: None.

Example: The following is an example of an MD5 digest authentication credential scheme consisting of the character string Bruce2:OhBehave:Nonce. The MD5 Digest is also Base64 character encoded. The type and format of the credential, as well as the next nonce are specified by the meta-information in the Meta element type.

	<Cred>

<Meta>

<Type xmlns=’syncml:metinf’>syncml:auth-md5</Type>

<Format xmlns=’syncml:metinf’>b64</Format>

</Meta>

<Data>Zz6EivR3yeaaENcRN6lpAQ==</Data>
</Cred>
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