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1 Reason for Change

DM 1.3 Notification Message format is changing much. This CR proposed new diagram for data format, and field descriptions.This CR also proposed to assign 4 bits for auth-type.



R01: Incorporated proposed changes in OMA-DM-DM13-2011-0061R03
R02: Applied OMA-DM-DM13-2011-0061R03 assuming it is agreed.
R03: Start with OMA-DM-DM13-2011-0061R05. 
Reserved bits are added for future addition of Header Fileds
Authentication Types requires 4 bits to support all defined authentication types
Option Value Length bits changed to 8 bits (0-255)
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal
Change 1:  New Change request against document which is incorporated OMA-DM-DM13-2011-0061R05-CR_Notification_TLV_Parttern
6.2 DM Notification Message Header Format

DM Notification header has the fixed size. DM Notification header fields MUST appear in order as described in the following table:

	Header  Fields
	No. of bits
	Short Description

	version
	4
	Version of DM Notification message.

	option-count
	3
	Number of options

	initiator
	1
	Initiator of the Management Action

	ui-mode
	2
	Recommended user interaction mode.

	auth-type
	4
	Authentication Type of DM Notification message

	transport
	3
	Preferred bearer for dm session

	Reserved
	15
	Reserved for future addition of Header Fields

	timeout
	16
	Timeout of DM Notification message

	session-id
	16
	SessionID created by the Server

	timestamp
	32
	Timestamp of DM Notification message


Change 2:  Change on Message Option Format
6.3 DM Notification Message Option Format

Options MUST appear in order of their Option Number (see Section 6.4).  The <option-count> field specifies the number of options after the header. Following the Option Number, each option has a Length field which specifies the length of the Option Value, in bytes. The Option Value immediately follows the Length field.
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
| Option Number |                  Option Length                |   
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
| Option Value...                                               |
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
Figure 2: Format of the DM Notification Message Options
6.3.1 Option Number
The <option-number> field specifies the sequence number of Options after the header. The value of this field is specified using 8 bits.
6.3.2 Option Length
The <option-length> field specifies the length of the Option Value, in bytes. The value of this field is specified using 8 bits unsigned integer. 
6.3.3 Option Value
The <option-count> field specifies the number of options after the header. The format of the Option Value depends on the respective option. Options defined in this document make use of the following formats for option values:

· Uint: A non-negative integer which is represented in network byte order using a variable number of bytes.  . 

· String: A Unicode string which is encoded using UTF-8 [RFC3629] in Net-Unicode form [RFC5198]. Note that ASCII strings (that do not make use of special control characters) are always valid UTF-8 Net-Unicode strings.

· Opaque: An opaque sequence of bytes. 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
Change 3:  Change on bits assignment on Header Fields.
6.4 DM Notification Message Options

This specification defines the following Options for DM Notification message:

	Option Number
	Name
	Format
	Value
	Support
	Occurrence

	1
	Server-ID
	String
	1-32 bytes
	Mandatory
	One

	2
	Targeted-MO
	Uint
	1
	TBD
	ZeroOrMore

	3
	Requested-MO
	Uint
	1
	TBD
	ZeroOrMore

	4
	Preferred-Bearer
	Uint
	1
	TBD
	ZeroOrMore

	5
	Connect-Reason
	String
	1-255bytes
	Optional
	ZeroOrOne

	6
	Informational URL
	anyURL
	1-255 bytes
	Optional
	ZeroOrOne

	7
	Vendor-Info
	String
	1-255 bytes
	Optional
	ZeroOrOne


The Client MUST process the Message Option which Support value is ‘Mandatory’ if it was appeared. The Client MAY process the Message Option which Support value is ‘Optional’ if it was appeared.
Change 4:  Including defined authentication types

6.4.1 Authentication Type

The <auth-type> field indicates the authentication type for the DM Client to find the corresponding password and nonce within the DM Account Management Object [DMSTDOBJ] in order to calculate the digest for notification message. This value is specified using 4 bits.

The values of the <auth-type> field MUST be one of the following:
	Value
	Semantics
	Description

	0000
	not specified
	Indicates the authentication type is not specified.

	0001
	HTTP-DIGEST
	Indicates the HTTP-DIGEST authentication type.

	0010
	DIGEST
	Indicates the DIGEST authentication type.

	0011
	HMAC
	Indicates the HMAC authentication type.

	0100
	DIGST-SHA256
	Indicates the DIGEST-SHA256 authentication type.

	0101
	X.509
	Indicates the X.509 authentication type

	0110
	SECRID
	Indicates SECRID authentication type

	0111
	SAFEWORD
	Indicates SAFEWORD authentication type

	1000
	DIGIPASS
	Indicates DIGIPASS authentication type


Change 5:  Adding Informational URL Message Option
(skipped)

6.4.2 Length of the Reason for Connection

The <length-reason> field specifies the length of the reason for connection information in bytes. This value is specified by using 16 bits. If the value of <reason-present> is “0”, then <length-reason> field MUST NOT be present in the notification message.
6.4.3 Reason for Connection


The <reason-data > field specifies the reason for connection information.  If the value of <reason-present> is “0”, then <reason-data> field MUST NOT be present in the notification message.  If the <reason-data> field is present, the DM Client MAY display this information to the user prior to starting a management session.
6.4.4 Informational URL

The <informational URL> field specifies URL to get the informational text which may be shown on Client Device before initiating DM session to the Server. The acceptable content length and content type is up to Client implementation.
6.4.5 Digest

Change 6:   (Withdrawn)
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Change 7:   (Withdrawn)
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