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1 Reason for Change

DM 1.3 Notification Message format is changing much. This CR proposed new diagram for data format, and field descriptions.This CR also proposed to assign 4 bits for auth-type.



R01: Incorporated proposed changes in OMA-DM-DM13-2011-0061R03
R02: Applied OMA-DM-DM13-2011-0061R03 assuming it is agreed.
R03: Start with OMA-DM-DM13-2011-0061R05. 
Reserved bits are added for future addition of Header Fileds
Authentication Types requires 4 bits to support all defined authentication types
Option Value Length bits changed to 8 bits (0-255)
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal
Change 1:  assign 4 bits for auth-type and 15 bits for future extensions
6.2 DM Notification Message Header Format

DM Notification header has the fixed size. DM Notification header fields MUST appear in order as described in the following table:

	Header  Fields
	No. of bits
	Short Description

	version
	4
	Version of DM Notification message.

	option-count
	3
	Number of options

	initiator
	1
	Initiator of the Management Action

	ui-mode
	2
	Recommended user interaction mode.

	auth-type
	4
	Authentication Type of DM Notification message

	transport
	3
	Preferred bearer for dm session

	Reserved
	15
	Reserved for future addition of Header Fields

	timeout
	16
	Timeout of DM Notification message

	session-id
	16
	SessionID created by the Server

	timestamp
	32
	Timestamp of DM Notification message


Change 2:  Change on Message Option Format (Withdrawn)
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Change 3:  Change on bits assignment on Header Fields. (length 0 option should not appear)
6.3 DM Notification Message Options

This specification defines the following Options for DM Notification message:

	Option Number
	Name
	Format
	Value
	Support
	Occurrence

	1
	Server-ID
	String
	1-32 bytes
	Mandatory
	One

	2
	Targeted-MO
	Uint
	2
	TBD
	ZeroOrMore

	3
	Requested-MO
	Uint
	2
	TBD
	ZeroOrMore

	4
	Preferred-Bearer
	Uint
	1
	TBD
	ZeroOrOne

	5
	Connect-Reason
	String
	1-4095 bytes
	Optional
	ZeroOrOne

	6
	Vendor-Info
	String
	1-4095 bytes
	Optional
	ZeroOrOne

	7
	Informational URL
	String
	1-255 bytes
	Optional
	ZeroOrOne


 The Client MUST process the Message Option which Support value is ‘Mandatory’ if it was appeared. The Client MAY process the Message Option which Support value is ‘Optional’ if it was appeared.
Change 4:  Including defined authentication types

6.4.6 Authentication Type  (AUT)
The <auth-type> field indicates the authentication type for the DM Client to find the corresponding password and nonce within the DM Account Management Object [DMSTDOBJ] in order to calculate the digest for notification message. This value is specified using 4 bits.

The values of the <auth-type> field MUST be one of the following:
	Value
	Semantics
	Description

	0x00
	not specified
	Indicates the authentication type is not specified.

	0x01
	HTTP-DIGEST
	Indicates the HTTP-DIGEST authentication type.

	0x02
	DIGEST
	Indicates the DIGEST authentication type.

	0x03
	HMAC
	Indicates the HMAC authentication type.

	0x04
	DIGST-SHA256
	Indicates the DIGEST-SHA256 authentication type.

	0x05
	X.509
	Indicates the X.509 authentication type

	0x06
	SECRID
	Indicates SECRID authentication type

	0x07
	SAFEWORD
	Indicates SAFEWORD authentication type

	0x08
	DIGIPASS
	Indicates DIGIPASS authentication type


Change 5:  Adding Informational URL Message Option (Updated based on latest TS draft)
(skipped)

6.5.6 Preferred-bearer Option
The <preferred-bearer> option specifies the preferred bearers that the DM Client is requested to use for connecting to DM Server. If multiple preferred bearers are specified, the bearers appeared first have higher priority. The DM Client SHOULD use the preferred bearer in higher priority if it is available. 

The values of the <preferred-bearer> option value MUST be one of the following:
	Value
	Semantics
	Description

	00
	not specified
	Indicates the preferred bearer is not specified.

	01
	3GPP_CIRCUIT_SWITCHED
	Indicates the preferred bearer is 3GPP circuit switched network.

	02
	3GPP_PACKET_SWITCHED
	Indicates the preferred bearer is 3GPP packet switched network.

	03
	3GPP_LTE
	Indicates the preferred bearer is 3GPP LTE.

	04
	3GPP2_CDMA_PACKET_DATA
	Indicates the preferred bearer is 3GPP2 CDMA packet data.

	05
	WIMAX
	Indicates the preferred bearer is WIMAX.

	06
	WLAN
	Indicates the preferred bearer is WLAN.

	07
	DSL
	Indicates the preferred bearer is DSL.

	08
	ETHERNET
	Indicates the preferred bearer is Ethernet.

	09
	Bluetooth
	Indicates the preferred bearer is Bluetooth.

	10
	IrDA
	Indicates the preferred bearer is IrDA.

	11
	LOCAL
	Indicates the preferred bearer is Local.


Note: LOCAL is for local DM Server in smart card. The text needs to be improved.
6.5.7 Informational URL Option
The <informational URL> option specifies URL to get the informational text which may be shown on Client Device before initiating DM session to the Server. The acceptable content length and content type is up to Client implementation.
Change 6:   (Withdrawn)
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Change 7:   (Withdrawn)
7. 
7.2 
7.2.1 

7.2.2 

7.2.3 

7.2.4 

7.2.5 



7.2.6 

7.2.7 


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


7.2.8 


	
	
	

	
	
	

	
	
	


7.2.9 


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



7.2.10 


	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


7.2.11 

7.2.12 

· 
· 
· 

· 
· 
7.2.13 

7.2.14 

7.2.15 



7.2.16 


7.2.17 

7.2.18 

7.2.19 

7.2.20 

7.2.21 

7.2.22 

7.2.23 

7.2.24 

7.2.25 


7.2.26 




	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	















NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 13)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 13)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20110101-I]

_1376895505.vsd
�

�

�

01234567


01234567


version


01234567


01234567


option count


ui-mode


auth-type


transport


initiator


timeout


timestamp


session-id




Notification Message Option
(Variable Length)


0


1


2


3


SHA-256 Digest



_1376899102.vsd
�

�

�

01234567


01234567


Option Number


01234567


01234567


Option Length


Option Value (0-65535 bytes)


0


1


2


3



