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1 Reason for Change

Currently the TND specification provides the following guideline for the ACL value of the root of the Management Tree

The default value for the root ACL SHOULD be Add=*&Get=*. 
To ensure that any authenticated server always can extend the Management Tree, the root ACL value for the Add command SHOULD NOT be changed.   
A consequence of our current recommendation is that when the device is bootstrapped to a new DM Server:

· the new DM Server can see all the direct nodes of the root
· can obtain the top level structure of the DM Tree
· the new DM Server can retrieve the ACL property of the root
· can obtain  DM Server ID information

· the new DM Server can create its own subtree under the root
There is no mention in the TND spec regarding the default access rights for a newly bootstrapped DM Server
· proprietary solutions
· inconsistency, potentially leading to interoperability issues

The problem has been masked by the fact that most of the deployments are currently using only one DM Server,
R01 adds an informative reference to DMBOOT.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the TND Specification be updated accordingly.
6 Detailed Change Proposal

Change 1:  Change the verbiage in Section 7.7.1.2
7.7.1.2  The root ACL value

The root Node is special – it is owned by the device.  It is also the only Node that MUST have a value assigned to the ACL. The value for the root ACL for a Device that is not bootstrapped SHOULD be Add=*&Get=*.

When a Device is bootstrapped to a DM Server, the Device SHOULD check whether it is bootstrapped to any other DM Server,  If the Device is not bootstrapped to any other DM Server, the ACL of the root SHOULD be changed by the Device such that the DM Server has the Get and Add access for the root.  If the Device is already bootstrapped to some other DM Server, the default access right for the DM Server MAY be based on Device policy or it MAY be controlled by the Bootstrap Config MO [DMBOOT].
Change 2:  Add DBBOOT to the Informative References section

2.2   Informative References

	
	

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Bootstrap-V1_3.                                                              URL:http://www.openmobilealliance.org
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