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1. Scope


This document defines how an OMA DM Client can send a report (e.g. periodic diagnostic report or periodic measurement report) to a DM Server, outside the context of a DM session.

2. References













2.1 Normative References
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	[DMREPRO]
	“OMA Device Management Representation Protocol, Version 1.3”. 
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 URL:http://www.openmobilealliance.org
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	“OMA Device Management Meta Information, version 1.2”. Open Mobile Alliance(. 
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2.2 Informative References
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2 Definitions







	Sessionless Report Alert
	A specially formatted alert, issued by the DM Client to the DM Server, for which there is either no acknowledgement from the DM Server or the acknowledgement arrives in a subsequent DM session between the DM Server and the DM Client.

	Sessionless Report Message
	A SyncML message that contains one or more Sessionless Report Alerts in its body.


Kindly consult [DMDICT] and [OMADICT] for all other definitions used in this document.
	
	

	


3.3
Abbreviations

Kindly consult [DMDICT] and [OMADICT] for all abbreviations used in this document.


	
	

	
	

	
	

	


4. Introduction


· 
· 
· 
· 

The OMA-DM [DMPROTO] transaction model is a secure request/response protocol between a DM Server and a DM Client that runs within the context of a DM session.  Once a session is established, the DM Server alternately sends commands to the Client and receives responses from the Client.  The Client also informs the Sever about events that have occurred on the device, via unsolicited alerts.  All the reporting of alerts from the DM Client to the DM Server is normally done within the context of a DM Session, in either Package 1 or Package 3.
This specification describes a lightweight reporting mechanism, that can be employed by an OMA-DM Client, to send information such as periodic measurement results etc. to a previously bootstrapped DM Server, outside the context of a DM session. 
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6. Sessionless Reporting Feature

6.1 Sessionless Report Types

Sessionless reports fall into two categories: confirmable and non-confirmable.  A non-confirmable sessionless report is one where the DM Client is not expecting any acknowledgement from the DM Server.  In other words, it is the “fire and forget” mode.  A confirmable sessionless report, on the other hand, is one where the DM Client expects a delayed acknowledgement from the DM Server, in a subsequent DM session.
While the vast majority of sessionless reports are expected to be non-confirmable, there might be scenarios where confirmable sessionless reports are preferred.   
6.2 Sessionless Report Alert

Sessionless reporting by the DM Client is realized via a specially formatted alert, known as the Sessionless Report Alert.  This alert conforms to the DTD for the SyncML element Alert, as defined in [DMREPPRO], with the following additional constraints:
1. The Data element immediately under the Alert element MUST be set to value 1230, which is the reserved value for the Sessionless Report Alert, as per [DMREPRO].
2. 
3. Precisely one Item element MUST be present under the Alert element.

4. 
5. All the data associated with the Sessionless report MUST be CDATA escaped within the <Item>/<Data> block.
6. The Meta element MUST be specified.
7. The Type and Format meta tags MUST be present and their allowed values are as per the Generic Alert definition in [DMPROTO].
8. The Mark meta tag MAY be present and its allowed values are as per the Generic Alert definition in [DMPROTO].
9. If the sessionless report is non-confirmable, the NoResp tag [DMREPRO] MUST be present but the Version meta tag [DMMETA] MUST NOT be present.
10. If the sessionless report is confirmable, the NoResp tag [DMREPRO] MUST NOT be present but the Version meta tag [DMMETA] MUST be present and its value MUST be a token that the DM Client will use to correlate the delayed acknowledgement from the DM Server.
6.3 Sessionless Report Message

Sessionless Report Alerts are sent from the DM Client to the DM Server in a Sessionless Report Message.  This message conforms to the DTD  for the SyncML elements SyncHdr and SyncBody, as defined in [DMREPPRO], with the following additional constraints.
1. The body of the Sessionless Report Message MUST NOT include anything other than Sessionless Report Alerts.  In other words, the Sessionless Report Message MUST NOT be used to send Generic Alerts or DevInfo.

2. The header of the Sessionless Report Message MUST include the Cred element.

3. Confirmable and non-confirmable Sessionless Report Alerts MAY be combined in the same Sessionless Report Message
6.3.1 Authentication Credentials

The Sessionless Report Message MUST include authentication credentials inside the <Cred> block in the header.  All the authentication types specified in DMAcc [DMStdObj] are supported.  For authentication types that use a nonce (e.g. MD5 and HMAC), the DM Client MUST use the same nonce value that it would have normally used in the next DM session with the DM Server.  Furthermore, the Sessionless Report Message MUST NOT specify a new nonce value to be used during the subsequent DM session between the Device and the DM Server.
If the DM Server receives a Sessionless Report Message that the DM Server cannot authenticate, the DM Sever MUST silently ignore the message.   
6.4 Illustrative Example 
(Informative)
The following is an example of a Sessionless Report Message that includes one confirmable and one non-confirmable Sessionless Report Alert.
	<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    <VerDTD>1.2</VerDTD>

    <VerProto> DM/1.3</VerProto>

    <SessionID>1</SessionID>

    <MsgID>1</MsgID>

    <Target>

      <LocURI>http://www.syncml.org/mgmt-server</LocURI>

    </Target>

    <Source>

      <LocURI>IMEI:493005100592800</LocURI>

    </Source>

    <Cred> <!-- Credentials are mandatory for the Sessionless Report Message -->








      <Meta>

        <Type xmlns='syncml:metinf'>syncml:auth-md5</Type>

        <Format xmlns='syncml:metinf'>b64</Format>

      </Meta>

      <Data>Zz6EivR3yeaaENcRN6lpAQ==</Data>

        <!-- Base64 coded MD5 digest, for user "Bruce2", password "OhBehave", nonce "Nonce" -->
    </Cred>

  </SyncHdr>

  <SyncBody>

    <Alert>  <!-- First Sessionless Report Alert (non-confirmable) -->

      <CmdID>1001</CmdID>

      <Data>1230</Data>
<!-- Sessionless Report Alert code -->

      <Item>


        <Meta>

          <Mark xmlns='syncml:metinf'>informational</Mark>
          <Type xmlns='syncml:metinf'>urn:oma:mo:samplealert1:1.0

                                 <!-- Sessionless Report Alert identifier -->

          </Type>

          <Format xmlns='syncml:metinf'>bin</Format>
        </Meta>

        <Data>

<![CDATA[

<!-- Sessionless Report Alert data goes here -->

]]>

        </Data>

      </Item>

      <NoResp/>  
<!-- Mandatory for non-confirmable Sessionless Report Alert -->

    </Alert>

    <Alert>  <!-- Second Sessionless Report Alert (confirmable)-->

      <CmdID>1002</CmdID>

      <Data>1230</Data>
<!-- Sessionless Report Alert code -->

      <Item>


        <Meta>

          <Mark xmlns='syncml:metinf'>critical</Mark>

          <Type xmlns='syncml:metinf'>urn:oma:mo:samplealert2:1.0

                                 <!-- Sessionless Report Alert identifier -->

          </Type>

          <Format xmlns='syncml:metinf'>bin</Format>
          <Version xmlns='syncml:metinf'>615389</Version>
                   <!-- Mandatory for confirmable Sessionless Report Alert -->

        </Meta>

        <Data>

<![CDATA[

<!-- Sessionless Report Alert data goes here -->

]]>

        </Data>

      </Item>

    </Alert>

  </SyncBody>

</SyncML>


6.5 Acknowledgement of Confirmable Reports

As mentioned in section 5.1, the DM Client expects an acknowledgement for a confirmable report from the DM Server.  The acknowledgement from the DM Server arrives in a normal Package 2 or Package 4 message from the DM Server.  The acknowledgement conforms to the DTD for the SyncML element Status, as defined in [DMREPRO], with the following additional constraint:

· The Status block MUST include the meta tag Version whose value matches the token value of the related Sessionless Report Alert.

6.6 Best Practices
(Informative)
Since confirmable sessionless reporting relies on correlating the value of the meta tag Version [DMMETA], the DM Client should set aside a sufficiently large field of values for the meta tag Version to ensure that the correlation between the Sessionless Report Alert and its delayed acknowledgement is not impacted by the rollover of this value.
It is also a good practice to include the timestamp as part of the CDATA escaped alert data.

6.7 Message Flows
(Informative)
This section includes some message flows that illustrate the sessionless reporting feature.

[image: image3.emf]DM Client DM Server

Sessionless Alert

[Non-confirmable]

Sessionless Alert

[Non-confirmable]

t

1

t

2


Figure 1: DM Client issuing non-confirmable Sessionless Report Alerts
Figure 1 shows a DM Client issuing two non-confirmable Sessionless Report Alerts at time instants t1 and t2.  As mentioned in section 5.1, the DM Client does not expect any acknowledgement from the DM Server.
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Figure 2: DM Server acknowledging confirmable Sessionless Report Alerts

Figure 2 shows a DM Client issuing two confirmable Sessionless Report Alerts at time instants t3 and t4.  Both these alerts have a unique Version number.  At some later time instant t5, a DM session gets established between the DM Client and the DM Sever (either Client initiated or Server initiated).  Within the context of this DM session, the DM Server sends the acknowledgement for the previously issued Sessionless Report Alerts.      
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Figure 3: Retransmission of Sessionless Report Alert following timeout
Figure 3 shows a DM Client issuing a confirmable Sessionless Report Alert at time instant t6.  The DM Client sets an internal timer and waits for delayed acknowledgement from the DM Server.  In this case the acknowledgement does not arrive and so the DM Client reissues the original Sessionless Report Alert at time instant t7.
7. Sessionless Report Configuration MO
7.1 Introduction

The Sessionless Report Configuration MO provides the ability to manage the sessionless reporting feature on a Device.  Support for this MO is OPTIONAL.
7.2 Graphical Representation
(Informative)

Figure 4 gives the graphical representation of the Sessionless Report Config MO.
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Figure 4: Sessionless Report Config MO
7.3 Node Descriptions
This section provides the description of the various nodes within the Sessionless Report Config MO.
<x>

	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	node
	Get


This placeholder node is the root node for the Sessionless Report Config MO.  The parent node of this node defines the location of this MO in the Management Tree.

The Management Object Identifier for the Sessionless Report Config MO MUST be: “urn:oma:mo:oma-dm-sessionlessreport:1.0”.

<x>/AdminState
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	int
	Get, Replace


This leaf node indicates the administrative state of the Sessionless Reporting feature.  The permitted values are the as per the following table.

	0
	Inhibited

	1
	Allowed


It this node is not present, the DM Client SHALL assume value of 0 (Inhibited).
If the Sessionless Reporting feature is inhibited, the DM Client SHALL NOT issue Sessionless Report Alerts.
<x>/RetryTimer
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	int
	Get, Replace


This leaf node indicates the time duration, in seconds, for which the DM Client should wait for the delayed acknowledgement from the DM Server for confirmable Sessionless Report Alerts.  If the DM Client does not receive the acknowledgement within the specified time, it resends the report message.
It this node is not present, the DM Client will wait indefinitely for the delayed acknowledgement from the DM Server.
<x>/MaxReports
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	int
	Get, Replace


This leaf node indicates the maximum number of reports that can be buffered on the Device, while awaiting acknowledgement from the DM Server in subsequent DM session(s).  Once the number of reports that are buffered on the Device reaches this value, the Device MUST start discarding the older reports.

It this node is not present, the maximum number of reports that can be buffered on the Device is as per the Device policy.

<x>/DiscardCriteria
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	int
	Get, Replace


This leaf node indicates the criteria for discarding reports that have not been acknowledged by the DM Server in a subsequent DM Session when the MaxReports threshold is reached.  The permitted values are the as per the following table.

	0
	The DM Client SHOULD discard reports strictly in chronological order

	1
	The DM Client SHOULD discard reports based on the Mark level of the Sessionless Report Alert.  The order of deletion, in decreasing order of preference, is as follows:

· indeterminate

· harmless

· informational

· warning

· minor

· critical

· fatal

Within the same Mark level, reports SHOULD be discarded in chronological order


If this node is absent, its value defaults to 0.

<x>/Ext
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	node
	Get


This interior node is for vendor-specific extensions to the Sessionless Report Config MO.
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].


B.1 SCR for DM Client
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B.2 SCR for DM Server
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