Doc# OMA-DM-DM13-2011-0128R02-CR_CONR_HTTP_Binding.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-DM13-2011-0128R02-CR_CONR_HTTP_Binding.doc
Change Request



Change Request

	Title:
	CONR HTTP Binding
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-TS-DM_HTTPBinding-V1_3-20101207-C

	Submission Date:
	<03 Jan 2012>

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Salvatore Scarpina, Telecom Italia S.p.A., salvatore.scarpina@telecomitalia.it 

	Replaces:
	OMA-DM-DM13-2011-0128R01-CR_CONR_HTTP_Binding


1 Reason for Change

The present CR aims to fix some editorials in HTTP Binding TS document. It also introduces references to dictionaries and removes definitions and abbreviations already present or moved in dictionaries.
R01: according to agreement during conference call, OMA Dictionary reference is put as normative only in DM Dictionary.

R02: removes unused references and adds RFC5246 (TLS 1.2) missing reference.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review this CR and agree on its proposal.
6 Detailed Change Proposal

Change 1:  Section 2: dictionaries references
Normative References

	[DMDICT]
	“OMA Device Management Dictionary, Version 1.0”. Open Mobile Alliance(. 
OMA-SUP-DM_Dictionary-v1_0.                                                          URL:http:www.openmobilealliance.org/ 

	[DMPush]
	“OMA Device Management Push Binding”, Open Mobile AllianceTM, 
OMA-TS-DM_PushBinding-V1_3,                                                           URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1,                                                                                                         URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”,  S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee, et al., August 1998, URL:http://www.ietf.org/rfc/rfc2396.txt

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”, R. Fielding, et al., June 1999,              URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, J. Franks, et al., June 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC2817]
	“Upgrading to TLS Within HTTP/1.1”, R. Khare and S. Lawrence, May 2000, URL:http://www.ietf.org/rfc/rfc2817.txt

	[RFC2818]


	“HTTP over TLS”, E. Rescorla, May 2000,                                                  URL:http://www.ietf.org/rfc/rfc2818.txt

	[RFC4279]
	" Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)", P. Eronen, H. Tschofenig, December 2005,                                                                                                                URL:http://www.ietf.org/rfc/rfc4279

	[RFC4346]
	“The Transport Layer Security (TLS) Protocol Version 1.1”, T. Dierks and E. Rescorla, April 2006, URL:http://www.ietf.org/rfc/rfc4346.txt

	[RFC5246]
	“The Transport Layer Security (TLS) Protocol Version 1.2”, T. Dierks and E. Rescorla, August  2008, URL:http://www.ietf.org/rfc/rfc5246.txt

	[SSL]
	“The SSL 3.0 Protocol”, A. Frier, P. Karlton, and P. Kocher, Nov 1996

	[WAP-219-TLS]
	“WAP TLS Profile and Tunnelling”, Open Mobile AllianceTM, WAP-219-TLS-20010411-a
URL:http:www.openmobilealliance.org/


Informative References

	
	


None.
Change 2:  Section 3.2: removal of definitions already present/moved in dictionaries
Definitions

	
	

	
	

	
	

	
	

	
	


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Kindly consult [DMDICT] for all definitions used in this document.

Change 3:  Section 3.2: removal of abbreviations already present/moved in dictionaries

Abbreviations

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Kindly consult [DMDICT] for all abbreviations used in this document.

Change 4:  Section 4: editorial

HTTP is an ideal protocol for connecting a DM client to a DM Server; and vice a versa. Several MIME media types have been registered for DM. This makes it adapted for transfer over HTTP. HTTP is widely supported across the Internet. There are numerous examples of common implementations of both client and server HTTP applications. HTTP servers can be adapted to support new HTTP-based application in a straightforward manner. DM Messages can be transferred across the Internet and pass through "firewalls", at the perimeter of individual intranets with relative ease.

Change 5:  Section 5.4: update references

When operating over HTTP: 

· The Server and Client  MUST support TLS 1.1 [RFC4346].

· The Server and Client  MUST use TLS 1.0 [RFC4279] or SSL3.0 [SSL] or TLS 1.1 [RFC4346] or PSK-TLS [RFC4279] or TLS 1.2 [RFC5246]. 

· The Server SHOULD support  TLS 1.0 [RFC4279] or TLS 1.2 [RFC5246], SSL 3.0 [SSL] and PSK-TLS [RFC4279].
· The Client MUST identify that the Server is using TLS1.0 [RFC4279] or SSL3.0 [SSL] or TLS 1.1 [RFC4346] or PSK-TLS [RFC4279] or TLS 1.2 [RFC5246].
· A Session SHALL NOT take place over SSL2.0 or less.

· The Server MUST support both of the following cipher suites, both of which provide authentication, confidentiality and integrity, when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA
· SSL_RSA_WITH_3DES_EDE_CBC_SHA
· The Client MUST support at least one of the following cipher suites, both of which provide authentication, confidentiality and integrity,  when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA
· SSL_RSA_WITH_3DES_EDE_CBC_SHA
· The Server MUST support both of the following cipher suites, both of which provide authentication, confidentiality and integrity, when using an PSK-TLS session

· TLS_PSK_WITH_AES_128_GCM_SHA256 

· TLS_DHE_PSK_WITH_AES_128_GCM_SHA256

· TLS_RSA_PSK_WITH_AES_128_GCM_SHA256

· TLS_PSK_WITH_AES_128_CBC_SHA256

· TLS_DHE_PSK_WITH_AES_128_CBC_SHA256

· TLS_RSA_PSK_WITH_AES_128_CBC_SHA256

· The Client MUST support at least one of the following cipher suites, both of which provide authentication, confidentiality and integrity,  when using an PSK-TLS session

· TLS_PSK_WITH_AES_128_GCM_SHA256 

· TLS_DHE_PSK_WITH_AES_128_GCM_SHA256

· TLS_RSA_PSK_WITH_AES_128_GCM_SHA256

· TLS_PSK_WITH_AES_128_CBC_SHA256

· TLS_DHE_PSK_WITH_AES_128_CBC_SHA256

· TLS_RSA_PSK_WITH_AES_128_CBC_SHA256

· The Server MUST only accept the usage of cipher suites with all the following characteristics:

· At least 128 bit symmetric keys;

· Provide key exchange;

· Provide signing;

· Provide bulk encryption;

· Provide message authentication.

· The Server MUST support the requirements relating to certificates and certificate processing in section 6.3 and 6.4 of the WAP TLS Profile and Tunneling, [WAP-219-TLS].

If the Client supports TLS1.0, it MUST support the requirements relating to certificates and certificate processing in section 6.3 and 6.4 of the WAP TLS Profile and Tunneling, [WAP-219-TLS].
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