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1 Reason for Change

This CR introduces a protocol overview section in the DMPROTO TS to satisfy CONRR comment G003.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the GwMO TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Adding new informative references
2.2 Informative References


	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Bootstrap-V1_3.                                                              URL:http://www.openmobilealliance.org

	[DMDDFDTD]
	“OMA DM Device Description Framework DTD, Version 1.3”. Open Mobile Alliance(. 
URL:http://www.openmobilealliance.org/tech/DTD/dm_ddf-v1_3.dtd 

	[WBXML]
	“WAP Binary XML Content Format Specification”, WAP Forum(, WAP-192-WBXML, URL:http://www.openmobilealliance.org


Change 2:  Introducing a new informative section

5. Protocol Overview 
(Informative)

OMA-DM is a secure management protocol that runs between a DM Server and a DM Client.  The following sub-sections present a high-level overview of the OMA-DM protocol, 
5.1 Transaction Model

The OMA-DM protocol runs within the context of a DM session, using a request/response transaction model.  Once a DM session is established, the DM Server alternately sends commands to the Client and receives responses from the Client.  The Client also informs the Sever about events that have occurred on the device, via Generic Alerts.

A DM session consists of two phases: the setup phase followed by the management phase.  The setup phase entails authentication and device information exchange.  During the management phase, the DM Server issues commands which are processed by the DM Client.  The DM Client provides the status of the commands issued as well as any response that may be needed.  

OMA-DM supports the notion of Packages.  A Package is a collection of related messages that are transferred between an originator and a recipient.  Generally a Package consists of a single message.  However, in cases where the information to be transferred between the originator and the recipient exceeds the size limitation of a DM message, the information can be sent over multiple messages within the same Package.  Each message in a Package has to be responded to individually.

DM sessions are always initiated by the DM Client.  However, a Server can trigger the Client to initiate a session by sending an unsolicited message, known as the DM Notification, to the Client.  The DM Notification  “wakes up” the device and causes it to initiate a session with the requesting DM Server.  This message can be delivered over a variety of transports including SMS, HTTP and SIP.  

Normally a DM session ends when a DM Server sends an empty message (i.e. a message that does not contain any management operations or authentication challenges) to the DM Client.  However, either the Client or the Server can abort the session at any time.

For more details see section 8.

5.2 DM Bootstrapping

Bootstrapping is the process by which a device moves from an un-provisioned, empty state, to a state where it is able to initiate a management session to a DM Server.  A DM client that has already been bootstrapped can be further bootstrapped to additional DM Servers.  Bootstrapping is a prerequisite for a DM Client to process messages from a DM Server. Bootstrapping for OMA-DM can be performed in the following ways:

· Customized Bootstrap (aka Factory Provisioning): The manufacturer includes the device management Server configuration at the time the device is manufactured.  While this approach is extremely secure, it works only when the device is manufactured under contract for a specific service provider or for an enterprise customer.

· Bootstrap From Smartcard: All the bootstrapping information is in a Smartcard.  The device obtains the bootstrap information when the Smartcard is inserted into the device.

· Server Initiated Bootstrap: A Bootstrap Server pushes the bootstrap information to the Client upon discovering sufficient information about the device.

· Client Initiated Bootstrap: The Device retrieves the bootstrap package from a Bootstrap Server, over HTTPS.

For more details see [DMBOOT].
5.3 Message Encoding Format

All OMA-DM messages, with the exception of the DM Notification message, are XML based and they conform to structure specified in [DMREPPRO].  The messages can be encoded in a tokenized, binary format defined by [WBXML].  The DM Notification message, on the other hand, is a binary message and its structure is defined in [DMNOTI].
5.4 Device Management Tree

The OMA-DM protocol supports the notion of Management Objects (MOs).  These are abstract representations of remotely manageable capabilities exposed by the device.  All the available MOs pertaining to a device are organized in a hierarchical tree structure known as the Management Tree.  The Management Tree may be looked upon as the complete management view of a device’s configuration and operational status.  Different DM Servers may “see” different trees, depending upon their access rights to different portions of the Management Tree.

MOs are comprised of nodes.  Each node is the potential target for invoking a management operation from the DM Server.  In order to perform some remote management action, the DM Server executes an operation on the corresponding node in the DM Tree.  Nodes are addressed using URIs.  The URI of a node is the concatenation of the names of all the nodes from the root of the Management Tree, using ‘/’ as the delimiter.

Each MO is characterized by a unique MOID (MO Identifier), which is generally a URN.  OMA has established a well-defined procedure for the registration of MOIDs with OMNA.

For more details see [DMTND].
5.5 Protocol Commands

As mentioned in section 5.4, to carry out management actions on a device, the DM Server invokes DM commands on the various nodes in the Management Tree.  The DM protocol supports the following commands that can be remotely invoked by a DM Server on a Client:

· Get: Retrieves the value associated with the target node in the Management Tree

· Replace: Sets the value associated with the target node, overwriting the previous value of the node

· Add: Creates a new node at the specified location in the Management Tree.  The new node can be a leaf node or the root node for a management object

· Delete: Deletes a node, and the entire sub-tree beneath that node, if one exists

· Exec: Executes a predefined function, that is statically bound to the target node, on the device.  Examples include initiating software download, running a diagnostic test etc.
· Copy: Replicates the structure and the node values associated with a sub-tree at one location to a different location within the Management Tree.
Depending upon the nature of the management command, the Client can return the status of a management command synchronously (i.e. in the response package) or asynchronously, via the Generic Alert mechanism.

A given node is likely to support only a subset of these commands.

For more details see [DMREPPRO].
5.6 Device Description Framework

Device Description Framework (DDF) is an XML-based normative format, used by devices supporting OMA-DM, to expose their manageable capabilities.  These capabilities are described in terms of Management Object definitions.  OMA-DM compliant MOs are required to conform to the DDF DTD, which is defined in [DMDDFDTD].

Among other things, DDF can provide the following information pertaining to each of the subtending nodes within the MO definition:

· format of data associated with the node

· MIME type of data associated with the node

· default value of data associated with the node

· allowed number of instances for the node within the sub-tree that is rooted at its parent node (i.e. indicator of how many siblings the node can have in the Management Tree at run time)

· indication whether the node is created statically or dynamically

Optionally, DDF can also be used to restrict the location of an MO in the Management Tree. 

For more details see [DMTND].
5.7 Standard Objects

OMA-DM maintains complete separation of schema from protocol.  Most of the MOs standardized by OMA lie outside the core DM specification.  In fact, the DM Protocol has awareness of only a handful of management objects, which are referred to as “Standard Objects”.

Standard Objects control the core protocol itself, rather than some domain-specific DM functionality like firmware update or device diagnostics.  The Standard Objects for OMA-DM are listed below:

· DM Account: This MO is used to manage bootstrap settings for a DM Server.  Among other things, this MO contains the Client and Server security credentials for the DM Server in question

· Device Information: This MO contains the basic information pertaining to the device.  This information is sent to the DM Server at the beginning of each DM session.  

· Device Details: This MO contains device specific parameters.  Unlike the Device Information parameters, these parameters are sent to the DM Server only on demand.  
Support for standard objects is mandatory for all OMA-DM Clients.
For more details see [DMSTDOBJ].  
5.8 Security Considerations

OMA-DM is a secure protocol.  Communication between the DM Server and the DM Client takes place only after a trusted relationship has been established, via the DM Bootstrap Process [DMBOOT].  OMA-DM supports multiple authentication schemes.  In the case where a DM Client supports multiple authentication schemes supported, the DM Server can indicate the preferred authentication scheme.  Both the DM Server and the DM Client can challenge each other if no credentials were given in the original request or the credentials are considered too weak.
OMA-DM also supports an access control mechanism to ensure that only authorized DM Servers can invoke commands on the Management Tree.

For more details see [DMSEC] and [DMTND].  
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