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	Classification:
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 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Salvatore Scarpina, Telecom Italia S.p.A., salvatore.scarpina@telecomitalia.it

	Replaces:
	n/a


1 Reason for Change

The present CR aims to fix some editorials in StdObj TS.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review this CR and agree on its proposal.
6 Detailed Change Proposal

Change 1:  DM account editorial

	./DMAcc

	Status
	Occurrence
	Format
	Min. Access Types
	

	Required
	One
	node
	Get
	

	This interior node specifies the unique object id of the DM Account Management Object. The MO identifier for the DM Account MO MUST be: “urn:oma:mo:oma-dm-dmacc:1.1”.


	./DMAcc/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more accounts.


	./DMAcc/<x>/AppID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	chr
	Get
	

	
	This leaf node specifies the application ID for the device management account object.  The value of this node, if present, MUST be a registered value from [DMAPPREG].  This enabler specifies only the default value for the node, which is the character string "w7", as per  [DMAPPREG].  Other enablers MAY specify a different registered value for this node, to indicate specialized DM Server operation.


	./DMAcc/<x>/ServerID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies a server identifier for management server used in the management session.


	./DMAcc/<x>/Name

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	This node specifies user displayable name for the management server. 


	./DMAcc/<x>/PrefConRef

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	This node specifies a reference to preferred connectivity. It is expected that either a URI to proxy or NAP MO is specified, but other, implementation-specific connectoids MAY be referenced.


	./DMAcc/<x>/ToConRef

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node is used to allow application to refer to a collection of connectivity definitions. Several connectoids MAY be listed for a given application under this interior node.


	./DMAcc/<x>/ToConRef/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more connectivity parameters.


	./DMAcc/<x>/ToConRef/<x>/ConRef

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node indicates the linkage to connectivity parameters, specified either as an URI to an MO or as an implementation-specific identifier.


	./DMAcc/<x>/AppAddrPref

	Status
	Occurrence
	Format
	Min. Access Types
	

	Optional
	ZeroOrOne
	chr
	Get
	

	This node specifies a reference to preferred Management Server address. The preferred Management Server address is specified as a “AppAddr/<X>/Addr” URI in the node. The DM Client SHOULD connect to the address referenced from this node, but the DM Client MAY access to another Management Server address which is specified in the “AppAddr/<X>” in case of the preferred Management Server address is invalid or not available.


	./DMAcc/<x>/AppAddr

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node is used to specify multiple Management Server addresses.


	./DMAcc/<x>/AppAddr/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for separating one or more Server Addresses.


	./DMAcc/<x>/AppAddr/<x>/Addr

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies a Management Server address dependent upon AddrType.


	./DMAcc/<x>/AppAddr/<x>/AddrType

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies a Management Server address type. Valid values are: “URI”, “IPv4” or “IPv6”.


	./DMAcc/<x>/AppAddr/<x>/Port

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node acts as a placeholder for aggregating one or more Port settings.


	./DMAcc/<x>/AppAddr/<x>/Port/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for aggregating one or more Port settings.


	./DMAcc/<x>/AppAddr/<x>/Port/<x>/PortNbr

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies port number. The port number MUST be a decimal number and must fit within the range of a 16 bit unsigned integer.


	./DMAcc/<x>/AAuthPref

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	This is a string-valued node whose possible value is exactly one of the names of the various possible authentication types (AAuthType values). E.g. "DIGEST". If this node is present, the client SHOULD use this authentication type when connecting to the server. The use of this node is intended to reduce the number of round trips between client and server that would be caused by authentication challenges. If the value is empty, the default behaviour is to indicate the authentication mechanism negotiated in the previous session if one exists.

See <x>/AppAuth/<x>/AAuthTypes in this section for possible values of this node.


	./DMAcc/<x>/AppAuth

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This node specifies authentication information.


	./DMAcc/<x>/AppAuth/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more authentication settings. 

To ensure against misalignment of credentials with their correct Authentication Level (<X>/AppAuth/<X>/AAuthLevel) and avoid unnecessary processing within Device, the node name used for this node SHOULD be the value of AAuthLevel node under it, 

For example:

<NodeName>AppAuth</NodeName>

     <NodeName>CLCRED</NodeName>

         <NodeName>AAuthLevel</NodeName>

              <Value>CLCRED</Value>


             Note that this interior node SHOULD be appeared only once for each same AAuthLevel value.
	./DMAcc/<x>/AppAuth/<x>/AAuthLevel

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication level. 

Values:

Status
Interpretation
CLCRED
Optional

Credentials DM Client uses to authenticate itself to the OMA DM Server at the DM protocol level.

SRVCRED
Optional

Credentials DM Server uses to authenticate itself to the OMA DM Client at the DM protocol level.

NOTICRED
Optional
Credentials DM Server uses to authenticate itself to the OMA DM Client at the DM Notification message level
MACCRED
Optional
Credentials for MAC authentication.

See ‘Transport Neutral Integrity’ section of [DMSEC] for more detailed information.
NOTE: If this AAuthLevel is selected, only HMAC is valid value for AAuthType.
OBEX

Optional

Credentials for OBEX authentication.

NOTE: If this AAuthLevel is selected only HTTP-BASIC, HTTP-DIGEST and TRANSPORT are valid values for AAuthType.

HTTP

Optional

Credentials for HTTP (/WSP) authentication. 

NOTE: If this AAuthLevel is selected only HTTP-BASIC, HTTP-DIGEST and TRANSPORT are valid values for AAuthType.




Table 1: AAuthLevel Values

	./DMAcc/<x>/AppAuth/<x>/AAuthType

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication type. 

Values:

Status
Interpretation
HTTP-BASIC
Optional

HTTP basic authentication done according to RFC 2617.

HTTP-DIGEST
Optional

HTTP digest authentication done according to RFC 2617.

BASIC

Optional

DM 'syncml:auth-basic' authentication as specified in [DMSEC].

DIGEST

Optional

DM 'syncml:auth-md5' authentication as specified in [DMSEC].

DIGEST-SHA256
Optional
DM’syncml:auth-sha256’ authentication as specified in [DMSEC], or digest calculation on DM Notification as specified in [DMNOTI] if AuthLevel is ‘NOTICRED’ 
HMAC

Optional

DM 'syncml:auth-MAC' authentication as specified in [DMSEC].

X509

Optional

'syncml:auth-X509' authentication done according to [REPPRO].

SECURID

Optional

'syncml:auth-securid' authentication done according to [DMSEC]].

SAFEWORD

Optional

'syncml:auth-safeword' authentication done according to [DMSEC].

DIGIPASS

Optional

'syncml:auth-digipass' authentication done according to [DMSEC].

TRANSPORT

Optional

Secure Transport authentication is used. Transport layer authentication is beyond the scope of OMA DM Security. 

Table 2: AAuthType Values




	./DMAcc/<x>/AppAuth/<x>/AAuthName

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	This node specifies the authentication name.


	./DMAcc/<x>/AppAuth/<x>/AAuthSecret

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	This node specifies the authentication secret.


	./DMAcc/<x>/AppAuth/<x>/AAuthData

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	No Get
	

	
	This node specifies the authentication data relating to the AAuthType.


	./DMAcc/<x>/NoAutoInitialSession

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	bool
	Get
	

	
	If the NoAutoInitialSession leaf node is set to true, following completion of the DM Bootstrap operation, the DM Client MUST NOT attempt an untriggered connection to the DM Server. If set to false or omitted, the DM Client MUST conform to the normal bootstrap connection rule.


	./DMAcc/<x>/Ext

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is where the vendor specific information about device management application is placed (vendor meaning application vendor, device vendor, OS vendor etc.). Usually the vendor extension is identified by vendor specific name under the ext node. The tree structure under the vendor identified is not defined and can therefore include a non-standard sub-tree.


Change 2:  Devinfo MOID section 5.3.2

	./DevInfo

	Status
	Occurrence
	Format

	Required
	One
	node

	This required interior node specifies the unique object id of the DevInfo management object. Management Object Identifier for the DevInfo MO MUST be: “urn:oma:mo:oma-dm-devinfo:1.1”.
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