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1 Reason for Change

Fix testcase DeviceManagement-v1.3-client-con-0401 in ETS (Enabler Test Specification), which is responsible “To check if the Test Object uses HMAC scheme”:
Testcase currently expects Server will send 212 code to accept the HMAC authentication.
As per the DM Security, Section 5.4.3:
“Once the HMAC technique is used, it MUST be used for all subsequent messages until the end of the OMA DM session. The Status code sent back for the SyncHdr MUST be 200 to indicate authenticated for this message.”

This is also stated in DM Security Section 5.4.4:
” In addition, since HMAC credentials MUST be verified for each message, the SyncHdr status code for an authenticated message MUST be 200”.

Also, as per DM Protocol, Section 9.1:

“If the response code to a request is 212 (‘Authentication accepted’), no further authentication is needed for the remainder of the DM session. In the case of the MD5 digest access authentication, the Chal element can however be returned. Then, the next nonce in Chal MUST used for the digest when the next DM session is started.

If a request includes security credentials and the response code to the request is 200, the same credentials MUST be sent within the next request.”
 

So, TS’s are consistent, and in order to have authenticated “all subsequent messages until the end of the OMA DM session”, ETS should be changed so that client should accept 200, and not 212. 

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the ETS be updated accordingly.
6 Detailed Change Proposal

ETS to be changed so that client should accept 200, instead of 212 code. 
5.4.1
DeviceManagement-v1.3-client-con-0401

	Test Case Id
	DeviceManagement-v1.3-client-con-0401

	Test Object
	Client device

	Test Case Description
	To check if the Test Object uses HMAC scheme.

	Specification Reference
	[DMSEC] Chapter 5.4

	SCR Reference
	DM-SEC-C-010
Integrity checking  using HMAC-MD5

DM-SEC-C-011
Inserting  HMAC in  transport

DM-SEC-C-012
Using HMAC for all subsequent messages



	Test Tool
	DM 1.3 Conformance test tool

	Preconditions
	The client should support HMAC and use an insecure transport.

Client is not involved in a session with the server

	Test Procedure
	1. The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with “407” code and a ‘Chal’ to the client of type ‘auth-MAC’ in the SyncBody of the Setup-Response (step 3 of the macro) as well as a ‘NextNonce’ tag set to b64 of ixit_NextNonce.

2. Client responds to the challenge by sending the requested credentials in the transport header.

3. Test tool checks the response and compares the credentials to those saved on the server and sends a 200 (OK) or 401 (Unauthorized) response to the client, together with a ‘Get’ command on a test node (eg ‘./DevInfo’)
4. Client responds to the ‘Get’ with a valid package #3 message (see C.4) with the credentials as before in the transport header.

5. Test tool checks the response and sends a valid package #4 message (see C.5) to close the session

	Pass-Criteria
	The Test Object MUST send valid HMAC.

Step 2:

The client MUST send a valid package #3 (see C.4) as follows:

a. The transport header must contain the following:

x-syncml-hmac: algorithm=MD5, username="", mac=

where:

1. Algorithm is set to MD5

2. Username is the client’s username (ixit_UserName)

3. mac is the digest computed as defined in the spec.

a.  The credentials sent by the client must be the valid according to ixit_UserName, ixit_UserPass, ixit_NextNonce

Step 4:

The client MUST send a valid package #3 (see C.4) as follows:

a. The transport header must contain the following:

x-syncml-hmac: algorithm=MD5, username="", mac=

where:

1. Algorithm is set to MD5

2. Username is the client’s username (ixit_UserName)

3. mac is the digest computed as defined in the spec.

a. The credentials sent by the client must be the valid according to ixit_UserName, ixit_UserPass, ixit_NextNonce

b. the message’s ‘SyncBody’ SHALL contain at least a ‘Status’ tag with:

a a ‘CmdRef’ tag set to the value of ‘CmdID’ which the ‘Get’ used

b a ‘Data’ tag set to “200”.

c. the message’s ‘SyncBody’ SHALL contain a ‘Results’ tag with:

              a ‘Data’ tag containing Data stored in the node


MESSAGE SEQUENCE

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	
	
	The test procedure starts with a ‘DM Session Initialisation Macro’ (see E.1) with “407” code and a ‘Chal’ to the client of type ‘auth-MAC’ in the SyncBody of the Setup-Response (step 3 of the macro) as well as a ‘NextNonce’ tag set to b64 of ixit_NextNonce.

	2
	(
	Client Response with HMAC Auth Header
	Client responds to the challenge by sending the requested credentials in the transport header. 

	4
	(
	Server Management Operations Message
	Test tool checks the response and compares the credentials to those saved on the server and sends a 200 (OK) or 401 (Unauthorized) response to the client.
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