OMA-ETR-DM-V1_3-2012041220120424-D
Page 3  V(19)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Enabler Test Requirements for DM

	Draft Version 1.0 – 24 Apr 2012

	Open Mobile Alliance

	OMA-ETR-DM-V1_3-20120424-D

	
	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2012 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

41.
Scope

2.
References
5
2.1
Normative References
5
2.2
Informative References
6
3.
Terminology and Conventions
7
3.1
Conventions
7
3.2
Definitions
7
3.3
Abbreviations
7
4.
Introduction
8
5.
Test Requirements
10
5.1
Enabler Test Requirements
10
5.1.1
Mandatory Test Requirements
10
5.1.2
Optional Test Requirements
13
5.2
Backwards Compatibility
15
5.3
Enabler Dependencies
15
Appendix A.
Change History (Informative)
16
A.1
Approved Version History
16
A.2
Draft/Candidate Version 1.3 History
16




















Figures

No table of figures entries found.
Tables

11Table 1: Applicability Table for DM V1.3 Enabler Client Specific Mandatory Test Requirements


14Table 2: Applicability Table for Enabler Specific Optional Test Requirements






1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

2. References

2.1 Normative References

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”, Open Mobile Alliance(, OMA-TS-DM-Bootstrap-V1_3,                                                                                                        URL:http://www.openmobilealliance.org 

	[DMDDFDTD]
	“OMA DM Device Description Framework (DMDDFDTD) Document Type Definition, Version 1.3”, Open Mobile Alliance(, OMA-SUP-DTD_DM_DDF-V1_3,                URL:http://www.openmobilealliance.org

	[DMDELEGATE]
	“Device Management Server Delegation Protocol”, Open Mobile Alliance(. OMA-TS-DM_Server_Delegation_Protocol-V1_3.                                                   URL:http://www.openmobilealliance.org  

	[DMDICT]
	“OMA Device Management Dictionary, Version 1.0”. Open Mobile Alliance(. 
OMA-SUP-DM_Dictionary-v1_0.                                                          URL:http://www.openmobilealliance.org/ 

	[DMHTTPBIND]
	“Device Management HTTP Binding”, Open Mobile Alliance(. OMA-TS-DM-HTTPBinding-V1_3. URL:http://www.openmobilealliance.org  

	[DMMETAINF]
	“Device Management Meta Information”, Open Mobile Alliance(. OMA-TS-DM_MetaInf-V1_3. URL:http://www.openmobilealliance.org  

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Notification-V1_3.                                                         URL:http://www.openmobilealliance.org

	[DMOBEXBIND]
	“Device Management OBEX Binding”, Open Mobile Alliance(. OMA-TS-DM-OBEXBinding-V1_3. URL:http://www.openmobilealliance.org  

	[DMPRO]
	“OMA Device Management Protocol, Version 1.3”, Open Mobile Alliance(, OMA-TS-DM-Protocol-V1_3,                                                                                                              URL:http://www.openmobilealliance.org 

	[DMPUSHBIND]
	“Device Management Push Binding”, Version 1.3, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[DMREPPRO]
	“OMA Device Management Representation Protocol, Version 1.3”. 
Open Mobile Alliance(. OMA-TS-DM_RepPro-V1_3.                          URL:http://www.openmobilealliance.org

	[DMSEC]
	“OMA Device Management Security, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Security-V1_3.                                                               URL:http://www.openmobilealliance.org

	[DMSESLESS]
	“OMA Device Management Sessionless Message, Version 1.3”, Open Mobile Alliance(, OMA-TS-DM-Sessionless-V1_3.                                                                                        URL:http://www.openmobilealliance.org

	[DMSESLESSREP]
	“OMA Device Management Sessionless Reporting”, Version 1.3, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3.                                                                                 URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_3.                                                                                      URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM-TNDS-V1_3.                                                                   URL:http://www.openmobilealliance.org  

	[DMWSPBIND]
	“Device Management WSP Binding”, Open Mobile Alliance(. OMA-TS-DM-WSPBinding-V1_3. URL:http://www.openmobilealliance.org  

	[ERELD]
	 “Enabler Release Document for Device Management, Version 1.3”, Open Mobile Alliance™,
OMA-ERELD-DM-V1_3,                                                                      URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_3,                                                            URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, et al.  August 1998. URL:http://www.ietf.org/rfc/rfc2396.txt

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”. R. Fielding, et al. June 1999.
URL:http://www.ietf.org/rfc/rfc2616.txt


2.2 Informative References
None.
3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
Kindly consult [DMDICT] for all definitions used in this document.
3.3 Abbreviations
Kindly consult [DMDICT] for all abbreviations used in this document.
	
	


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler Device Management V1.3 [ERELD], documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA Device Management Representation Protocol, version 1.3: Specifying the OMA Device Management representation protocol [DMREPPRO]
· OMA Device Management Protocol, Version 1.3: Specifying how to use DM representation protocol for device management [DMPRO].

· OMA Device Management Security, Version 1.3: Specifying security mechanisms for Device Management [DMSEC].
· OMA Device Management Bootstrap, Version 1.3: Specifying methods to Bootstrap a DM device [DMBOOT].
· OMA Device Management Notification Initiated Session, Version 1.3: Specifying how a DM Server sends and DM Client receives a message causing a server initiated DM session to occur [DMNOTI].
· OMA Device Management Tree and Description, Version 1.3: Specifying the way DM data is stored and managed [DMTND].
· OMA Device Management Tree and Description Serialization, Version 1.3: Specifies to transform a runtime management tree into an XML or WBXML file [DMTNDS].

· OMA Device Management Standardized Objects, Version 1.3: Specifies various common groups of parameters, how they are stored in the management tree, and the values they can contain [DMSTDOBJ].

· OMA DM Device Description Framework, Version 1.3.  Specifies the DTD for device management [DMDDFDTD].

· OMA Device Management Sessionless Message, Version 1.3. Specifies the Sessionless DM Message and its usage [DMSESLESS].
· OMA Device Management Server Delegation Protocol, Version 1.3. Specifies the delegation process between two DM Servers [DMDELEGATE].
· Device Management HTTP Binding, Version 1.3: Specifies how to carry DM messages based on OMA Device Management representation over HTTP [DMHTTPBIND].

· Device Management OBEX Binding, Version 1.3: Specifies how to carry DM messages based on OMA Device Management representation over OBEX [DMOBEXBIND].

· Device Management WSP Binding, Version 1.3: Specifies how to carry DM messages based on OMA Device Management representation over WSP [DMWSPBIND].
· Device Management Push Binding, Version 1.3: Specifies how to carry DM messages based on OMA Device Management representation over OMA Push [DMPUSHBIND].
· OMA Device Management Sessionless Reporting, Version 1.3: Specifies how to can send a report (e.g. periodic measurement report) to a DM Server, outside the context of a DM session [DMSESLESSREP].
· Device Management Meta Information, Version 1.3: Specifies the meta information associated with a DM command [DMMETAINF].

Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for DM V1.3.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler DM V1.3
5. Test Requirements

5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler DM V1.3.

In this section, it should be defined what specific functionalities of this Enabler shall or should be tested to ensure adequate operation of the implementations, including any security requirements and constraints on usage if specified (e.g. user can forward a media object but can not visualize it). That means that devices (clients/serves) shall do what they have to do and they shall not do what they are not allowed to do. Both types of test requirements (positive and negative testing) should be included here if so required.

Besides this information, OMA Architecture specifies a “Framework Architecture”, consisting of a set of common functions that need to be invoked in most use cases involving the different Service Enablers. The functionality requirements defined in the OMA Framework Architecture, i.e. authentication, authorization, charging, billing, common directory, etc. should also be listed in this table. Use cases are the main input to identify test requirements.

The following test requirements should cover both Conformance test requirements (i.e. functionality to be tested to verify whether it is implemented either in the client side or in the server side) and Interoperability test requirements (i.e. client/server interactions one with another)

The following sections (Mandatory and Optional test requirements) could also be separated for client and server test requirements.

The tables for the mandatory and optional test requirements include the following columns:

FEATURE KEY:
A set of characters uniquely identifying the enabler test requirement to be tested. It is suggested that the Feature Key is no longer than 4 to 5 characters. The purpose of the Feature Key is that when used, it distinctly refers to only one feature to be tested.

FEATURE DESCRIPTION:
A description of a technical specification feature to be tested.

FEATURE TEST REQUIREMENTS:
A description of what shall be tested for the feature.
5.1.1 Mandatory Test Requirements

Mandatory test requirements should cover those features and use cases that require validation in order to approve the enabler. These include areas with complex interactions between the different functional components of the enabler architecture or where the complexity of the specification(s) is such that there is some uncertainty that they have been correctly specified.

These features and use cases SHOULD cover mandatory and MAY recommend prioritisation of optional implementation features. If testing of some of the mandatory features is not required, then the ETR SHALL contains an explanation for their exclusion.

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.
5.1.1.1 Client

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	BOOT-C
	Bootstrap 
	Required to test whether Client can be properly bootstrapped following one of the profiles in [DMBOOT].

	
	PKG#1-C
	Start new DM Session
	Required to test whether Client can start new management session sending Pkg#1 message following [DMPRO].

	
	PKG#2-C
	Report Management Result
	Required to test whether Client can send Pkg#3 message with handling Pkg#2 message following [DMPRO].

	
	PKG#4F-C
	Further Management Commands
	Required to test whether Client can handle Pkg#4 message which contains further Management Commands.

	
	PKG#4C-C
	Complete DM Session
	Required to test whether Client can complete the Management Session successfully when received Pkg#4 message does not contained further Management Session following [DMPRO].

	
	T-CONF-C
	Confidentiality on transport
	Required to test whether Client can provide confidentiality functionality for transport layer following [DMSEC].

	
	CCRED-C
	Providing Client credential when it is requested by Server
	Required to test whether Client can provide the credential for Client which is required by Server following [DMSEC].

	
	SCRED-C
	Authenticating Server by checking Server credential.
	Required to test whether Client can check the authentication credential sent by DM Server following [DMSEC].

	
	SYNCML-C
	Handling SyncML message
	Required to test whether Client can handle SyncML message following [DMREPPRO].

	
	WBXML-C
	Handling WBXML message
	Required to test whether Client can handle WBXML encoded SyncML message following [DMREPPRO].

	
	STDOBJ-C
	Handling Get command targeted on Standard MO.
	Required to test whether Client can handle the Get command targeting DevInfo MO, DevDetail MO, and DM Acount MO following [DMSTDOBJ]

	
	TNDS-C
	Support of TNDS data format
	Required to test whether Client can handle TNDS data format following [DMREPPRO] and [DMTNDS].

	
	META-C
	Support of Mandatory Node Properties 
	Required to test whether Client can handle mandatory node properties following [DMTND] and [DMMETAINF].

	
	
	
	

	Error Flow
	AUTH-E-C
	Handling Authentication errors
	Required to test whether Client can handle authentication errors following [DMPRO], [DMREPPRO] and [DMSEC].

	
	RejCmdD-E-C
	Rejecting Management Command following DDF.
	Required to test whether Client can reject the Management Command which is not allowed by DDF for  Standard MOs following [DMSTDOBJ].

	
	RejCmdA-E-C
	Rejecting Management Command following ACL.
	Required to test whether Client can reject the Management Command which is not allowed by ACL following [DMTND].

	
	
	
	

	
	
	
	


Table 1: Applicability Table for DM V1.3 Enabler Client Specific Mandatory Test Requirements


5.1.1.2 Server

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	PKG#1-S
	Accept  Pkg#1
	Required to test whether Server can handle Pkg#1 message properly following [DMPRO].

	
	PKG#2-S
	Request Management Commands
	Required to test whether Server can request DM Command by sending Pkg#2 following [DMPRO].

	
	PKG#3-S
	Handle Management Results of Management Commands
	Required to test whether Server can handle Pkg#3 message which contains the result of requested Management Commands following [DMPRO].

	
	PKG#4F-S
	Issue Further Management Commands
	Required to test whether Server can request further Management Command by sending Pkg#4 which contains further Management Commands following [DMPRO].

	
	PKG#4C-S
	Complete Management Session
	Required to test whether Server can complete Management Session by sending Pkg#4 which does not contain any further Management Command following [DMPRO].

	
	T-CONF-S
	Confidentiality on Transport
	Required to test whether Server can provide confidentiality functionality for transport layer following [DMSEC].

	
	CCRED-S
	Authenticating Client by checking Client credential.
	Required to test whether Client can check the authentication credential send by DM Client following [DMSEC]

	
	SCRED-S
	Providing Server credential when the it is requested by the Client.
	Required to test whether Server can provide the crendential for Server which is required by Client following [DMSEC].

	
	SYNCML-S
	Handling SyncML message
	Required to test whether Server can handle SyncML message following [DMREPPRO].

	
	WBXML-S
	Handling WBXML message
	Required to test whether Server can handle WBXML encoded SyncML message following [DMREPPRO].

	
	TNDS-S
	Support of TNDS data format
	Required to test whether Server can handle TNDS data format following [DMREPPRO] and [DMTNDS].

	
	META-S
	Support of Mandatory Node Properties
	Required to test whether Server can handle mandatory node properties following [DMTND] and [DMMETAINF].

	
	
	
	

	Error Flow
	AUTH-E-S
	Handling Authentication errors
	Required to test whether Server can handle authentication errors following [DMPRO], [DMREPPRO], and [DMSEC].

	
	RejCmdD-E-S
	Handling error regarding access control defined as part of DDF.
	Required to test whether Server can handle error regarding access control defined as part of DDF for DM Standard MOs following [DMSTDOBJ].

	
	RejCmdA-E-S
	Handling error regarding access control defined by ACL property.
	Required to test whether Server can handle error regarding access control defined by ACL following [DMTND].

	
	
	
	

	
	
	
	

	
	
	
	


5.1.2 Optional Test Requirements

Optional test requirements should cover those features and use cases that are not mandated to be tested, but it is still felt that their inclusion will enhance the quality of the enabler validation.

Additionally, important conformance test requirements MAY be listed.

These features and use cases SHOULD cover optional and MAY cover mandatory implementation features. In case a mandatory feature is listed here, the Feature Test Requirements column should provide an explanation why testing of this feature is not mandated.

NOTE:  This table needs to be filled out at a level where ambiguity is not present but details are not overwhelming.

Ambiguity means that the details do not have several meanings nor have more than one possible implementation path following.
5.1.2.1 Client

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	Noti
	Notification
	Required to test server initiated notification as indicated in [DMNOTI].

	
	UserInterf
	User Interaction Alert
	Required for the client to display information/questions sent by the server and return results to the server as indicated in [DMPRO].

	
	SIS
	Server Initiated Session
	Required to test whether server initiated alert is properly sent as indicated in [DMNOTI] and [DMPRO].

	
	LarObj
	Large object handling
	Required to test whether large object fragmented into multiple messages is handled properly as indicated in [DMPRO].

	
	
	
	

	
	HTTPBinding
	HTTP binding
	Mandated to test if the transport is utilized as indicated in [DMHTTPBIND].

	
	OBEXBinding
	OBEX binding
	Mandated to test if the transport is utilized as indicated in [DMOBEXBIND].

	
	WSPBinding
	WSP binding
	Mandated to test if the transport is utilized as indicated in [DMWSPBIND].

	
	PushBinding
	Push binding
	Required to test if the transport is utilized as indicated in [DMPUSHBIND].

	
	CaseSens
	LocURI case sensitivity
	Required to test whether or not that nodes are distinguished by Case Sensitivity as indicated in [DMTND].

	
	ImplicitAdd
	Support for Implicit Add
	Required to test if the device supports adding an interior node without an existing parent, otherwise error code is sent as indicated in [DMREPPRO].

	
	Integrity
	Transport Neutral Integrity
	Required to test whether HMAC transport neutral integrity is properly achieved as indicated in [DMSEC].

	
	CIS
	Client initiated session
	Required to test whether a client initiated session is performed properly as indicated in [DMPRO].

	
	MultiMessage
	Multiple messages per package
	Required to test whether a package fragmented into multiple messages is sent and received properly as indicated in [DMPRO].

	
	Alert
	Support for generic alerts
	Required to test Generic Alert message elements are utilized properly.  For generic alerts, the server is required to receive the alert from the client. As indicated in [DMPRO].

	
	
	
	

	
	Node Addressing
	Absolute, Relative and Virtual URI Addressing
	Required to test whether the Absolute, Relative and Virtual URI address is correctly constructed as indicated in [DMTND].

	
	Bootstrap-scurl
	Smartcard URL bootstrap
	Required to test URL bootstrap from the smartcard if device supports HTTPS and SCWS as indicated in [DMBOOT].

	
	Bootstrap Config MO
	Bootstrap Config MO
	Required to test Bootstrap Config MO is correctly utilized as indicated in [DMBOOT].

	
	SessionLess
	Sessionless Message Mechanism
	Required to test whether the DM Client correctly receives, and processes a sessionless DM Message as indicated in [DMSESLESS].

	
	SessionLess Reporting
	Sessionless Report Mechanism
	Requred to test whether the DM Client correctly constructs and sends the Sessionless Report message as indicated in [DMSESLESSREP].

	Error Flow
	
	
	


Table 2: Applicability Table for Enabler Specific Optional Test Requirements
5.1.2.2 Server

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	Noti
	Notification
	Required to test server initiated notification as indicated in [DMNOTI].

	
	UserInterf
	User Interaction Alert
	Required for the client to display information/questions sent by the server and return results to the server as indicated in [DMPRO].

	
	SIS
	Server Initiated Session
	Required to test whether server initiated alert is properly sent as indicated in [DMPRO].

	
	LarObj
	Large object handling
	Required to test whether large object fragmented into multiple messages is handled properly as indicated in [DMPRO].

	
	MO
	Additional Management Objects
	Required to test compatibility and support for other management objects. (Standard or Proprietary)

	
	HTTPBinding
	HTTP binding
	Mandated to test if the transport is utilized as indicated in [DMHTTPBIND].

	
	OBEXBinding
	OBEX binding
	Mandated to test if the transport is utilized as indicated in [DMOBEXBIND].

	
	WSPBinding
	WSP binding
	Mandated to test if the transport is utilized as indicated in [DMWSPBIND].

	
	PushBinding
	Push binding
	Required to test if the transport is utilized as indicated in [DMPUSHBIND].

	
	CaseSens
	LocURI case sensitivity
	Required to test whether or not that nodes are distinguished by Case Sensitivity as indicated in [DMTND].

	
	Correlator
	Correlator
	Required to synchronize asynchronous alerts with associated Execs as indicated in [DMREPPRO].

	
	ImplicitAdd
	Support for Implicit Add
	Required to test if the device supports adding an interior node without an existing parent, otherwise error code is sent as indicated in [DMREPPRO].

	
	Integrity
	Transport Neutral Integrity
	Required to test whether HMAC transport neutral integrity is properly achieved as indicated in [DMSEC].

	
	MultiMessage
	Multiple messages per package
	Required to test whether a package fragmented into multiple messages is sent and received properly as indicated in [DMPRO].

	
	Node Addressing
	Absolute, Relative and Virtual  URI Addressing Mechanism
	Required to test whether the Absolute, Relative and Virtual URI address is correctly constructed as indicated in [DMTND].

	
	SessionLess
	Sessionless Message Mechanism
	Required to test whether the DM Server correct creates, and delivers a sessionless DM Message as indicated in [DMSESLESS].

	
	SessionLess Reporting
	Sessionless Report Mechanism
	Requred to test whether the DM Server correctly receives the Sessionless Report message as indicated in [DMSESLESSREP].

	
	ServerDelegation
	Server Delegation Protocol
	Required to test whether DM Server delegates management of a device as indicated in [DMDELEGATE].

	Error Flow
	
	
	


5.2 Backwards Compatibility

Servers which implement this version (OMA DM 1.3) of enabler MUST be compatible with OMA DM 1.2 clients. To achieve this compatibility, servers implementing OMA DM 1.3 MUST respond to a Pkg#1 from a DM 1.2 client by using the protocol version specified by the DM 1.2 enabler release for the remainder of that session.
5.3 Enabler Dependencies

None.
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