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1 Reason for Change

GwMO-HLF-004 and GwMO-SECACATE-002 were not fully explained how that functionality is implemented by the GwMO Enabler.
	Label
	Description
	Release

	GwMO-HLF-004
	The GwMO enabler SHALL support a mechanism to allow management of one or more End Devices via a shared DM Account.
	1.0

	GwMO-SECACATE-002
	The GwMO enabler SHALL provide a mechanism to have a single authentication for a group of devices under the DM Gateway.
	1.0


This CR proposes to add texts which explaining how the DM Account for GW Device can be shared by End Devices.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

WG member should agree on this CR.
6 Detailed Change Proposal

Change 1:  Gateway mode of operations
5.1.2 Proxy Mode

In this mode, the DM Gateway manages End Device(s) behind the DM Gateway, on behalf of the DM Server, over the OMA-DM protocol. Two related DM sessions are established. One is between the DM Server and the DM Gateway and the other is between the DM Gateway and the End Device(s). Since DM Server never communicates with End Device(s) directly, that is responsibility of DM Gateway to authenticate each End Device(s).
The DM Server sends management commands to the DM Gateway and the DM Gateway forwards the management commands to the targeted End Device(s) within a new message generated by the DM Gateway. After the DM Gateway receives the responses sent by the End Device(s), the DM Gateway may notify the DM Server about the status and/or the aggregated response of the command.  The command results are available for retrieval from the DM Tree on the DM Gateway.
Change 2:  6.3.1 MO description (of FanoutMO)
(skipped before parts)
	Fanout/<x>/TargetRef


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace
	

	
	The value of this leaf node references the intended target of the DM commands stored in the ‘DMCommands’ node. Depending upon the value of the ‘TargetRefType’ node, the DM Gateway will either issue the DM Commands to the targeted End Device, specified by the DeviceID in Device Inventory MO, or will issue the DM commands to GroupID in Gateway Config MO. Note that DeviceID for End Device is not necessary to be globally unique unless the End Device, when the associated ‘<x>/Inventory/Records/<x>/AddressType’ node value was ‘0(Non-Routable)’. In that case, DM Server will authenticate End Device’s identity by authenticating GW Device. 


(skipped after parts)

Change 3:  Adding new section in 8.3 (Proxy Mode Operations)
8.3.1 Authenticating End Devices
Since the DM Gateway will not expose the internal mapping from Fanout/<x>/TargetRef node value to internal device ID(s), authenticating each End Device(s) is responsibility of DM Gateway. DM Server will only authenticate DM Gateway using its normal DM Account information.
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