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1 Reason for Change

The purpose of this CR is to introduce a procedure for managing an End Device from a previously bootstrapped DM Server when the DM Gateway is not bootstrapped to that DM Server.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agrees with this CR.
6 Detailed Change Proposal

Change 1:  Update section 8.6 Bootstrapping on DM Gateway
8.6Bootstrapping on DM Gateway

The DM Gateway process SHALL be bootstrapped in accordance with [DM-BOOT].
8.6.1 Pre-bootstrapped End Devices
In most instances, the End Devices are either not bootstrapped to external DM Servers, or they are bootstrapped to a subset of DM Servers to which a DM Gateway is bootstrapped.  However, there may be cases where an End Devices is pre-bootstrapped to a DM Server to which the DM Gateway is not bootstrapped.  For example, an End Device may be factory bootstrapped to the vendor’s DiagMon DM Server, while the DM Gateway to which the End Device is attached is completely unaware of this DM Server.  Another example is a case where a nomadic device moves to a different location, where the DM Gateway is not bootstrapped to a DM Server to which the End Device had been previously bootstrapped.

This enabler supports the following three possibilities for the DM Gateway to handle End Devices that are pre-bootstrapped to other DM Servers.

1. The DM Gateway ignores all pre-bootstrapped information on the End Device

2. The DM Gateway gets bootstrapped to any DM Server to which the End Device is bootstrapped but the DM Gateway is not

3. The DM Gateway does not get bootstrapped to any DM Server to which the End Device is bootstrapped but the DM Gateway is not.  However, a DM Notification messages, with the Push Extension Header, is forwarded to the End Device if it originates from such a DM Server

These possibilities are left to the DM Gateway implementation and they are discussed in the following subsections.

8.6.1.1   Ignoring Pre-bootstrapped Information
In this case the DM Gateway only allows the End Device to be managed by a DM Server to which it is bootstrapped itself.  If the End Device has a publicly routable address that is known to the DM Server, the DM Server can directly communicate with the End Device, bypassing the DM Gateway completely.

8.6.1.2   Bootstrapping to End Device’s DM Server
In this case the DM Gateway proceeds with the following steps to trigger the bootstrapping of the DM Gateway to the End Device’s DM Server.
Step 1: After the DM Gateway detects the End Device for the first time, the DM Gateway sends an alert, called the Device Detection Alert, to the End Device.  This alert has the following information:

· address of the DM Gateway

· indication whether or not this address can be shared with external DM Servers

An example of this alert is shown below.  In this case the Alert instructs the End Device to not share the DM Gateway Address with the DM Server.


[image: image1]
Step 2: Once the End Device receives the Device Detection Alert, it sends a Bootstrapped DMS List Generic Alert to the DM Gateway.  This Generic Alert lists all the DM Servers to which the End Device has been previously bootstrapped.

An example of this Generic Alert is shown below.


[image: image2]
Step 3: The DM Gateway checks the list of DM Server ID(s) and identifies the DM Servers to which the DM Gateway is not already bootstrapped.

Step 4: The DM Gateway attempts to get bootstrapped to these DM Servers, as instructed in [DM-BOOT].

Figure xxx shows the work flow.
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Figure XXX. DM Gateway Bootstrapping to End Device’s DM Server
8.6.1.3   Allowing Transparent Mode Operation for End Device’s DM Server
In this case the DM Gateway proceeds with the following steps to allow the Transparent Mode operation for the End Device’s DM Server, without getting bootstrapped to the DM Server.
Step 1: This step is the same as step 1 in section 8.6.1.2, except that in this case the Device Detection Alert instructs the End Device to share the DM Gateway Address with the DM Server.

An example of this alert is shown below.
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Step 2: This step is the same as step 2 in section 8.6.1.2.

Step 3: The End Device sends the Associated Gateway Generic Alert to that DM Server.  This alert provides the publicly routable address of the DM Gateway to the DM Server. 

An example of the Associated Gateway Generic Alert is shown below.
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Step 4: This step is the same as step 3 in section 8.6.1.2.

Step 5: The DM Gateway establishes an internal mapping between the DM Server ID and the End Device ID.  This enables the DM Gateway to provide the Transparent Mode operation for the End Device for a DM Notification message, with Push Extension Header, which originates from the DM Server, even though the DM Gateway is not bootstrapped to the DM Server.

Figure yyy shows the work flow.
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Figure YYY. DM Gateway supporting the Transparent Mode for the End Device’s DM Server

Change 2:  Schema for Bootstrapped DMS List Alert, Associated Gateway Alert & Device Detection Alert

Appendix X. XML Schema for Bootstrapped DMS List Alert 
(Normative)
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Appendix Y. XML Schema for Associated Gateway Alert (Normative)
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Appendix Z. XML Schema for Device Detection Alert
(Normative)


[image: image9]
<Alert>


  <CmdID>9</CmdID>


  <Data>1226</Data>                       <!-- Generic Alert -->


  <Item>      


    <Source><LocURI>mac:01-ab-34-ef-69-0c</LocURI></Source>


    <Target><LocURI>� HYPERLINK "http://www.telco_operator.com/mgmt-server%3c/LocURI%3e%3c/Target" �http://www.telco_operator.com/mgmt-server</LocURI></Target�>


    <Meta>


      <Type xmlns="syncml:metinf">


        urn:oma:gwmo:1.0:AssociatedGateway


      </Type>


      <Format xmlns="syncml:metinf">text/plain</Format>


    </Meta>


    <Data>


      <![CDATA[


        <GwAddress>2002:0:0:0:0:0:9da6:e219</GwAddress>


      -- ]]>


    </Data>


  </Item>


</Alert>





<Alert>


  <CmdID>112</CmdID>


<Data>1230</Data>     <!-- Device Detection Alert -->


  <![CDATA[


<GwAddress>2002:0:0:0:0:0:9da6:e219</GwAddress>


<Share>True</Share>


  ]]>


</Alert>





<Alert>


  <CmdID>2</CmdID>


  <Data>1226</Data>               <!-- Generic Alert -->


  <Item>      


    <Source><LocURI>mac:01-ab-34-ef-69-0c</LocURI></Source>


    <Target><LocURI>192.168.4.1</LocURI></Target>


    <Meta>


      <Type xmlns="syncml:metinf">


        urn:oma:gwmo:1.0:BootstrappedDMSList


      </Type>


      <Format xmlns="syncml:metinf">text/plain</Format>


    </Meta>


    <Data>


      <![CDATA[


        <ServerList>


          <ServerInfo>


            <ID>� HYPERLINK "http://www.someDMServer.com%20%3c/ID" �http://www.someDMServer.com </ID�>


      	 	</ServerInfo>


        	<ServerInfo>


            <ID>� HYPERLINK "http://www.nextDMServer.com%20%3c/ID" �http://www.nextDMServer.com </ID�>


          </ServerInfo>


        </ServerList>


      -- ]]>


    </Data>


  </Item>


</Alert>








<Alert>


  <CmdID>112</CmdID>


<Data>1230</Data>     <!-- Device Detection Alert -->


  <![CDATA[


<GwAddress>2002:0:0:0:0:0:9da6:e219</GwAddress>


<Share>False</Share>


  ]]>


</Alert>





Note for the reviewer: OMA-DM-GwMO-2011-0097-CR_End_Device_Bootstrap_Policy recommends that this behaviour be controlled via the Gw Config MO.





<?xml version="1.0" encoding="UTF-8"?>


<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


  <xs:element name="ServerList">


  <xs:element name="ServerInfo">


  <xs:element name="ID" type="xs:string"/>


  </xs:element>


  </xs:element>


</xs:schema>





<?xml version="1.0" encoding="UTF-8"?>


<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


  <xs:element name=" GwAddress " type="xs:string"/>


</xs:schema>





<?xml version="1.0" encoding="UTF-8"?>


<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">


  <xs:element name="GwAddr" type="xs:string"/>


  <xs:element name="Share" type="xs:boolean"/>


</xs:schema>
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