Doc# [image: image3.jpg]"sOMaQa

Open Mobile Alliance



OMA-DM-GwMO-2011-0104-CR_Section_8.3_Cleanup
Change Request

Doc# OMA-DM-GwMO-2011-0104-CR_Section_8.3_Cleanup
Change Request



Change Request

	Title:
	TS Section 8.3 Cleanup
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-DM

	Doc to Change:
	OMA-TS-GwMO-V1_0-20111014-D

	Submission Date:
	31 Oct 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Kong Posh Bhat, Samsung Electronics, kpbhat@sta.samsung.com 

	Replaces:
	 N/A


1 Reason for Change

Getting ready for Consistency Review.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the GwMO TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Updating Section 8.3
8.3 Proxy Mode Operation

8.3.1 DM Command Fanout

The Fanout MO enables the DM Server to send the same DM commands to a group of End Devices. The DM Gateway MUST collect the response from each End Device within this group and make it available for retrieval by the DM Server from the Results subtree of the Fanout MO.  Additionally, the DM Gateway MAY send the Fanout Result Aggregation alert or the Fanout Completion Status alert to the DM Server, depending upon the response handling selection made by the DM Server in the Fanout MO.

The following diagram describes the Fanout flow:
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Figure 11: DM Command Fanout

Step 0: The pre-condition of Fanout operation is that a device group has been created in Gateway Config MO by the DM Gateway .

Step 1: The DM Server instantiates the Fanout MO and sets the following nodes in Fanout MO with appropriate values:

            FanOut/<x>/DMCommands

          FanOut/<x>/TargetGroupRef

Step 2: The DM Server sends the Exec command to the DM Gateway to trigger it to fan out DM Commands set in FanOut/<x>/DMCommands node  to the targeted End Device(s) specified in the<x>/FanOut /TargetRef node. 
For example:
	  <Exec>

<CmdID>3</CmdID>


<Item>



<Target>




<LocURI>./SCM/FanOut/Start</LocURI>



</Target>


</Item>

</Exec>










Step 3: The DM Gateway establishes a DM Session with each End Device specified in the FanOut /<x>/TargetRef node, and forwards the DM Commands set in FanOut /<x>/DMCommands node to the targeted End Device(s). 

Step 4: The End Device receives the DM Commands from the DM Gateway and returns the results to the DM Gateway after execution.

Step 5: The DM Gateway stores the response from each End Device in the Fanout MO.  For each End Device, the DM Gateway creates an interior child node under the FanOut /<x>/Results node.  This node contains the following leaf child nodes:

· <x>/Results/<x>/DeviceID: the value of this leaf node is the identifier of the End Device
· <x>/Results/<x>/DevResultXML (if the command result is in the SyncML format) or <x>/Results/<x>/DevResultWBXML (if the command result is in the WBXML format): the value of this leaf node is the command result returned by the End Device 

Step 6:The DM Gateway MAY send the Fanout Result Aggregation alert or the Fanout Completion Status alert to the DM Server, depending upon the response handling selection made by the DM Server in the Fanout MO.  
Step X: At some later time, the DM Server invokes the Get command against the Result subtree to the DM Gateway to get the aggregated results for the fanout command, within a context of a separate DM session.
8.3.2 Retention of Response Data

Once a fanout command has completed execution, the responsibility is on the DM Server to read the response data from the Results sub-tree.  The DM Gateway will retain the response information for a certain period of time, in order to provide the DM Server an opportunity to read the response.  The DM Gateway MAY delete older responses, as per its local policy.  It is, therefore, important for the DM Server to retrieve the fanout command response from the DM Gateway in a timely manner, after the command has completed execution.
8.3.3 Fanout Forwarding and Response Processing
When the Exec operation is invoked on the Fanout/<x>/Operations/Start node, the DM Gateway sends the content of the Fanout/<x>/DMCommands node to each targeted End Device. To achieve this, the DM Gateway needs to properly construct the DM message to deliver the fanout commands to each End Device. The DM Gateway also needs to process the response received from the End Device prior to submitting results back to the DM Server.
8.3.3.1 Command Fanout
Before starting the fanout operation, the DM Server needs to properly configure the Fanout/<x>/DMCommands node according to the following rules:
· The value of the Fanout/<x>/DMCommands node MUST conform to the structure of the <SyncBody> element

· The command identifier for each fanout command MUST be assigned by the DM Server
· Each fanout command MUST use the proper node addressing scheme to guarantee the address validity across all targeted End Devices. For example, when the absolute target address of the fanout command is different across each End Device, the DM Server MUST use the virtual URI addressing.
After initiating the Fanout/<x>/Operations/Start operation, the DM Gateway MUST generate the DM message for each targeted End Device. The generated DM message MUST contain the fanout commands from the Fanout/<x>/DMCommands node.
The DM message generated by the DM Gateway MAY contain other DM Commands-strictly for DM Gateway. In this case, the DM Gateway MUST NOT use the command identifiers already assigned by the DM Server for the fanout commands. Examples of DM Commands for the DM Gateways’ own purposes are:
· Providing the <Status> element for the <SyncHdr> of the last message from the End Device.
· Issuing non-fanout commands to the End Device(s)

· Issuing alerts to the End Device(s)

The DM Gateway can deliver the generated DM message to the End Device either in the new DM Session or in the existing DM Session.
8.3.3.1.1 Illustrative example

This section describes an illustrative example in which the DM Server requests the fanout of a Get command on the “./antivirus_data/version” node and the Replace command on the “./antivirus_data/reserve_exec” node. Note that, in this example, it is assumed that all targeted End Devices have the same absolute target address.
The DM Server instantiates the Fanout MO and sets the value of the Fanout/<x>/DMCommands node as follows:

	<SyncBody>

<Get>



<CmdID>1</CmdID>



<Item>



<Target>





<LocURI>./antivirus_data/version</LocURI>




</Target>



</Item>


</Get>


<Replace>



<CmdID>2</CmdID>



<Item>



<Target>





<LocURI>./antivirus_data/reserve_exec</LocURI>




</Target>




<Data>2011-07-11T03:00Z</Data>



</Item>


</Replace>
</SyncBody>


The DM Gateway sends a DM Notification to establish a new DM Session for delivering the fanout commands. Alternatively the DM Gateway can use an existing DM session, but this option is not described here. The Pkg#1 from the End Device to the DM Gateway is as follows:

	<SyncML>


<SyncHdr>...</SyncHdr>

<SyncBody>


<Alert>



<CmdID>1</CmdID>
 <!-- Server-initiated session -->



<Data>1200</Data> 



</Alert>


<Replace>



<CmdID>2</CmdID> 
<!-- Replace for DevInfo -->


...

</Replace>


<Replace>



<CmdID>3</CmdID> 
<!-- Replace for DevDetail -->


...

</Replace>


<Alert>






<CmdID>4</CmdID>
 <!-- Client Event (could be Multiple) -->



<Data>1224</Data>


...

</Alert>


<Alert>






<CmdID>5</CmdID>
 <!-- Generic Alert (could be Multiple) -->



<Data>1226</Data>


...

</Alert>


<Alert>






<CmdID>6</CmdID>
 <!-- DM Tree Changed Alert -->



<Data>1228</Data>


...

</Alert>

</SyncBody></SyncML>


The DM Gateway generates the SyncML message for the End Device.
	<SyncML>


<SyncHdr>...</SyncHdr>

<SyncBody>

<Status>



<CmdID>3</CmdID><Cmd>SyncHdr</Cmd>
<!-- Status for SyncHdr -->


</Status>


<Status>



<CmdID>4</CmdID>


<CmdRef>1</CmdRef>

<!-- Status for Server-inited Session -->


</Status>


<Status>



<CmdID>5</CmdID>


<CmdRef>2</CmdRef>
 


<!-- Status for DevInfo -->


</Status>


... 









<!-- More Status Here -->


<Status>



<CmdID>6</CmdID>


<CmdRef>4</CmdRef>
 

<!-- Status for Client Event Alert -->


</Status>
<Get>








<!-- fanout command Get -->


<CmdID>1</CmdID>



<Item>




<Target>





<LocURI>./antivirus_data/version</LocURI>




</Target>



</Item>


</Get>


<Replace>







<!-- fanout command Replace -->


<CmdID>2</CmdID>



<Item>




<Target>





<LocURI>./antivirus_data/reserve_exec</LocURI>




</Target>




<Data>2011-07-11T03:00Z</Data>



</Item>


</Replace>

...








<!-- More Alerts Here -->

</SyncBody>

</SyncML>


8.3.3.2 Response Processing
On receiving the fanout response from the End Device, the DM Gateway MUST properly configure the Fanout/<x>/Results/<x> sub-tree to store the results. The node value of the DevResultXML and DevResultWBXML node MUST conform to the structure of the <SyncBody> element, as per the DM representation protocol [DMREPPRO]. The DevResultXML or DevResultWBXML node MUST store the results only for the fanout commands, and MUST NOT store the <Status> element for the preceding <SyncHdr> and any results for commands issued locally by the DM Gateway. 

The End Device can use the asynchronous response for some parts of the fanout commands. In this situation, the End Device will send the Generic Alerts to the DM Gateway after finishing the accepted commands. The DM Gateway MUST collect the results from the Generic Alerts (i.e. store the entire <Alert> node either in the DevResultXML or DevResultWBXML node). However, the DM Gateway MUST NOT store the <Status> elements for ‘(202) Accepted for processing’, and also MUST NOT store any results if they are not related to the fanout commands.

If the DM Gateway needs to send the Result Aggregation Alert, it MUST be sent after receiving the Generic Alerts for all asynchronous responses. The DM Gateway MAY send the Result Aggregation Alert after a certain timeout (left to implementation) in case that the DM Gateway fails to receive the Generic Alerts. 
Note: Rephrase the above paragraph. 

Note: Describe how to send subsequent alert if additional info needs to be sent



	





















	

































	








































8.3.3.2.1 Illustrative example
This section describes an illustrative example in which the DM Gateway collects the results for the two fanout commands; Get “./antivirus_data/version” and Exec “./SCOMO/Download/PKG1/Operations/Download”. The End Device responds synchronously for the Get, and asynchronously for the Exec.

The Fanout/<x>/DMCommands node contains two DM Commands as follows, and the DM Gateway delivers them to the End Device(s).

	<SyncBody>


<Get>



<CmdID>1</CmdID>



<Item>




<Target>





<LocURI>./antivirus_data/version</LocURI>




</Target>



</Item>

</Get>


<Exec>



<CmdID>2</CmdID>



<Item>




<Target>




<LocURI>./SCOMO/Download/PKG1/Operations/Download</LocURI>




</Target>



</Item>

</Exec>
</SyncBody>


The DM Gateway receives the responses for the fanout commands. The <Status> for the Exec command shows that it is an asynchronous response.

	<SyncBody>


<Status>






<!–- Status for Get -->


<CmdRef>1</CmdRef>


<Cmd>Get</Cmd>



<TargetRef>./antivirus_data/version</TargetRef>



<Data>200</Data>

</Status>

<Results>






<!–- Results for Get -->


<CmdRef>1</CmdRef>



<Item>




<Source>





<LocURI>./antivirus_data/version</LocURI>




</Source>




<Data>antivirus-inc/20010522b/5</Data>



</Item>


</Results>

<Status>






<!-- Async Response for Exec -->


<CmdRef>2</CmdRef>


<Cmd>Exec</Cmd>


<Data>202</Data>

</Status>

</SyncBody> 


The DM Gateway receives the Generic Alerts for the result of the Exec command.

	<Alert>

  <CmdID>2</CmdID>

  <Data>1226</Data> 


<Item>      



<Source>




<LocURI>./SCOMO/Download/PKG1/Operations/Download</LocURI>



</Source>


<Target>



<LocURI>./SCM/Inventory/Deployed/Component1</LocURI>


</Target>



<Meta>




<Type>urn:oma:at:scomo:1.0:OperationComplete</Type>




<Format>xml</Format>



</Meta>



<Data>




<![CDATA[





<ResultCode>1200</ResultCode>




<Identifier>Component1ID</Identifier>




]]>



</Data>

</Item>

</Alert>


The previous status for Exec command is replaced with the Generic Alerts. The DM Gateway stores the results only for the fanout command in the DevResultXML node as follows.
	<SyncBody>


<Status>






<!–- Status for Get -->


<CmdRef>1</CmdRef>


<Cmd>Get</Cmd>



<TargetRef>./antivirus_data/version</TargetRef>



<Data>200</Data>

</Status>

<Results>






<!–- Results for Get -->


<CmdRef>1</CmdRef>



<Item>




<Source>





<LocURI>./antivirus_data/version</LocURI>




</Source>




<Data>antivirus-inc/20010522b/5</Data>



</Item>


</Results>

<Alert>







<!-- Generic Alert for Exec -->


<CmdID>2</CmdID>



<Data>1226</Data> 



<Item>      




<Source>





<LocURI>./SCOMO/Download/PKG1/Operations/Download</LocURI>




</Source>




<Target>





<LocURI>./SCM/Inventory/Deployed/Component1</LocURI>




</Target>




<Meta>





<Type>urn:oma:at:scomo:1.0:OperationComplete</Type>





<Format>xml</Format>




</Meta>




<Data>





<![CDATA[






<ResultCode>1200</ResultCode>






<Identifier>Component1ID</Identifier>





]]>




</Data>



</Item>


</Alert>
</SyncBody>





Note to the reviewer: The illustrative examples for command fanout and response processing (previously sections 8.3.3.3 and 8.3.3.4) are being made as subsections within their respective sections.  No additional changes have been made to the illustrative examples.
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