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1 Reason for Change

This CR aims to clean up the duplicated Alert type definitions.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Remove Duplicated Alert Type
7. Alerts 
(Normative)

This section describes the various alerts that have been defined for realizing the DM Gateway [DMDICT] functionality.  
7.1 Device Inventory Alerts

The device inventory alerts are issued by the DM Gateway when the DM Gateway becomes aware of a new End Device in the network or the DM Gateway becomes aware that a previously subtending End Device is no longer present in the network. 

The device inventory alerts MUST carry an XML body that conforms to the schema specified in Appendix C.1. The alert content includes the following parameters: 
· DeviceID: Identifier for the End Device.  
· Address: Public routable address of the End Device (if applicable; included only in Transparent Mode).
· AddressType: Public routable address type of the End Device (if applicable; included only in Transparent Mode).
· Mode: Operation mode of the DM Gateway for this particular End Device (included only in Device Attach Alert).
The following sub-sections define the various types of device inventory alerts that are specified in this enabler.
7.1.1 Device Attach Alert

The Device Attach Alert is issued by the DM Gateway to the DM Server when the DM Gateway detects a new End Device. The mechanism by which a new End Device is detected is outside the scope of this specification.

The Device Attach Alert conforms to the Generic Alert [DMPRO] mechanism. The alert message includes the following data:

· <Meta>/<Type> element: Contains the media type of the alert content. The value MUST be the alert type identifier ‘urn:oma:at:oma-gwmo:deviceattached:1.0’.
· <Meta>/<Format> element: Contains the format of the alert content. The value MUST be ‘xml’.
· <Meta>/<Mark> element: Contains the importance level of the alert message. This element is optional.
· <Source>/<LocURI> element: Contains the source address of the MO. The value MUST be the address of the <x>/Inventory node.
· <Item>/<Data> element: Contains the device information of the attached devices in xml format as defined in Appendix C.1.
When the device information exists on the DM Server, the DM Server MUST update the device information according to the Device Attach Alert.

The following is an example of the Device Attach Alert message which reports four attached End Devices:


	<Alert>
  <CmdID>2</CmdID>
  <Data>1226</Data>
<!-- Generic Alert -->
  <Item>
    <Source><LocURI>./Gateway/Inventory</LocURI></Source>
    <Meta>
      <Type xmlns=’syncml:metinf’>

        urn:oma:at:oma-gwmo:deviceattached:1.0
      </Type>
      <Format xmlns=’syncml:metinf’>xml</Format>
      <Mark xmlns=’syncml:metinf’>informational</Mark>   <!-- Optional -->
    </Meta>
    <Data>
      <![CDATA[
        <DeviceInventory>
          <Device>
            <DeviceID>device123</DeviceID>
            <Mode>1</Mode>
          </Device>
          <Device>
            <DeviceID>device456</DeviceID>
            <Mode>1</Mode>
          </Device>
          <Device>
            <DeviceID>device789</DeviceID>
            <Mode>1</Mode>
          </Device>
          <Device>
            <DeviceID>device011</DeviceID>
            <Mode>2</Mode>
          </Device>
         </DeviceInventory>
       ]]>
     </Data>
   </Item>
</Alert>



7.1.2 Device Detach Alert

The Device Detach Alert is issued by the DM Gateway to the DM Server when an existing End Device is detached from the DM Gateway. The mechanism by which detachment of an existing End Device is detected is outside the scope of this specification.

The Device Detach Alert conforms to the Generic Alert [DMPRO] mechanism. The alert message includes the following data:

· <Meta>/<Type> element: Contains the media type of the alert content. The value MUST be the alert type identifier ‘urn:oma:at:oma-gwmo:devicedetached:1.0’.
· <Meta>/<Format> element: Contains the format of the alert content. The value MUST be ‘xml’.
· <Meta>/<Mark> element: Contains the importance level of the alert message. This element is optional.
· <Source>/<LocURI> element: Contains the source address of the MO. The value MUST be the address of the <x>/Inventory node.
· <Item>/<Data> element: Contains the device information of the detached devices in xml format as defined in Appendix C.1. 
The following is an example of the Device Detach Alert message which reports two detached End Devices:

	<Alert>
   <CmdID>2</CmdID>
   <Data>1226</Data>
<!-- Generic Alert -->
   <Item>
      <Source><LocURI>./Gateway/Inventory</LocURI></Source>
      <Meta>
         <Type xmlns=’syncml:metinf’>

            urn:oma:at:oma-gwmo:devicedetached:1.0
         </Type>
         <Format xmlns=’syncml:metinf’>xml</Format>
         <Mark xmlns=’syncml:metinf’>informational</Mark>   <!-- Optional -->
      </Meta>
      <Data>
      <![CDATA[
        <DeviceInventory>
          <Device>
            <DeviceID>device123</DeviceID>
          </Device>
          <Device>
            <DeviceID>device012</DeviceID>
          </Device>
       ]]>      
     </Data>
   </Item>
</Alert>



7.2 Command Fanout Alerts
The command fanout alerts are issued by the DM Gateway to the DM Server in response to a command fanout operation.  The following sub-sections define the various types of command fanout alerts that are specified in this enabler.  
7.2.1 Fanout Result Aggregation Alert

The Fanout Result Aggregation Alert is used by the DM Gateway to include the aggregated response of the fanout command from multiple End Devices.  Prior to invoking a fanout command, the DM Server can specify that it wants the DM Gateway to issue a Fanout Result Aggregation Alert upon completion of the fanout command.

The Fanout Result Aggregation Alert conforms to the Generic Alert [DMPRO] mechanism. The alert message includes the following data:

· <Meta>/<Type> element: Contains the media type of the alert content. The value MUST be the alert type identifier ‘urn:oma:at:oma-gwmo: resultaggregation 1.0’.
· <Meta>/<Format> element: Contains the format of the alert content. The value MUST be ‘xml’.
· <Meta>/<Mark> element: Contains the importance level of the alert message. This element is optional.
· <Source>/<LocURI> element: Contains the source address of the MO. The value MUST be the URI of root of the Result sub-tree where thefanout command result is stored.
· <Item>/<Data> element: Contains the aggregated result in xml format, as defined in Appendix C.2. 
The following is an example of the Fanout Result Aggregation Alert message which reports results for two End Devices:

	<Alert>
  <CmdID>157</CmdID>
  <Data>1226</Data>
<!-- Generic Alert -->
  <Item>
    <Source><LocURI>./Gateway/Fanoutobject1/Results</LocURI></Source>
    <Meta>
      <Type xmlns=’syncml:metinf’>
        urn:oma:at:oma-gwmo:resultaggregation:1.0
      </Type>
      <Format xmlns=’syncml:metinf’>xml</Format>
      <Mark xmlns=’syncml:metinf’>informational</Mark>   
    </Meta>
    <Data>
      <![CDATA[
          <Node>






<!— Result of Device123 -->
            <DeviceID>device123</DeviceID>    
            <DevResult>


<!— This Result contains the whole SyncBody -->
<SyncBody>

<Status>

<MsgRef>1</MsgRef>

<CmdID>2</CmdID>

<CmdRef>1</CmdRef>

<Cmd>Sequence</Cmd>
<!-- Sequence executed correctly -->

<Data>200</Data>

</Status>

<Status>

<MsgRef>1</MsgRef>

<CmdRef>4</CmdRef>

<CmdID>4</CmdID>

<Cmd>Replace</Cmd>

<TargetRef>./xxxx/xxxxxx/xxxx</TargetRef>
<!-- OK, data changed -->

<Data>200</Data>

</Status>

<Final/>

</SyncBody>





</DevResult>           
          </Node>
          <Node>






<!-- Result of Device456 -->
            <DeviceID>device456</DeviceID>       
            <DevResult>

<!— This Result contains the whole SyncBody -->
<SyncBody>

<Status>

<MsgRef>1</MsgRef>
<CmdID>1</CmdID>

<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<!-- SyncHdr accepted, Server will ignore this part-->

<Data>200</Data>

</Status>

<Status>

<MsgRef>1</MsgRef>

<CmdRef>4</CmdRef>

<CmdID>4</CmdID>

<Cmd>Replace</Cmd>

<TargetRef>./xxxx/xxxxxx/xxxx</TargetRef>

<Data>403</Data>


<!--No! Forbidden -->
</Status>

<Final/>

</SyncBody>





</DevResult>
          </Node>
       ]]>
     </Data>
   </Item>
</Alert>




7.2.2 Fanout Completion Status Alert
The Fanout Completion Status Alert is used by the DM Gateway to indicate the completion of the fanout command.


The Fanout Completion Status Alert conforms to the Generic Alert [DMPRO] mechanism. The alert message includes the following data:

· <Meta>/<Type> element: Contains the media type of the alert content. The value MUST be the alert type identifier ‘urn:oma:at:oma-gwmo:completionstatus 1.0’.

· <Meta>/<Format> element: Contains the format of the alert content. The value MUST be ‘xml’.

· <Meta>/<Mark> element: Contains the importance level of the alert message. This element is optional.

· <Source>/<LocURI> element: Contains the source address of the MO. The value MUST be the URI of the root of the Result sub-tree where the fanout command result is stored.

The following is an example of the Fanout Completion Status Alert message:

	The following is an example of the Fanout Completion Status Alert message: <Alert>
  <CmdID>257</CmdID>
  <Data>1226</Data>
<!-- Generic Alert -->
  <Item>
    <Source><LocURI>./Gateway/Fanoutobject1/Results</LocURI></Source>
    <Meta>
      <Type xmlns=’syncml:metinf’>
        urn:oma:at:oma-gwmo:completionstatus:1.0
      </Type>
      <Format xmlns=’syncml:metinf’>xml</Format>
      <Mark xmlns=’syncml:metinf’>informational</Mark>   
    </Meta>
   </Item>
</Alert>



7.3 Device Detection Alert

The Device Detection Alert MAY be issued by the DM Gateway to the End Device in a Package #2 message after the DM Gateway detects the End Device for the first time. This alert has the following information:
· address of the DM Gateway for use by a DM Server

· indication whether or not this address can be shared with external DM Servers

This alert uses alert code 1231, which is the reserved value for this alert, as per [DMREPPRO]. 

An example of this alert is shown below. In this case the Alert instructs the End Device to not share the DM Gateway Address with the DM Server.

	<Alert>

  <CmdID>112</CmdID>

  <Data>1231</Data>     <!-- Device Detection Alert -->

  <Item>

    <Data>

<![CDATA[

<GwAddress>2002:0:0:0:0:0:9da6:e219</GwAddress>

<Share>False</Share>

]]>

    </Data>

  </Item>

</Alert>


The XML Schema for this alert is provided in AppendixC.5.

7.4 Bootstrapped DMS List Alert

The Bootstrapped DMS List Generic Alert is issued by the End Device to the DM Gateway in response to the Device Detection Alert from the DM Gateway.

The Alert Type Identifier for this alert MUST be urn:oma:at:oma-gwmo:BootstrappedDMSList:1.0.
This alert conforms to the Generic Alert structure, as defined in [DMPRO]. It lists all the DM Servers to which the End Device has been previously bootstrapped. 

An example of this alert is shown below.

	<Alert>

  <CmdID>2</CmdID>

  <Data>1226</Data>               <!-- Generic Alert -->

  <Item>      

    <Source><LocURI>mac:01-ab-34-ef-69-0c</LocURI></Source>

    <Target><LocURI>192.168.4.1</LocURI></Target>

    <Meta>

      <Type xmlns="syncml:metinf">

        urn:oma:gwmo: BootstrappedDMSList:1.0
      </Type>

       <Format xmlns="syncml:metinf">text/plain</Format>

    </Meta>

    <Data>

<![CDATA[

  <ServerList>

    <ServerInfo>

      <ServerID>ServerA</ServerID>

      <BootstrapURL>http://servera.com/bootstrap</BootstrapURL>

    </ServerInfo>

    <ServerInfo>

      <ServerID>ServerB</ServerID>

      <BootstrapURL>http://serverb.com/bootstrap</BootstrapURL>

    </ServerInfo>

  </ServerList>

-- ]]>

    </Data>

  </Item>

</Alert>




The XML Schema for this alert is provided in AppendixC.3.

7.5 Associated Gateway Alert

The Associated Gateway Generic Alert is issued by the End Device to the DM Server. It contains the publicly routable address of the DM Gateway. This alert is issued only if the DM Gateway instructs the End Device to do so, via the Device Detection Alert.  The publicly routable address of the DM Gateway is the address provided in the previously issued Device Detection Alert from the DM Gateway to the End Device. 

The Alert Type Identifier for this alert MUST be urn:oma:at:oma-gwmo:AssociatedGateway:1.0.
This alert conforms to the Generic Alert structure, as defined in [DMPRO].

An example of the Associated Gateway Generic Alert is shown below.

	<Alert>

  <CmdID>9</CmdID>

  <Data>1226</Data>           <!-- Generic Alert -->

  <Item>      

    <Source><LocURI>mac:01-ab-34-ef-69-0c</LocURI></Source>

    <Target><LocURI>http://www.telco_operator.com/mgmt-server</LocURI></Target>

    <Meta>

      <Type xmlns="syncml:metinf">

        urn:oma:gwmo: AssociatedGateway:1.0
      </Type>

      <Format xmlns="syncml:metinf">text/plain</Format>

    </Meta>

    <Data>

<![CDATA[

  <GwAddress>2002:0:0:0:0:0:9da6:e219</GwAddress>

-- ]]>

    </Data>

  </Item>

</Alert>



The XML Schema for this alert is provided in AppendixC.4.

7.6 Image Ready Alert
The Image Ready Alert is issued by the DM Gateway to the DM Server upon the successful alternative download or direct delivery via OMA DM. This alert indicates to the DM Server the location where the image has been stored locally. This enables the DM Server to include the local URI of the image in the DM commands that target the End Devices, for efficient distribution of the image. This Image Ready Alert MUST be sent in both cases; the alternative download mechanism, and the OMA DM direct delivery. 

On receiving the Image Ready Alert, the DM Server can use the <x>/Images/<x>/LocalImageURI for further image distributions.

The Image Ready Alert conforms to the Generic Alert [DMPRO] mechanism. The alert message includes the following data:

· <Meta>/<Type> element: Contains the media type of the alert content. The value MUST be the alert type identifier ‘urn:oma:at:oma-gwmo:imageready:1.0’.
· <Meta>/<Format> element: Contains the format of the alert content. The value MUST be ‘xml’.
· <Meta>/<Mark> element: Contains the importance level of the alert message. This element is optional.
· <Source>/<LocURI> element: Contains the source address of the MO. The value MUST be the address of the <x>/Images/<x>/ImageURI node in case of using the alternative download or the address of the <x>/Images/<x>/Data node in case of using OMA DM direct delivery.
· <Target>/<LocURI> element: Contains the target address of the MO. The value MUST be the value of the <x>/Images/<x>/LocalImageURI node.
The following is an example of the Image Ready Alert message:

	<Alert>
  <CmdID>2</CmdID>
  <Data>1226</Data>
<!-- Generic Alert -->
  <Item>
    <Source><LocURI>./GW/ImgInvMO/Images/FW1.2/ImageURI</LocURI></Source>
    <Target><LocURI> http://fe80::202:b3ff:fe1e:8329/scomo/packageID123</LocURI></Target>
    <Meta>
      <Type xmlns=’syncml:metinf’>
        urn:oma:at:oma-gwmo:imageready:1.0
      </Type>
      <Format xmlns=’syncml:metinf’>xml</Format>
      <Mark xmlns=’syncml:metinf’>informational</Mark>   <!-- Optional -->
    </Meta>
   </Item>
</Alert>
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