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1 Reason for Change

This change request proposes MO nodes for the management of ZigBee End Devices using OMA DM Enabler specifications.
R01 – creates separate management object for ZigBee protocol devices._ 

R02: 

Incorporates comments and feedback from the Las Vegas Face-2-face meeting, offline discussions and the R&A from Sony, Telecom Italia, Ericsson, Alcatel_Lucent & Samsung.

At Las Vegas, DM group agreed in principle the approach taken in this CR and definition of ZigBee MO. This approach allows MO’s for adaptation to other non-OMA DM to be defined independently in the future if needed. Bluetooth MO proposed during Bangkok meeting could follow the same approach.

I believe the best way forward would be to consider the revised version of the CR as the baseline for ZigBee MO and use the time up until CONR to bring any CR against it, given the complexity of the CR.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly request the DM group to review the CR and agree the proposed changes.
6 Detailed Change Proposal

Change 1:  Defines a new nodes for ZigBee End Devices
6.1 ZigBee End Devices MO
The management object for ZigBee capabilities is based on the [ZigBee2007] specification.

6.1.1 MO Description

<x>/
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	Required
	ZeroOrMore
	Node
	Get, No Replace
	

	This placeholder node is for storing information regarding the ZigBee End Device is deployed. This node specifies a reference to the Management Tee of the ZigBee End Device. 
The identifier for the ZigBee devices MUST be: “urn:oma:mo:  oma-dm-zigbee:1.0”.
 


<x>/ InterfaceNumberOfEntries
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


The number of entries in the Interface table.

<x>/ ZDONumberOfEntries
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


The number of entries in the ZDO table.

<x>/ Discovery
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Node
	Get, Add, Delete, Replace


This object is used for managing the discovery of ZigBee devices within a ZigBee Area Network. ZigBee Devices are discovered via the ZDO instance associated with the ZigBee Coordinator of an Area Network.
<x>/ Discovery/AreaNetworkNumberOfEntries
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


The number of entries in the AreaNetwork table.
<x>/ AreaNetwork
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Node
	Get, Add, Delete, Replace


This object specifies the ZigBee devices that are discovered by the Coordinator. 

As the ZigBee specification does not provide a discovery protocol between the CWMP proxy and the ZigBee coordinator, the AreaNetwork object is provisioned and not discovered. 

At most one entry in this table (regardless of whether or not it is enabled) can exist with a given value for Alias. On creation of a new table entry, the device MUST choose an initial value for Alias such that the new entry does not conflict with any existing entries. 

At most one enabled entry in this table can exist with a given value for Coordinator.
<x>/ Discovery/AreaNetwork/<x>/ Enable
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	bool
	Get, Add, Delete, Replace


Enables or disables discovery of the ZigBee devices in this AreaNetwork
<x>/ Discovery/AreaNetwork/<x>/ LastUpdate
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int (for date/time)
	Get, Add, Delete, Replace


The date and time when this AreaNetwork or its member devices (i.e., the devices with ZDOs listed in ZDOList) were updated due to a discovery operation.

<x>/ Discovery/AreaNetwork/<x>/status
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


The status of the current discovery operation. 

· Indeterminate (The discovery operation has not been executed and there are no valid discovery results available)) 

· InProgress 

· Success 

· Error 

· Error_Timeout (OPTIONAL) 

<x>/ Discovery/AreaNetwork/<x>/Alias
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


A non-volatile handle used to reference this instance. Alias provides a mechanism for an Server to label this instance for future reference. 

If the device supports the Alias-based Addressing feature the following mandatory constraints MUST be enforced: 

· Its value MUST NOT be empty. 

· Its value MUST start with a letter. 

· If its instance object is created by the Device, the initial value MUST start with a "device-" prefix. 

· The Device MUST NOT change the parameter value. 

<x>/ Discovery/AreaNetwork/<x>/Coordinator
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


The Fully Qualified Domain Name (FQDN) or IP address of the ZigBee Coordinator. The coordinator MAY be located within the Device. In this scenario the Server or Device MAY use the value of "localhost".

<x>/ Discovery/AreaNetwork/<x>/ZDOReference
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


The ZDO object for this device that is used to discover the ZigBee capabilities of attached devices. 

The value MUST be the path name of a row in the ZigBee.ZDO table. If the referenced object is deleted, the parameter value 

<x>/ Discovery/AreaNetwork/<x>/ZDOList
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


Comma-separated list of strings (maximum length 256). The list of ZDO objects discovered in this Area Network by the ZigBee Coordinator. 

Each list item MUST be the path name of a row in the ZigBee.ZDO table. If the referenced object is deleted, the corresponding item MUST be removed from the list. 
<x>/Interface

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Node
	Get, Add, Delete, Replace


ZigBee interface table This table models the ZigBee interface of a ZigBee end device, ZigBee router or ZigBee coordinator.

At most one entry in this table can exist with a given value for Alias, or with a given value for Name, or with a given value for ZDOReference.

<x>/Interface/<x>/Enable

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	bool
	Get, Add, Delete, Replace


Enables or disables the interface. This parameter is based on ifAdminStatus from [RFC2863].

<x>/Interface/<x>/Status

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


The current operational state of the interface Enumeration of: 

· Up 

· Down 

· Unknown 

· Dormant 

· NotPresent 

· LowerLayerDown 

· Error (OPTIONAL) 

When Enable is false then Status SHOULD normally be Down (or NotPresent or Error if there is a fault condition on the interface). 

When Enable is changed to true then Status SHOULD change to Up if and only if the interface is able to transmit and receive network traffic; it SHOULD change to Dormant if and only if the interface is operable but is waiting for external actions before it can transmit and receive network traffic (and subsequently change to Up if still operable when the expected actions have completed); it SHOULD change to LowerLayerDown if and only if the interface is prevented from entering the Up state because one or more of the interfaces beneath it is down; it SHOULD remain in the Error state if there is an error or other fault condition detected on the interface; it SHOULD remain in the NotPresent state if the interface has missing (typically hardware) components; it SHOULD change to Unknown if the state of the interface can not be determined for some reason. 

This parameter is based on ifOperStatus from [RFC2863].

<x>/Interface/<x>/Alias

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


A non-volatile handle used to reference this instance. Alias provides a mechanism for an Server to label this instance for future reference. 

If the Device supports the Alias-based Addressing feature the following mandatory constraints MUST be enforced: 

· Its value MUST NOT be empty. 

· Its value MUST start with a letter. 

· If its instance object is created by the Device, the initial value MUST start with a "device-" prefix. 

· The DeviceMUST NOT change the parameter value. 

<x>/Interface/<x>/Name

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


The textual name of the interface as assigned by the Device.

<x>/Interface/<x>/LastChange

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


The accumulated time in seconds since the interface entered its current operational state.

<x>/Interface/<x>/LowerLayers

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


Comma-separated list (maximum length 1024) of strings. Each list item MUST be the path name of an interface object that is stacked immediately below this interface object. If the referenced object is deleted, the corresponding item MUST be removed from the list. 
<x>/Interface/<x>/IEEEAddress
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


[IEEE_EUI64] The IEEE address assigned to this interface. A value of "FF:FF:FF:FF:FF:FF:FF:FF" indicates that this address is unknown. This parameter has the same value as the ZigBee.ZDO.{i}.IEEEAddress parameter of the ZDO instance ZDOReference is pointing to.

<x>/Interface/<x>/NetworkAddress
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


[ZigBeeNetworkAddress] The ZigBee network address assigned to this interface. This parameter has the same value as the ZigBee.ZDO.{i}.NetworkAddress parameter of the ZDO instance ZDOReference is pointing to.

<x>/Interface/<x>/NetworkAddress
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


<x>/Interface/<x>/ZDOReference
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


The value MUST be the path name of a row in the ZigBee.ZDO table. If the referenced object is deleted, the parameter value MUST be set to an empty string. The ZigBee Device Object assigned to this interface.

<x>/Interface/<x>/AssociatedDeviceNumberOfEntries
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	int
	Get, Add, Delete, Replace


The number of entries in the AssociatedDevice table.

<x>/Interface/<x>/AssociatedDevice

	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Node
	Get, Add, Delete, Replace


This table provides information about other ZigBee devices that are directly accessible via this interface. 

At most one entry in this table can exist with the same values for IEEEAddress and NetworkAddress. 

It is possible that instances of this object have the same key value when the value of IEEEAddress parameter is "FF:FF:FF:FF:FF:FF:FF:FF" and the ZigBee Coordinators on two or more separate area networks assign the same value for the NetworkAddress. This is because the ZigBee specification describes only intra-area network topologies [Section 1.1.4 Network Topology/ZigBee2007]. As such if two or more AssociatedDevice instances have the same key value the implemenation is undefined.

<x>/Interface/<x>/AssociatedDevice/<x>/IEEEAddress
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


IEEE_EUI64] The IEEE address assigned to this device. A value of "FF:FF:FF:FF:FF:FF:FF:FF" indicates that this address is unknown.
<x>/Interface/<x>/AssociatedDevice/<x>/NetworkAddress
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	chr
	Get, Add, Delete, Replace


[ZigBeeNetworkAddress] The ZigBee network address assigned to this device.
<x>/Interface/<x>/AssociatedDevice/<x>/Active
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	bool
	Get, Add, Delete, Replace


Whether or not this device is currently present in the ZigBee network as defined in [Section 2.4.4.1/ZigBee2007]. 

The ability to list inactive devices is OPTIONAL. If the Device includes inactive devices in this table, Active MUST be set to false for each inactive device. The length of time an inactive device remains listed in this table is a local matter to the Device.

<x>/Interface/<x>/AssociatedDevice/<x>/ZDOReference
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	bool
	Get, Add, Delete, Replace


The value MUST be the path name of a row in the ZigBee.ZDO table. If the referenced object is deleted, the parameter value MUST be set to an empty string. The ZigBee Device Object assigned to this interface.
<x>/Interface/<x>/Stats/
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Node
	Get, Add, Delete, Replace


Throughput statistics for this interface. 

The Device MUST reset the interface's Stats parameters (unless otherwise stated in individual object or parameter descriptions) either when the interface becomes operationally down due to a previous administrative down (i.e. the interface's Status parameter transitions to a down state after the interface is disabled) or when the interface becomes administratively up (i.e. the interface's Enable parameter transitions from false to true). 
<x>/Interface/<x>/Stats/BytesSent
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


[StatsCounter64] The total number of bytes transmitted out of the interface, including framing characters.
<x>/Interface/<x>/Stats/BytesReceived
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


[StatsCounter64] The total number of bytes received on the interface, including framing characters.
<x>/Interface/<x>/Stats/PacketsSent
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter64] The total number of ZigBee packets sent transmitted out of the interface.
<x>/Interface/<x>/Stats/PacketsReceived
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter64] The total number of ZigBee packets received by the interface.
<x>/Interface/<x>/Stats/ErrorsSent
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


[StatsCounter32] The total number of ZigBee packets discarded by interface due to any error.
<x>/Interface/<x>/Stats/ErrorsReceived
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter32] The total number of ZigBee packets received that contained errors preventing them from being delivered to a higher-layer protocol.
<x>/Interface/<x>/Stats/UnicastPacketsSent
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


[StatsCounter32] The total number of ZigBee packets requested for transmission which were not addressed to a multicast or broadcast address at this layer, including those that were discarded or not sent.
<x>/Interface/<x>/Stats/UnicastPacketsReceived
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter32] The total number of ZigBee packets received which were not addressed to a multicast or broadcast address at this layer.
<x>/Interface/<x>/Stats/DiscardPacketsSent
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter32] The total number of ZigBee packets requested for transmission which were chosen to be discarded even though no errors had been detected to prevent the ZigBee packets being transmitted.

<x>/Interface/<x>/Stats/DiscardPacketsReceived
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


[StatsCounter32] The total number of ZigBee packets received which were chosen to be discarded even though no errors had been detected to prevent their being delivered.
<x>/Interface/<x>/Stats/MulticastPacketsSent
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter32] The total number of ZigBee packets requested for transmission which were addressed to a multicast address at this layer, including those that were discarded or not sent.
<x>/Interface/<x>/Stats/MulticastPacketsReceived
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter32] The total number of ZigBee packets received which were addressed to a multicast address at this layer and delivered by this layer to a higher layer.

<x>/Interface/<x>/Stats/BroadcastPacketsSent
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter32] The total number of ZigBee packets received which were addressed to a broadcast address at this layer and delivered by this layer to a higher layer.

<x>/Interface/<x>/Stats/BroadcastPacketsReceived
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


[StatsCounter32] The total number of ZigBee packets received which were addressed to a broadcast address at this layer and delivered by this layer to a higher layer.
<x>/Interface/<x>/Stats/UnknownPacketsReceived
	Status
	Tree Occurrence
	Format
	Min. Access Types

	Required
	OneOrMore
	Int
	Get, Add, Delete, Replace


StatsCounter32] The total number of ZigBee packets received which were discarded because of an unknown or unsupported protocol.
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