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8 Reason for Change

 This CR is based on the previous input previous contribution “OMA-DM-GwMO-2014-0001-INP__Alternative_Proxy_Secure” 
And also suggestion from  Mr. Henrique(Samsung) to put the Proxy Secure Privilege MO as part of already existing Device Config MO. This is taken into consideration.

Add/Modify Privilege ACL sequence is added when at least one primary DM Server Account in the Device.
9 Impact on Backward Compatibility

NA
10 Impact on Other Specifications

NA 
11 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

12 Recommendation

We kindly request the group to give suggestions or agree the CR.
13 Detailed Change Proposal

Change 1:  Secure Proxy Privilege as part of Device Config MO.
8.3 Gateway Config MO

8.3.4 MO Description

The Gateway Config MO resides in the Management Tree [DMTND] of the DM Gateway and it maintains information regarding the handling of different types of End Devices by the DM Gateway. This MO contains the following sub-trees:
· DevTypeInfo: This sub-tree is used to hold control information for reporting the Device Attach/Detach alerts and providing bootstrapping information depending on the device type of the End Devices.

· Config: This sub-tree is used by the DM Server to configure the DM Gateway for features such as the reporting of alerts that the DM Gateway might send to the DM Server.  It is also used to store End Device credentials on the DM Gateway for those End Devices that require DM Server assisted bootstrapping [section 8.5.1.1].
· DevGroup: This sub-tree is used to assign attached End Devices into groups, which can then be addressed for command fanouts or notification fanouts.
· Priviliges: This sub-tree is used to provide the secure management operations in proxy mode. This contains access rights on a certain resources in device. This provides privilege permissions for the servers to send management commands on the group of devices or single device. For any management operation from server on the group of end devices or end device, DM Gateway would check this permissions for authorisation of Originating server’s Management Command. This also used to add or change the rights for other servers by  receiving  a device management command to Privileges  from primary server to add/modify an ACL for secondary server who doesn’t have access right on a certain resource in a device or device group on the DM Gateway.
Figure 3 gives the pictorial description of the Gateway Config MO.  The description of the various nodes within this MO is given below.
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Figure 3: Gateway Config MO
	<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This placeholder node is the root node for the Gateway Config MO. The parent node of this node defines the location of this MO in the DM Gateway's Management Tree.

The Management Object Identifier for the Gateway ConfigMO MUST be: “urn:oma:mo:oma-gwmo-config:1.0”.


	<x>/DevTypeInfo


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node contains all of the information pertaining to the handling of different types of End Devices by the DM Gateway.


	<x>/DevTypeInfo/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get, Add, Delete
	

	
	This placeholder node contains information about the handling of one particular type of End Device by the DM Gateway.


	<x>/ DevTypeInfo/<x>/DevType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace
	

	
	The value of this leaf node specifies the device type.


	<x>/DevTypeInfo/<x>/BStrapInfo


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node contains all bootstrapping records that are needed for client-initiated bootstrap for the device type.


	<x>/DevTypeInfo/<x>/BStrapInfo/<x>



	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get, Add, Delete
	

	
	This placeholder node contains one bootstrapping record that has all of the information for client-initiated bootstrap for the device type.


	<x>/DevTypeInfo/<x>/BStrapInfo/<x>/BStrapURL



	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace
	

	
	The value of this leaf node indicates the URL of the Bootstrap Server for the device type.


	<x>/DevTypeInfo/<x>/ReptServerIds


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node contains information about all DM Servers to which the DM Gateway MUST report alerts pertaining to End Devices of the specified device type.


	<x>/DevTypeInfo/<x>/ReptServerIds/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	null
	Get, Add, Delete, Replace
	

	
	The name of this leaf node is the identifier of one DM Server to which the DM Gateway MUST report alerts pertaining to End Devices of the specified device type.  The DM Gateway MUST have been previously bootstrapped to this DM Server.


	<x>/Config


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node contains the configuration parameters for the DM Gateway.


	<x>/Config/Alert


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node is the root node for all of the configuration parameters dealing with  the reporting of Generic Alerts pertaining to End Devices.  If this node has no children, the DM Gateway reports all Generic Alerts pertaining to End Devices to the DM Server(s).


	<x>/Config/Alert/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This placeholder node groups the configuration parameters for the reporting of Generic Alerts based on some criteria (for example, alert type, device type, or device group). This node MUST contain either the DevType child node or the GroupID child node, but not both.


	<x>/Config/Alert/<x>/DeviceType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this leaf node specifies the device type. Note that for OMA DM devices, the device type is determined by the DevType node in the DevDetail MO [DMSTDOBJ].  

This node is mutually exclusive with its sibling GroupID node.


	<x>/Config/Alert/<x>/GroupID


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	chr
	Get
	

	
	The value of this leaf node specifies the GroupID, which is specified in the DevGroup sub-tree of this MO. 

This node is mutually exclusive with its sibling DevType node.


	<x>/Config/Alert/<x>/AlertType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	The value of this leaf node specifies the Generic Alert type.  Absence of this node implies all Generic Alert types.


	<x>/Config/DeviceAppAuth


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node specifies authentication information for hosting End Devices that require DM Server assisted bootstrapping [section 8.5.1.1].


	<x>/Config/DeviceAppAuth/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This placeholder node stores the authentication information for a particular End Device.


	<x>/Config/DeviceAppAuth/<x>/DeviceID


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the Device ID associated with the AppAuth setting.


	<x>/Config/DeviceAppAuth/<x>/AppAuth


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node specifies authentication information for the End Device whose identifier is the value of the sibling DeviceID node.


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more authentication settings.


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthLevel


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication level. See details in [DMSTDOBJ].


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication type. See details in [DMSTDOBJ].


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthName


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the authentication name. See details in [DMSTDOBJ].


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthSecret


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	This node specifies the authentication secret. See details in [DMSTDOBJ].


	<x>/Config/DeviceAppAuth/<x>/AppAuth/<x>/AAuthData


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	No Get
	

	
	This node specifies the authentication data. See details in [DMSTDOBJ].


	<x>/DevGroup


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node contains information pertaining to all device groups that have been set up on the DM Gateway for the group management of devices that are subtending from the DM Gateway.

The DM Server uses the group identifier to fanout commands to multiple End Devices, via a DM Gateway operating in the Proxy Mode.


	<x>/DevGroup/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This placeholder node contains information pertaining to one device group.


	<x>/DevGroup/<x>/GroupID


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, No Replace
	

	
	The value of this node specifies the device group identifier. This value MUST be unique within the Management Tree of the DM Gateway. The value of this node MUST be set by the DM Gateway.
The DM Gateway SHOULD follow some naming convention for device groups to ensure that the device group identifier does not clash with any End Device identifier.


	<x>/DevGroup/<x>/GroupSize


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, No Replace
	

	
	The value of this leaf node is the number of devices within the device group.  The value of this node MUST be set by the DM Gateway.


	<x>/DevGroup/<x>/GroupType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get, Replace
	

	
	The value of this leaf node indicates the criteria for membership of this group.  The value of this node MUST be one of the following:
Value
Semantics
0

Enumerated membership (default value)

1

Membership based on device type

2

Membership based on other conditions set by the DM Server

If the DM Server sets the value to be ‘0’, then the DM Server MUST add individual End Devices under <x>/DevGroup/<x>/Members sub-tree. 

If the DM Server sets the value to be ‘1’ or ‘2’, then the DM Gateway MUST add individual End Devices under <x>/DevGroup/<x>/Members sub-tree according to the conditions specified in <x>/DevGroup/<x>/Condition node.

When the <x>/DevGroup/<x>/Members sub-tree is not empty, the DM Server MUST NOT change the value of this node. Any attempt by the DM Server to change the value of this node when the device group is not empty SHALL be rejected by the DM Gateway, with a status code ‘403 forbidden’.


	<x>/DevGroup/<x>/Members


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node contains all of the members of the device group.


	<x>/DevGroup/<x>/Members/<DevID>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	null
	Get, Add, Delete (in the case of enumerated membership)

Get, No Add, No Delete , No Replace (in the case of device type based membership or other criteria based membership)
	

	
	The name of this placeholder leaf node is the identifier of the device that is the member of the device group. Any attempt by the DM Server to manipulate (Add, Delete or Replace) this node if the value of the related GroupType node is ‘1’ (that is, membership based on device type) or ‘2’ (that is, membership based on other conditions set by the DM Server) MUST be rejected by the DM Gateway, with a status code ‘403 forbidden’.


	<x>/DevGroup/<x>/Condition


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is the parent node for all of the information pertaining to a condition-based group.


	<x>/DevGroup/<x>/Condition/DevTypeCriteria


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get, Replace
	

	
	The value of this leaf node is the device type associated with the device group set by the DM Server.  This node is mutually exclusive with the <x>/DevGroup/<x>/Condition/OtherCriteria node.


	<x>/DevGroup/<x>/Condition/OtherCriteria


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get, Replace
	

	
	The value of this leaf node is the condition expression that the DM Server wants the End Device to fulfill. The value of this node is set by the DM Server. 

The expression is defined using the following ABNF syntax: 
Expression = Condition *(( "|" / "&" ) Condition)

Condition = CondStr / "(" CondStr ")"

CondStr = URI ( "=" / ">" / "< " / "!=" ) Value

            ; Definition of URI is as per the TND spec

Value = ValueStr / "(" ValueStr ")" / \" ValueStr \"

ValueStr = 1*ValueChar

ValueChar = ALPHA / DIGIT / "+" / "_" / "." / " "
An example of the value of this node is:

(./A/B/Software1/VERSION=1.20 | ./A/B/Software1/VERSION<1.20) & ./A/DevDetail/DevType=Smartphone
This node is mutually exclusive with the <x>/DevGroup/<x>/Condition/DevTypeCriteria node.


	<x>/DevGroup/<x>/PopulateGroup


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	null
	Get, Exec
	

	
	This node is used with the Exec command by the DM Server to populate the group when the value of its sibling GroupType node is ‘1’ or ‘2’. This node MUST NOT be present if the value of its sibling GroupType node is ‘0’ (that is, Enumerated membership).

Once the DM Gateway receives the Exec command, it MUST add individual End Devices under <x>/DevGroup/<x>/Members sub-tree according to the conditions specified in the <x>/DevGroup/<x>/Condition node.


	<x>/Privileges


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This node contains  information about the Target IDs( Device Id or Group ID ) with respective list of URIs  along with corresponding list of Privilege Limitation rights(Privilege ACL).


	<x>/Privileges/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This placeholder node contains information about the handling of one particular type of Target ID ( device or group of devices) by the DM Gateway.


	<x>/Privileges/<x>/TargetID


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this node specifies the GroupID or Device ID. The type of the identifier is determined by the TargetType  node, which is present in the same sub-tree. The format of the Group ID would be as specified in the DevGroup sub-tree of this MO. And the format of the DeviceID would be as specified in Inventory MO of GwMO1.0


	<x>/Privileges/<x>/TargetType


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this leaf node indicates the type of the TargetID which is placed in the same sub-tree.  The value of this node MUST be one of the following:
Value
Semantics
0

Group ID
1

Device ID
The DM Gateway SHOULD follow some naming convention for device groups to ensure that the device group identifier does not clash with any End Device identifier.


	<x>/Privileges/<x>/<x>


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This is place holder for the URI  and  the corresponding PrivilegeACL of the Target ID.



	<x>/Privileges/<x>/<x>/URI


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this node specifies   the URI(resource) of the end device for which the Privilege Access permissions are applicable. ( Example: Enabling Camera).


	<x>/Privileges/<x>/<x>/PrivilegeACL


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This provides the permissions applied to the Server(Server ID) management operations for the controlled resource of the respective target id  in the DM Gateway. In order to add or change rights for other servers , the gateway, receives a device management command to this node  from primary server  to add/modify an Privilege ACL for secondary server who doesn’t have access right on a certain resource in a device or device group
Format of the Privilege ACL as specified in DM1.2 TND spec (OMA-DM ACL)..


	<x>/Ext


	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is for vendor-specific extensions to the Gateway Config MO.


Change2:- Secure Proxy Privilege Sequences.
8.3         Proxy Mode Operation
8.3.4 Proxy Secure Mechanism

8.3.4.1   DM Privilege Secure Sequence
Success Sequence:- Gateway Checks  Privilege ACL for Server Authorisation as below

[image: image3]
Failure Sequence:- Gateway Checks  Privilege ACL for Server Authorisation as below


[image: image4]
Change3:- Add/Modify Privilege ACL.
8.3.4.2  Add or Modify Privilege ACL in Secure way.

This sequence is about adding or modifying privilege ACL in secure way, when at least one Primary DM server account present on the device. This secure mechanism is used when multiple DM Servers that want to manage a device under the DM Gateway with at least one primary DM server account on the Device. 
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