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8 Reason for Change

 This CR provides the Failure case Add or Modify Privilege ACL for Device.
 This CR also provides the Success and Failure cases for the Group ACL.
9 Impact on Backward Compatibility

NA
10 Impact on Other Specifications

NA 
11 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

12 Recommendation

We kindly request the group to give suggestions or agree the CR.
13 Detailed Change Proposal

Change 1:  Secure Proxy Privilege as part of Device Config MO.
8.3.4.2 
Add or Modify Privilege ACL in Secure way 
Figure 16  and other below figures shows the sequence for adding or modifying privilege ACL in secure way, when at least one Primary DM server account present on the device or group . This secure mechanism is used when multiple DM Servers that want to manage a device or group under the DM Gateway with at least one primary DM server account on the End Device. In this scenario, provides End-to-End security by receiving a device management command to Privileges nodes in Gateway Config MO from primary server to add/modify privilege ACL – in order to add permissions for the secondary servers, which does not have access right on certain resources of end devices.  In this case the DM Gateway proceeds with the following steps.
Success Case for Device:-
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Figure 16: Addition or Modification of Privilege ACL in Secure Way for Device – Success.
Step 1: The DM server A sends management command to add or modify the Privilege ACL and the corresponding nodes on the DM Gateway. 

Step 2: The DM Gateway gets the ACL for the corresponding URI of the End Device.

Step 3: The End Device A returns the ACL queried by the DM Server.

Step 4: The DM Gateway verifies the Device A URI ACL and checks whether Server A have replace permissions for the           Device URI ACL or not.

Step 5: If the verification proved success that the Server A has replace permissions on ACL of the Device URI, Gateway adds or modifies Privilege ACL successfully 

Step 6: Gateway sends the success status to the server A

Figure XX shows the Failure sequence for adding or modifying  privilege for End Device.
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FigureXX: Addition or Modification of Privilege ACL in Secure Way for Device- Failure.
Step 1: The DM server A sends management command to add or modify the Privilege ACL and the corresponding nodes on the DM Gateway. 

Step 2: The DM Gateway gets the ACL for the corresponding URI of the End Device.

Step 3: The End Device A returns the ACL queried by the DM Server.

Step 4: The DM Gateway verifies the Device A URI ACL and checks whether Server A have replace permissions for the           Device URI ACL or not.

Step 5: If the verification proved failure, Gateway sends the failure status to the server A

FigureYY shows the Success sequence for adding or modifying  privilege for the Group.
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             FigureYY: Addition or Modification of Privilege ACL in Secure Way for Group- Success
Step 1: The DM server A sends management command to add or modify the Privilege ACL and the corresponding nodes on the DM Gateway for Group.

Step 2: The DM Gateway gets the ACLs for the corresponding URIs of  all the End Devices in the  Group ( Group ID ).

Step 3: The End Devices  A, B and C of the Group returns the ACLs .

Step 4: The DM Gateway verifies all the Devices URIs’ ACLs of the Group and checks whether Server A have replace permissions or not.
Step 5: If the verification proved success that the Server A have replace permissions on ACLs of all corresponding Devices’ URIs  in associated Group, Gateway adds or modifies Privilege ACL successfully  for the Group.
Step 6: Gateway sends the success status to the server A

FigureZZ shows the Failure sequence for adding or modifying  privilege for the Group.
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                   FigureZZ: Addition or Modification of Privilege ACL in Secure Way for Group- Failure
Step 1: The DM server A sends management command to add or modify the Privilege ACL and the corresponding nodes on the DM Gateway for Group.

Step 2: The DM Gateway gets the ACLs for the corresponding URIs of  all the End Devices in the  Group ( Group ID ).

Step 3: The End Devices  A, B and C of the Group returns the ACLs .

Step 4: The DM Gateway verifies all the Devices URIs’ ACLs of the Group and checks whether Server A have replace permissions or not.( Here example Device B URI does not have replace permissions ) 
Step 5: If the verification proved Failure, Gateway sends the failure status with failed device IDs list to the server A. (here in this case it sends Device B ID )
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