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1. Scope
(Informative)

This document lists the requirements for the OMA DM Gateway Management Object enabler.
2. References

2.1 Normative References

	[GwMO_WID]
	“DM Gateway Management Object V 1.0, Work Item Document”, April 2010, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	


2.2 Informative References

	 [DMDICT]
	" OMA Device Management Dictionary", Draft Version 1.0, , Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y,                                                                 URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

Kindly consult [DMDICT] and [OMADICT] for all definitions used in this document.
3.3
Abbreviations

	DM
	Device Management

	GwMO
	Gateway Management Object

	OMA
	Open Mobile Alliance

	
	


4. Introduction
(Informative)

The OMA DM protocol is used for the remote management of devices. In many instances, the OMA-DM Server and the OMA-DM Client communicate with each other directly. However, direct communication between the DM Server and the DM Client is not always possible, nor desirable, due to inaccessibility of devices behind a firewall or devices supporting a management protocol other than OMA-DM. This document provides the requirements for OMA DM to manage devices indirectly i.e. through a gateway. This gateway is managed by an OMA DM server, and in turn, the gateway manages other devices under it.
4.1 Modes of Operation

[GwMO_WID] defines the following three modes of operation for the DM Gateway:

· Transparent Mode: The Gateway maintains a mapping between the local/private and global/public identity of the device to assist the DM server in sending a notification to the DM client
· Proxy Mode: The Gateway manages devices on behalf of the OMA-DM Server

· Adaptation Mode: The Gateway manages non-OMA-DM devices on behalf of the OMA-DM Server
5. Gateway Management Object release description 
(Informative)

N/A
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Release

	GwMO-HLF-001
	The GwMO enabler SHALL support a mechanism to allow DM sessions against a device placed behind a firewall or NAT (“Network Address Translator”).
	1.0

	GwMO-HLF-002
	The GwMO enabler SHALL specify a mechanism to allow continuous management of devices, even if the devices are moved across networks.
	1.0

	GwMO-HLF-003
	The GwMO enabler SHALL provide a mechanism to notify the DM Server of the correlation between a Gateway and devices connected to that Gateway.
	1.0

	GwMO-HLF-004
	The GwMO enabler SHALL enable a DM Server to send a notification to a DM Client that is running on a device that does not have a publicly routable address.
	1.0

	GwMO-HLF-005
	The GwMO enabler SHALL support a mechanism for a DM Gateway to manage an end device on behalf of a DM Server.
	1.0

	GwMO-HLF-006
	The GwMO enabler SHALL support a mechanism to enable remote management of an end device that is not bootstrapped with any external DM Server.
	1.0

	GwMO-HLF-007
	The GwMO enabler SHOULD support a mechanism to enable a DM Client to interact with an external DM Server in environments where direct interaction between a DM Client and an external DM Server is not allowed.
	1.0

	GwMO-HLF-008
	The GwMO enabler SHALL support querying of a DM Gateway to obtain summarized information pertaining to all the devices that are deployed behind the Gateway.
	1.0

	GwMO-HLF-009
	The GwMO enabler SHALL support adding a new Device, so that the Device can be managed through the Gateway.
	1.0

	GwMO-HLF-010
	The GwMO enabler SHALL support the ability to fan-out DM commands from a DM Server to multiple end Devices.
	1.0

	GwMO-HLF-011
	The GwMO enabler SHALL support the ability to aggregate responses from multiple end Devices and send a consolidated response back to the DM Server.
	1.0


Table 1: High-Level Functional Requirements

6.1.1 Security

6.1.1.1 Authentication

	Label
	Description
	Release

	GwMO- SECACATE-001
	The GwMO enabler SHALL conform to the authentication requirements of OMA-DM.
	1.0


Table 2: High-Level Functional Requirements – Authentication Items
6.1.1.2 Authorization

	Label
	Description
	Release

	GwMO- SECARIZE-001
	The GwMO enabler SHALL conform to the authorization requirements of OMA-DM.
	1.0


Table 3: High-Level Functional Requirements – Authorization Items

6.1.1.3 Data Integrity

	Label
	Description
	Release

	GwMO-SECDI-001
	The GwMO enabler SHALL conform to the data integrity requirements of OMA-DM.
	1.0


Table 4: High-Level Functional Requirements – Data Integrity Items

6.1.1.4 Confidentiality

	Label
	Description
	Release

	DM-SECCONF-001
	The GwMO enabler SHALL conform to the confidentiality requirements of OMA-DM.
	1.0


Table 5: High-Level Functional Requirements – Confidentiality Items

6.1.2 Charging Events
N/A
6.1.3 Administration and Configuration

	Label
	Description
	Release

	GwMO-ADM-001
	The GwMO enabler SHALL support the management of the DM Gateway and associated functionalities (e.g. NAT, firewall, router).
	1.0


Table 6: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

N/A
6.1.5 Interoperability

	Label
	Description
	Release

	GwMO-IOP-001
	The GwMO enabler SHALL provide a mechanism to allow a device with a non OMA-DM Client to be managed by an OMA-DM Server.
	1.0


Table 7: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

N/A
6.2 Overall System Requirements

N/A
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version.


A.2 Draft/Candidate Version GwMO 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

 OMA-RD-GwMO-V1_0
	30 Apr 2010
	All
	Baseline document as agreed in “OMA-DM-GwMO-2010-0002-INP_Baseline_RD”:

· Imported the gateway requirements that were deleted from OMA-RD-DM-V2_0-20100124-D
· Added some requirements based on OMA-DM-GwMO-2010-0001R01-INP_Use_Case_Discussion

	
	03 May 2010
	All
	Clerical change from “TS” to “document” in section 4

Re-numbering of tables in the whole document.

	
	25 May 2010
	4, 6.1, Appendix B
	Incorporated Agreed CR “OMA-DM-GwMO-2010-0005R01-CR_Additional_Requirements_for_GwMO”


Appendix B. Use Cases
(Informative)

The use cases pertaining to GwMO are listed in the following documents:
· OMA-DM-GwMO-2010-0001R01-INP_Use_Case_Discussion
· OMA-DM-GwMO-2010-0005R01-CR_Additional_Requirements_for_GwMO
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