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1 Reason for Change

This change to the ACL Syntax relates to the mechanism of assigning a command to a DM Server, giving authorization for the DM Server to execute that command on a specific node or subtree of a Management Object.
The current syntax for defining a command executable by a DM Server in the ACL is defined in TND 7.7.1.5 as


<acl-entry> ::= <command> = <server-identifiers>

Results in usage;

add=DMServerA&delete=DMServerA&replace=DMServerA
With multiple management authorities acting on a single client there is potential for the ACL to become unduly large as each command for each server must be explicitly assigned in the above fashion. A more efficient mechanism would be to list the DM Server followed by a list of commands that are authorized for that server. An example syntax would be;


DMServerA=add+delete+replace
This CR modifies the TND ACL Syntax to allow the above form to be used.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact on other specifications.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM Working Group is requested to approval and adopt this change.
6 Detailed Change Proposal

Change 1:  Modify ACL Syntax for DM Server and command assignment
7.7.1.5 ACL syntax

The ACL structure is a list of Server Identifiers where each identifier is associated with a list of OMA DM command names [DMPRO]. The right to perform a command is granted if an identifier is associated with the name of the command that is to be performed. 

The Server Identifier can also have a wildcard value assigned to it. This means that any Server Identifier used to access the Node and/or its properties is granted access.

ACL are carried over OMA DM as a string. The string MUST be formatted according to the following simple grammar.

<acl> ::= <acl-value> | ”No value”

<acl-value> ::= <acl-entry> | <acl-value> & <acl-entry>

<acl-entry> ::= <command> = <server-identifiers> | <server-identifiers> = <command> 
<server-identifiers> ::= <server-identifier> | <server-identifier> + <server-identifiers>

<server-identifier> ::= * | “All printable characters except ‘=’, ‘&’, ‘*’, ‘+’ or white-space characters.”

<command> ::= Add | Delete | Exec | Get | Replace | <command> + <command>
For uniqueness, it is RECOMMENDED that the Server Identifier contain the domain name of the server. For efficiency reasons it is also RECOMMENDED that it is kept as short as possible. The wildcard value for a Server Identifier is character ‘*’. If a <server-identifier> has the value ‘*’, then there SHOULD NOT be any other <server-identifier> values associated with this command in the current ACL. If an ACL entry contains both a wild card, ‘*’, and a <server-identifier>, the access right granted by the <server-identifier> is overridden by the wild card.

Example ACL value:
Add=www.sonera.fi-8765&Delete=www.sonera.fi-8765&Replace=www.sonera.fi-8765+321_ibm.com&Get=*
Or

BlackberryDMS=Add+Delete+Exec+Get+Replace
There is no ACL representation for the Copy command.  Copy exists as a command on its own mainly for efficiency reasons. Any result of a Copy command can always be created by a sequence of other commands. To successfully execute a Copy, a server needs to have the correct access rights for the equivalent Add, Delete, Get, and Replace commands.
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