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1 Reason for Change

As explained in OMA-DM-DM20-2010-0049-INP_MMA_Protocol, several enhancements are required to support the Multiple Management Authority delegation mechanism.
R02: it includes the feedback received.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Creation of a new section 11. Client Authority Delegation

11. Client Authority Delegation

The delegation of a DM Client authority involves at least two DM Servers and one DM Client. Briefly, the delegation mechanism consists of: one DM Server delegating partially/fully/finally/temporarily the management of a DM Client to a second DM Server.
11.1 Delegation types
11.1.1 Partial
The DM Server managing the DM Client delegates a subset (sub-tree) of the DM Tree to another DM Server. This state remains in effect until the delegating DM Server revokes the DM Tree subset delegation privileges given to the delegated DM Server and resumes control.
The state is called Partial Delegation.
11.1.2 Full
The DM Server managing the DM Client delegates the entire DM Tree to another DM Server. This state remains in effect until the delegating DM Server revokes the delegation privilege given to the delegated DM Server and resumes control.
The state is called Full Delegation.
11.1.3 Final
The DM Server managing the DM Client delegates the entire DM Tree or a subset to another DM Server where the delegation is irrevocable. This state remains in effect and the delegating DM Server cannot revoke the delegation privileges given to the delegated DM Server.
The state is called Final Delegation.
11.1.4 Temporary
The DM Server managing the DM Client delegates the entire DM Tree or a subset temporarily (i.e. for a certain period of time) to another DM Server. This state remains in effect until the delegating DM Server revokes all delegation privileges given to the delegated DM Server and resumes control.
The state is called Temporary Delegation.
11.2 Process Flow
The following figure depicts the delegation process initiated by the delegated DM Server:
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1. Delegating DM Server initiates the delegation process
11.2.1 Step1: Delegation Notification
The delegation process may be initiated by the delegating or the delegated DM Server. This consists in providing information related to the targeted DM Client, the DM Server ID and the delegation details.
11.2.2 Step 2: Mutual Authentication

Mutual authentication of the DM Servers.
11.2.3 Step 3: Delegation Initiation
The delegating DM Server sends an Alert Code (1202 – Delegation Initiated) to the DM Client.
11.2.4 Step 4: Client Acknowledgement
The Status Code is sent from the DM Client to the delegating DM Server. The Status Code is 200 if successful.
11.2.5 Step 5: Delegation Start
The delegating DM Server notifies the delegated DM Server, it can bootstrap the DM Client.
11.2.6 Step 6: DM Client Bootstrap
The delegated DM Server bootstraps the DM Client. It creates a new DM Account.
11.2.7 Step 7: Delegated Server Notification
The DMS-2 notifies DMS-1 that the DM Client has been bootstrapped.
11.2.8 Step 8: ACL update
The delegating DM Server modifies the ACL as required.
11.2.9 Step 9: Client Acknowledgement

The Status Code is sent from the DM Client to the delegating DM Server. The Status Code is 200 if successful.
11.3 DM Server to DM Server Interface
The message exchange between two DM Servers interacting to pass over delegation of a Client is shown in the chart below as steps 1, 2, 5 and 7. The execution of these steps is dependent on the success of the protocol exchange between each of the DM Servers and the Client. If at any point in the interaction with the Client the delegation fails, the delegation session between the DM Servers would be terminated.  Upon sending or receipt of a failure message the DM Servers would purge any saved state information associated with the delegation process and revert to the existing delegation scheme prior to the start of the delegation. The DM Server may start the delegation process again at any time.
The following chart shows an example of the message sequence where a delegation failure occurs.
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