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1. Scope

This document describes the Delta Record MO employed in Delta Record management that builds on and leverages the OMA DM v2.0 protocol [DMPRO].It provides a standard DM Management Object which is the interface between a DM Client and Server. This document also describes the associated client-side and server-side behaviour necessary to use the Delta Record feature.
2. References

2.1 Normative References

	[DMARCH]
	“OMA Device Management Architecture, Version 2.0”, Open Mobile Alliance(. OMA-AD-DM-V2_0, URL: http://www.openmobilealliance.org/

	[DMDICT]
	“OMA Device Management Dictionary, Version 2.0”, Open Mobile Alliance(. OMA-SUP-DM_Dictionary-V2_0. http://www.openmobilealliance.org/

	[DMPRO] 

	“OMA Device Management Protocol, Version 2.0”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V2_0, URL: http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, 
URL: http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,  URL: http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005,                                                                                                                                               URL: http://www.ietf.org/rfc/rfc4234.txt 


2.2 Informative References

	[ACMO]
	“White Paper on Provisioning Objects”, Open Mobile Alliance(, OMA-WP-AC_MO   URL: http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 2.0”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V2_0. 
URL: http://www.openmobilealliance.org

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”. Network Working group. June 1999.
URL: http://www.ietf.org/rfc/rfc2616.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”. Network Working Group. January 2005.   URL: http://www.ietf.org/rfc/rfc3986.txt 


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Delta Record
	Contains information showing a modification applied to a specific node in an OMA DM Client Management Object.

	Device Management
	Management of the Device configuration and Management Objects from the point of view of the various Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices and processing events and alarms generated by Devices.

	DM Tree
	A Device Management Tree is a collection of Management Objects [DMDICT]. See also Management Tree [DMDICT].

	
	

	
	

	
	

	
	

	
	

	
	

	
	


3.3 Abbreviations

	DDF
	Device Description Framework

	DM
	Device Management

	MO
	Management Object

	OMA
	Open Mobile Alliance

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator


4. Introduction

As DM Trees contain more managed objects which represent characteristics of a mobile device software and hardware, retrieving the complete DM Tree MOs over-the-air will be a time consuming and costly activity. It is also necessary from time to time for the DM Client and Server to synchronize their DM Trees for other management functions such as software downloading and customer care support to work effectively. Delta Records allow the DM Server to track changes applied to the Client DM Tree MOs. These Delta Records can be used to analyze the state of the Client configuration and synchronize the DM Tree information contained on the Client and Server.

When this feature is enabled all modifications of the DM Tree, including structure and data values, MUST be recorded and stored on the device in the form of Delta Records which can be retrieved by a DM Server. Delta Records provide a history of changes applied to a Client DM Tree including information on the time and authority which enacted the change, as well as the change itself. Delta Records MUST contain a sequence number, timestamp, and authority identifier, which together create a unique identifier per Delta Record.

This feature records in Delta Records the adds, deletes, and changes applied to the Client DM Tree. For management of  Delta Records the ability to retrieve, purge, and asynchronously send Delta Records to a DM Server are defined via the DeltaRec MO. 

The following diagram shows the flow of messages and events related to Delta Records;
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Figure 1: Message flows for Delta Record generation, retrieval, and purging.
5. Delta Records Structure
There are three Delta Record types defined showing adds, deletes and changes to DM Tree MOs. Each record contains a timestamp indicating the time and date the event occurred, a sequence number which is the number in the ongoing list of Delta Records accumulating on the device, and an authorization identifier which is the identifier of the entity that made the change to the DM Tree MO. These are defined as;

Timestamp – as per ISO 8601, format defined in TND section 7.7.6 TStamp
Sequence Number – 1 .. 65,535 (16-bit unsigned)

Authority ID – normally the DM Server name as defined in StdObj ./DMAcc/ServerID

The DM Tree node being referenced by the Delta Record will be identified using its unique URI as defined in the DM Protocol Specification section 5 Node Addressing. The Delta Records are structured in XML and are defined in the following sections.
5.1 Delta Change record 

When a node value in a DM Tree MO is changed this record will show the new value.
<Delta> <time><seq><authID> <change> <DM Tree node URI > <value> </Delta>

5.2 Delta Delete record 
When a node in a DM Tree MO is deleted this record will show the node that has been deleted.
<Delta> <time><seq><authID> <delete> <DM Tree node URI >  </Delta>
5.3 Delta Add record 
When a node in a DM Tree MO is added this record will show the new node and value. The DM Tree node URL in the record includes the new node.
<Delta> <time><seq><authID> <add> <DM Tree node URI>  <value> </Delta>

6. Delta Record Management Object

The management object associated with Delta Record management under an internal node x (dynamically or statically created). 

Management Object identifier:  urn:oma:mo:oma-deltarec:1.0. This identifier SHALL be registered with OMNA (Open Mobile Naming Authority).
Protocol Compatibility:  This object is compatible with OMA Device Management protocol specifications, version 2.0[DMPRO] 
6.1 Figure of the Management Object
(Informative)
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Figure 2: Delta Record Management Object.
6.2 Delta Record Management Object Parameters
This section describes the properties for DeltaRecMO.
	<x>/DeltaRec


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node groups together the parameters and Delta Records defined as a Delta Record Management Object. The ancestor elements of this node define the position in the Management Tree of this Management Object. The location of a Management Object within the DM Tree is out of scope for this specification.

The type of this node MUST be the Delta Record Management Object ID “urn:oma:mo:oma-deltarec:1.0”.


	Recording

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bool
	Get
	

	
	This node indicates whether recording of Delta Records is enabled or disabled. 

The following values are valid:

Value

Description

False

Client DM Tree Delta recording is off

True

Client DM Tree Delta recording is on




	Privileged


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node lists one or more server identifiers (DM Servers) that may purge and retrieve all Delta Records on a Client. 


	Purge


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	null
	Exec
	

	
	This leaf node is the target of an Exec command to purge Delta Records from a DM Client.


	Records


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This node groups the accumulated Delta Records for the mobile device.


	Records/<x>


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrMore
	node
	Get
	

	
	This interior node is a single Delta Record.


	Records/<x>/Timestamp


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	Timestamp format defined in TND section 7.7.6 Tstamp.


	Records/<x>/SeqNumber


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	Unsigned integer in the range 0 to 65535.


	Records/<x>/AuthorityID


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The AuthorityID leaf node is used to identify the DM Server that invoked the change to the DM Tree which generated this record. The AuthorityID may also be an application identifier if the change was invoked from within the DM Client.  


	Records/<x>/ChangeType


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	Values for this field are “Change”, “Delete”, “Add”


	Records/<x>/NodeURI


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This leaf node is the URI of the node in the DM Tree affected by the ChangeType.
Values

Leaf values are in URI format [RFC3986]



	Records/<x>/Value


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	chr
	Get
	

	
	This leaf node contains the new value of the node indicated in the NodeURI leaf node affected by the ChangeType. If the ChangeType is Delete this node will be null.
Editor’s Note: the Format for Records/<x>/Value is polymorphic and needs to be fully defined before this specification is released. A possible solution may be to use XML, or XML Schema, or use TNDS as format type.

	Ext


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This optional interior node designates a branch of the DeltaRec root where platform or vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Delta Record Management Object to provide flexible points of extension for platform or implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.


7. Delta Record Management

The DeltaRec MO allows a DM Server with sufficient authorization to start or stop the generation of Delta Records on a DM Client. The DeltaRec MO also allows a DM Server to retrieve all or some Delta Records, and purge all or some Delta Records on the Client. The DM Client may send asynchronously all Delta Records to a DM Server and may purge all accumulated Delta Records.

7.1 Starting and Stopping Delta Record Recording

The starting and stopping of Delta Record generation on a Client is controlled by the Client or Server through the DeltaRec MO node <x>/DeltaRec/Recording. The node value is a Boolean value and if set to true Delta Record generation will be enabled and if set to false will be disabled. The DM Server sets this value via the DM Protocol command Replace. When set to true a command from a DM Server resulting in a modification of the Client DM Tree will cause the DM Client Delta Record function to create a Delta Record that indicates the change made to the DM Tree. 
7.2 DM Server Retrieving Delta Records

The DM Server with appropriate authority may retrieve all Delta Records from a client at anytime by using the Get command applied to the node <x>/DeltaRec/Records .
Since multiple DM Servers may manage a single DM Client a DM Server that is not listed as a privileged server in the node <x>/DeltaRec/Privileged will only be able to retrieve Delta Records where it is shown as the authority in the record node <x>/DeltaRec/Records/<x>/AuthorityID . A DM Server listed as privileged will be able to retrieve all Delta Records on the Client regardless of the authority that generated the change associated with the Delta Record.

7.3 DM Client Sending Delta Records

In order that Delta Records do not accumulate on a Client indefinitately the Client may asynchronously send all Delta Records to a DM Server. Upon receiving the Delta Records the DM Server SHOULD apply the changes indicated in the Delta Records to its copy of the DM Tree associated with that Client, resulting in the synchronization of the Client and Server DM Trees. Once the Client has received a response from the DM Server indicating successful receipt of the Delta Records the Client MAY delete all the Delta Records that have been sent.

The DM Client will use the Generic Alert mechanism defined in section 8.7 of [DMPRO] to asynchronously send Delta Records to a DM Server.  The Generic Alert message includes the following data:

· An alert type “urn:oma:at:deltarec:1.0” 

· The URI <x>/DeltaRec/Records/<x>  node and its child nodes containing the Delta Records.
The DM Client MUST not send a Generic Alert to a DM Server if there are no Delta Records present in the DeltaRec tree applicable to that DM Server, i.e. a null Generic Alert is not to be used to report that no Delta Records are stored for the DM Server. The DM Server may find this information by performing a Get on the <x>/DeltaRec/Records node.
7.4 Purging Delta Records

Delta Records should from time to time be purged from the DM Client so there is not a long running accumulation of records. The DM Server may choose to store Delta Records indefinitely and for purposes other than DM Tree synchronization but this is out of the scope of this specification. 

To purge or delete all Delta Records from a client the DM Server must have its server identity entered in the <x>/DeltaRec/Privileged node.  To purge records from a DM Client the DM Server issues an Exec command on the DM Client <x>/DeltaRec/Purge node. This will invoke a function to remove all Delta Records stored on the client, pending the DM Servers’ entry as a privileged server.

If the DM Server issues an Exec command to purge Delta Records and it is not listed as a privileged server then only the Delta Records which it is listed as owner in the entry <x>/DeltaRec/Records/<x>/AuthorityID will be removed from the DM Client. 

The DM Client may purge Delta Records at anytime and is by default given privilege to purge all records. See Appendix C best practices for further discussion on purging Delta Records.
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Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for DiagMon Tree Structure

	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


B.2 SCR for DiagMon Client

	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


B.3 SCR for DiagMon System

	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix C. Best Practices for Delta Record Functions
 (Informative)

In order that Delta Records do not accumulate on a mobile device indefinitely, it is recommended that DM Servers periodically retrieve Delta Records from a DM Client and use those records to update (synchronize) their DM Tree. Once the update is successful the DM Server SHOULD send a command to purge the Client of all records.
The DM Client SHOULD send all Delta Records to their appropriate DM Servers before purging Delta Records. 
( 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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[OMA-Template-Spec-20090101-I]

_1335285556.vsd
Client


Server


Package 2: Server sends an Exec command to start Delta Record recording on Client.


Package 4: Server sends command to modify an element of the Client DM Tree


Client modifies DM Tree as per command from Server and generates Delta Record.


Package 4: Server sends command to modify an element of the Client DM Tree


Client modifies DM Tree as per command from Server and generates Delta Record.


.
.
.


Package 4: Server sends a Get command to retrieve Delta Records


Package 3: Client sends Result command with all accumulated Delta Records


Package 4: Server sends an Exec command to purge all Delta Records


Client purges Delta Records



