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1 Reason for Change

DM 2.0 protocol need to define the Data types in JSON format.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal

Change 1:  Creating DM Protocol Chapter and Data Types section  
6. DM 2.0 Protocol

6.1 Data Types

6.1.1 DataType: DMSession

When the DM Client triggered to initiate DM Session by receiving a trigger message or occurring internal event, DM Client will request the DM Server to create DMSession resource.

DMSession resource may or may not contains the DMCommand typed data.

	Element
	Type
	Optional
	RelResourceURI
	Description

	Session
	DMSession
	no
	session
	

	Session/SessionId
	xsd:unsignedShort
	no
	session/<sessionId>
	session identifier for the set of DM Command to be performed by Client

	Session/CommandList
	array of DMCommand
	no
	N/A
	place holder of DM Command

	Session/RespURI
	xsd:anyURI
	yes
	session/result
	URI to report back the result


6.1.2 DataTyep: DMCommand

DMCommand typed data is representation of Device Management instruction from the DM Server. The DM Client will generate the DMCommandResult typed data, and the DMCommandResult will be sent by issuing HTTP-POST request as the part of  DMSessionResult typed data.  

	Element
	Type
	Optional
	RelResourceURI
	Description

	Command
	DMCommand
	no
	N/A
	Device Management command information

	Command/CmdId
	xsd:unsignedShort
	no
	N/A
	ID for DM Command

	Command/Op
	Get, Set, Exec, Show
	no
	N/A
	Operation of the command

	Target
	xsd:string
	no
	N/A
	Path string to address the target of operation, or URI to show for Show operation

	RespURI
	xsd:anyURI
	yes
	device/<deviceId>/tree
	The URI to report the current value of targeted sub-tree of the DM Tree.


6.1.3 DataType: DMCommandResult

	Element
	Type
	Optional
	RelResourceURI
	Description

	CommandResult
	DMCommandResult
	no
	session/<sessionId>/result
	Report information of performing DM Session

	CommandResult/CmdId
	xsd:unsignedShort
	no
	N/A
	ID for reporting DM Command

	CommandResult/Op
	“Get”, “Set”, “Exec”, or “Show”
	no
	N/A
	Operation of reporting the DM Command

	CommandResult/Status
	xsd:string
	no
	N/A
	Status code for DM Command


6.1.4 DMSessionResult

DMSessionResult is the JSON data format to send the result of processing DMSession typed data given from DM Server.

	Element
	Type
	Optional
	RelResourceURI
	Description

	SessionResult
	DMSessionResult
	no
	session/<sessionId>/
result
	Result information of performing DM Session

	SessionResult/ResultList
	array of DMCommandResult
	no
	N/A
	Place holder for DMCommandResult(s)


6.1.5 DataType: DMTree

DMTree is the JSON data format to send the set of Management Objects to be managed by DM Server. The Client may replace with new set of Management Object by issuing HTTP-POST request on ‘tree’ resource URI. 

	Element
	Type
	Optional
	RelResourceURI
	Description

	DMTree
	DMTree
	no
	device/<deviceId>/tree
	DM Tree information of the Device

	DMTree/MOList
	array of MOData
	no
	device/<deviceId>/tree/
<mo-path>
	MO structured data which is addressed by the mo-path


6.1.6 DataType: DMAccount

DMAccount is the JSON data format to provide Bootstrap information for DM Client from DM Server. When the DMAccount data is successfully processed by DM Client, the DM Client MUST request to be managed the Management Objects on the Device with issuing HTTP-POST request on ‘tree’ resource URI.

	Element
	Type
	Optional
	RelResourceURI
	Description

	Account
	DMAccount
	no
	account/<accountId>
	DM Account setting information

	Account//Name
	xsd:string
	yes
	N/A
	Display name for account setting

	Account/PrefConnRef
	xsd:string
	yes
	N/A
	Preferred Connectivity setting 

	Account/ToConnRef
	array of MOData(ConnMO)
	yes
	N/A
	place holder of Connectivity settings

	Account/AAuthPref
	xsd:string
	yes
	N/A
	Preferred AAuth setting

	Account/AppAuth
	array of AppAuthData
	yes
	N/A
	Authentication credential data


6.1.7 DataType: AppAuthData

	Element
	Type
	Optional
	RelResourceURI
	Description

	AAuthData
	AppAuthData
	no
	N/A
	Authentication credential data

	AAuthData/AAuthLevel
	xsd:string
	no
	N/A
	Authentication Level parameter

	AAuthData/AAuthType
	xsd:string
	no
	N/A
	Authentication Type parameter

	AAuthData/AAuthSecret
	xsd:base64Binary
	yes
	N/A
	Authentication secret data encoded in base64

	AAuthData/AAuthData
	xsd:base64Binary
	yes
	N/A
	Authentication data encoded in base64


6.1.8 DataType: MOData

MOData is the JSON data format to change or to retrieve the node value of DM Tree. Both DM Client and DM Server may replace any node values with MOData which MAY or MAY NOT contain the complete set of node value pairs. When the only subset of node value pairs are contained in MOData, appearing node value pairs are replaced with current value.

	Element
	Type
	Optional
	RelResourceURI
	Description

	MOData
	MOData
	no
	device/tree/ or device/tree/<root-path
	Serialized Management Object structured data

	MOData/MOID
	xsd:string
	no
	N/A
	MO ID for the DM Tree

	MOData/Path
	xsd:string
	no
	N/A
	Path string which is associated the root node of the Management Object

	MOData/DDF
	xsd:anyURI
	yes
	N/A
	URL to retrieve the MO information in DDF

	MOData/Data
	JSON Object
	no
	device/tree/
	Serialized MO structure data


6.1.8 Mapping rule of serializing MO structure to JSON format

Any Management Object can be converted to JSON format following rules:

1. The interior nodes are represented as the named JSON string

2. Each sub-tree nodes are represented as member of JSON Object

3. The leaf nodes will take JSON value

4. If the value of the node is not going to update, that node will be omitted

1. {
2.       "DevType" : "smartphone",

3.       "FmV" : "1.02",

4.       "HwV" : "1.01a",

5.       "Roaming" : "0",

6.       "SwV" : "1.15",

7.       "URI" : { "MaxDepth" : "0",

8.           "MaxSegLen" : "0",

9.           "MaxTotLen" : "0"

10.         }

11.     } }
Fig-x: Example of Serialized MOData (DevInfo MO)
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