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1 Reason for Contribution

The new DM NG Authorization was discussed by OMA-DM-DMNG-2011-0046R01-INP_Outlook_for_DM_NG_Authorization. During the discussion, some members requested real examples of MOs, applied with the proposal. This input contribution contains those MO examples, and could help others figure out the overall idea and see the impacts on the existing MOs.
For convenience, here is the summary of the new DM NG Authorization

· Specifying the ACL with 4 authorization group (R, A, W, C)
R=read, A=add, W=write, C=control
· Inclusion relationship; R < A < W < C

	Autho Group
	Rights for Leaf node 
	Rights for interior node
	Rights for non-ACL property
	Rights for ACL property 

	R
	Get
	Get
	Get
	Get

	A
	Get
	Get, Add
	Get
	Get

	W
	Get, Replace, Delete
	Get, Add, Delete, Replace 
	Get, Replace 
	Get

	C
	Get, Replace, Delete 
	Get, Add, Delete, Replace 
	Get, Replace 
	Get, Replace 


· Only specified nodes have ACL property
ACL for unspecified nodes are decided by ACL inheritance

2 Summary of Contribution

This contribution shows how the proposed DM NG Authorization impacts the existing MOs.
3 Detailed Proposal

TrapMO

In particular, a TrapMO is used to report the occurrence of an event of interest. A Trap is associated with a trap identifier and a server identifier.  It also defines a collection method and a reference node to refer to other management objects or URI, which may be associated with additional activities, e.g. DiagMonMO.
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Figure 1: Diagnostics and Monitoring Trap Management Object, the nodes marked red have ACL
Management Object Properties

This Section describes the properties for Trap Management Object.

	<x>



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	DM NG Access Type

	
	Required
	OneOrMore
	node
	Get, Add

	A

	
	This interior node groups together the parameters of the DiagMon Trap MO. The ancestor elements of this node define the position in the DM tree of this MO. 

The type of this node MUST be the Trap Management Object ID “urn:oma:mo:oma-diagmontrap:1.0”


	<x>/TrapID



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The TrapId leaf is used to define a unique identifier that identifies a Trap MO.  The value of the leaf object MUST be a unique registered identifier.

Values

Leaf values are in URN format [RFC3986] (OMNA May be used to register the URN).




	<x>/Enabled



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bool
	Get, Replace
	

	
	The Enabled node is used to indicate if the Trap is enabled (’true’) or disabled (‘false’).  If the Trap is disabled, no action related to the Trap is performed.


	<x>/ToRef



	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node is a placeholder for all recipient reference.


	<x>/ToRef/TargetServer 

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node is a placeholder for specifying targeted server as a trap recipient.


	<x>/ToRef/TargetServer/<x>

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	DM NG Access Type

	
	Required
	ZeroOrMore
	node
	Add, Delete, Get
	W

	
	This interior node is a placeholder for each registration for outward notification.


	<x>/ToRef/TargetServer/<x>/ServerID

	Status
	Tree Occurrence
	Format
	Min. Access Types
	DM NG Access Type

	Required
	One
	chr
	Get, No Replace,
	R


This leaf node specifies the server identifier of the registered DM Server.

	<x>/ToRef/TargetServer/<x>/Trigger

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get, Replace
	

	
	This interior node indicates when to send notification to this particular server. If this node is missing, it has the same effect as Active. 

Values

Meaning
0 
Trap transitions to Active 

1 
Trap transitions to Inactive

2 

Trap transitions between Active and Inactive




	<x>/ToRef/TargetServer/<x>/Ext

	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	Optional
	ZeroOrOne
	node
	Get
	


This interior node is a placeholder for extension by vendors or standards organizations.

	<x>/ToRef/TargetURI

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	node
	Get
	

	
	This interior node indicates the targeted internal executable node as a trap recipient.


	<x>/ToRef/TargetURI/<x>

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	DM NG Access Type

	
	Required
	ZeroOrMore
	node
	Add, Get, Replace
	W

	
	This interior node is a placeholder for each registration for inward notification.


	<x>/ToRef/TargetURI/<x>/URI

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get, Replace
	

	
	This leaf node specifies the device internal target URI reference which will be invoked by trap.


	<x>/ToRef/TargetURI/<x>/Trigger

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	int
	Get, Replace
	

	
	This interior node indicates when to invoke the URI. If this node is missing, it has the same effect as Active.
Values

Meaning
0 
Trap transitions to Active 

1 
Trap transitions to Inactive

2 

Trap transitions between Active and Inactive




	<x>/ToRef/TargetURI/<x>/RegisteredServerID

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	DM NG Access Type

	
	Required
	One
	chr
	No Get, No Replace
	No R

	
	This leaf node specifies the server identifier of the DM Server that registered the inward trap (e.g. ServerID which added the TargetURI/<x> subtree). The DM Client MUST set the value of this node when the trap is registered. This leaf node MUST only be used by the DM Client to check whether the DM Server has the proper authorization for notifying the inward trap (i.e. Exec permission on the executable node pointed by ToRef/TargetURI/<x>/URI).


	<x>/ToRef/TargetURI/<x>/Ext

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is a placeholder for extension by vendors or standards organizations.


	<x>/ Ext

	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is a placeholder for platform or vendor specific extensions.


GwMO-Device Inventory MO (MO-level access control)
MO Description

The Device Inventory MO resides in the Management Tree [DMTND] of the DM Gateway and it maintains a list of devices in the network that are managed through the DM Gateway.  
This MO is updated when the DM Gateway becomes aware of a new End Device in the network or the DM Gateway becomes aware that a previously subtending End Device is no longer present in the network.
Figure 2 gives the pictorial description of the Device Inventory MO.  The description of the various nodes within this MO is given below.
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Figure 2: Device Inventory MO
	<x>


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	DM NG Access Type

	
	Required
	One
	node
	Get
	R

	
	This placeholder node is the root node for the Device Inventory MO. The parent node of this node defines the location of this MO in the DM Gateway's Management Tree.

The Management Object Identifier for the Device Inventory MO MUST be: “urn:oma:mo:oma-gwmo-deviceinventory:1.0”.


	<x>/Inventory


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node is the parent node for all device inventory information.


	<x>/Inventory/DevCount


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	This leaf node gives the number of End Devices that are managed through the DM Gateway. This value MUST only be set by the DM Gateway.


	<x>/Inventory/Records


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	Get
	

	
	This interior node is the parent node for all device inventory entries.


	<x>/Inventory/Records/<x>


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This placeholder node contains the device inventory entry for a specific End Device that is subtending from the DM Gateway.


	<x>/Inventory/Records/<x>/DeviceID


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	The value of this leaf node provides the public identity of the Device. This identifier is used by the DM Server to indicate to the DM Gateway the target End Device to be managed.


	<x>/Inventory/Records/<x>/DevType


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This value of this leaf node indicates the device type. For End Devices supporting OMA DM, this value MUST be the same as the value of the DevType node in the DevDetail MO [DMSTDOBJ].


	<x>/Inventory/Records/<x>/AddressType


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	The value of this leaf node specifies the address type of End Device that is maintained by the DM Gateway.  Valid values for this node MUST be one of the following:

Value

Meaning

Description
0

Non-Routable

The address of the End Device is non-routable. The DM Server cannot access the End Device directly.
1

IPV4

The address of the End Device is a publicly routable IPv4 address. 

2

IPV6

The address of the End Device is a publicly routable IPv6 address.
3

GRUU

The address of the End Device is a GRUU address. The DM Notification will be sent as a connectionless SIP MESSAGE or a connection oriented MSRP message [SIPPush].

. 


	<x>/Inventory/Records/<x>/Address


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	chr
	Get
	

	
	The value of this leaf node provides the public routable address of the device. This node MUST NOT be present if the value of the sibling AddressType node is 0 (i.e. Non-Routable).


	<x>/Inventory/Records/<x>/Mode


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	The value of this leaf node indicates the operation mode of the DM Gateway for the End Device. Valid values for this node MUST be one of the following:
1

The Gateway is operating in Transparent Mode.

2

The Gateway is operating in Proxy Mode.

3

The Gateway is operating in Protocol Adaptation Mode. 

.


	<x>/Ext


	
	Status
	Tree Occurrence
	Format
	Min. Access Types
	

	
	Optional
	ZeroOrOne
	node
	Get
	

	
	This interior node is for vendor-specific extensions to the Device Inventory MO.


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to consider this DM NG Authorization
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