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1. Scope 
(Informative)
This document specifies the OMA Device Management Notification package from the DM Server to the DM Client. A DM Server can use this DM Notification capability to cause the DM Client to initiate a DM session back to the DM Server.

This is OMA Device Management Notification version 2.0, which is not backward compatible with OMA DM Management Notification version 1.3 [DMNOTI1.3].
2. References

2.1 Normative References

	[DMDICT]
	“OMA Device Management Dictionary, Version 1.0”. Open Mobile Alliance(. 
OMA-SUP-DM_Dictionary-v1_0.                                                          URL:http://www.openmobilealliance.org/ 

	[DMPRO] 
	“OMA Device Management Protocol, Version 2.0”. Open Mobile Alliance(. 
OMA-TS-DM_Protocol-V2_0. 
URL:http://www.openmobilealliance.org/ 

	[PushOTA]
	“Push Over The Air”, Open Mobile Alliance(, OMA_TS-PushOTA-V2_3, URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC3629]
	"UTF-8, a transformation format of ISO 10646”, F. Yergeau, November 2003, URL:http://tools.ietf.org/html/rfc3629

	[RFC5198]
	“Unicode Format for Network Interchange”, J. Klensin, M. Padlipsky, March 2003, URL:http://www.ietf.org/rfc/rfc5198

	[RFC6234]
	“US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF)”, D. Eastlake 3rd, etc. May 2011
URL:http://www.ietf.org/rfc/rfc6234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org

	[POSIX]
	TBD


2.2 Informative References
	[DMNOTI1.3]
	TBD


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

Any reference to components of the DTD’s or XML snippets is specified in this “typeface.”

3.2 Definitions
Kindly consult [DMDICT]

 REF reference_DMDICT \h 
 for all definitions used in this document.
3.3 Abbreviations
Kindly consult [DMDICT] for all abbreviations used in this document.
4. Introduction 
(Informative)
Many devices cannot continuously listen for connections from a management server. Other devices simply do not wish to “open a port” (i.e. accept connections) for security reasons.  However, most devices can receive unsolicited messages, sometimes called “notifications”. Some handsets, for example, can receive SMS messages. Other devices may have the ability to receive other, similar datagram messages. A DM Server can use this notification capability to cause the DM Client to initiate a DM session to the DM Server.
DM Notification package can be delivered from the DM Server to the DM Client by using various transports. SMS is a good example for such a transport, and also Google Cloud Messaging for Android (GCM) can be used for the DM Notification package delivery. Other transports are not precluded and can be used on their availabilities.
Basic security functionalities for the DM Notification are specified in this specification, and transport layer security can fulfil more security requirements. When the transport layer can provide enough securities for the device management purposes, no security may be provided within the DM Notification package.
5. DM Notification Package Format
DM Notification packages are encoded in a simple binary format. DM Notification package consists of a fixed-sized header followed by Options. The number of Options is determined by the header. The following figure describes the format of the DM Notification package. Note that the byte order for DM Notification package is Big Endian (Network order).
                     1                   2                   3

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  VER  |    OC   |   RESERVED  |       NOTIFICATION-ID         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                       OPTIONS (if any) ...
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 1: DM Notification package Format
5.1 Package Header

DM Notification header has the fixed size with the 32 bytes. DM Notification header fields MUST appear in order as described in the following table:
	Header Fields
	Bit Length
	Descriptions

	VER
	4
	Version of DM Notification package

	OC
	5
	Number of Options included in the DM Notification package

	RESERVED
	7
	Reserved for future Header fields

	NOTIFICATION-ID
	16
	DM Notification identifier used for detecting the duplication of the DM Notification


Table 1: DM Notification Header Fields
5.1.1 Version (VER)
The VER field specifies the version of the DM Notification package sent by the DM Server. This value is specified by using the 4 bits in the Notification Message. Implementations of this specification MUST set this field to 0x02. Note that this is not the DM protocol version, but the DM Notification package version.
5.1.2 Options Count (OC)
The OC field specifies the number of Options in the DM Notification package. The exact number of Options specified by the OC field MUST appear after the header.
5.1.3 Reserved (RESERVED)
The RESERVED field remains for the future uses.
5.1.4 Notification ID (NOTIFICATION-ID)

The NOTIFICATION-ID field specifies 16-bit unsigned integer used for the detecting the duplication of the DM Notification package. The DM Client might receive the same DM Notification package multiple times, and the duplication can be detected by this field and the Server Identifier of the DM Server that sends the DM Notification. The DM Client MUST drop the duplicated DM Notification package.
The DM Server MUST properly set this field for the DM Client to detect the duplication. For instance, the DM Server may sequentially increase this field for each separate DM Notification package.
5.2 Package Option

In the DM Notification package, Options MUST appear in the increasing order of their Option Number. Each Option is specified by the Option Delta, the Option Length and the Option Value as shown in the below figure.
                                          1
  0   1   2   3   4   5   6   7   8   9   0   1   2   3   4   5
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|  Option Delta |                  Option Length                |

+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
|                       Option Value ...               
+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+---+
Figure 2: Message Option Format
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Option Delta
The Option-Delta field indicates the difference between the Option Number of this Option and the previous Option. The value of this field is specified using 4 bits. This field is used for calculating the actual Option Number as the sum of its Option Delta and the all preceding Option Deltas. For the first Option in the DM Notification package, the Option Delta becomes the Option Number.
5.2.2 Option Length
The Option-Length field specifies the length of the Option Value, in bytes. For instance, if the Option Length value is 3 then the Option Value size is 3 bytes. The value of this field is specified using 12 bits.
5.2.3 Option Value
The format of the Option Value depends on the respective Option. Options defined in this document make use of the following formats for Option values:

· Uint: A non-negative integer which is represented in network byte order using the bytes which Option Length decides.  The Option Value range is calculated by 2 to the power of Option Length in bit. For example if the Option Length is 2, Option Value range is 0-65535 in decimal. 

· String: A Unicode string which is encoded using UTF-8 [RFC3629] in Net-Unicode form [RFC5198]. Note that ASCII strings (that do not make use of special control characters) are always valid UTF-8 Net-Unicode strings.

· Opaque: An opaque sequence of bytes. This type could be used when the other types than Uint or String is required. How to handle this type depends on the Option using this type.
5.3 Standard Options

This specification defines the following standard Options for the DM Notification. The length of each Option is decided by the Option Length.
	No
	Name
	Format
	DM Client Support
	DM Server Support
	Occurrence

	1
	SERVER-ID
	String
	Mandatory
	Mandatory
	ZeroOrOne

	2
	PREFERRED-CON-TYPE
	Opaque
	Mandatory
	Mandatory
	ZeroOrOne

	3
	REQ-MO
	Opaque
	Mandatory
	Mandatory
	ZeroOrOne

	4
	REQ-MO-CV
	Opaque
	Optional
	Mandatory
	ZeroOrOne

	5
	SHA256-DIGEST
	Opaque
	Optional
	Mandatory
	ZeroOrOne


Table 3: Standard Options
5.3.1 Server ID Option (SERVER-ID)
The SERVER-ID Option specifies the Server Identifier of the DM Server. This is the same identifier as in the DM Account Management Object [DMSTDOBJ]. This Option MAY NOT be present if the DM Client is able to discover the Server Identifier of the DM Server that sent the DM Notification. For example, TBD
.
5.3.2 Requested MO Option (REQ-MO)
The REQ-MO option specifies the list of MO indexes, and each MO data specified by the MO index MUST be sent in the Package #1 as specified in [DMPRO]. Since an MO index is represented as a two-byte value, the length of this Option MUST be an even number. The DM Server can request the DevInfo or other MOs by using this option to receive them in the Package #1.
The major benefit to use this Option is for the DM Server to get the MO data from the beginning of the DM session (i.e., Package#1). Then, the DM Server can make management decisions based on the MO data in Package#1, and send management commands directly in the Package#2.
For example, the DM Server can request below MOs to learn the basic information of the device.

· DevInfo MO: this MO gives the device-related information such as the device identifier, firmware version, software version, etc.
· MIMO (MO Instance MO): this MO gives the MO information supported by the device including MOID, HTTP link to the DDF, MIID, ACL, etc.
5.3.3 Requested MO with Cache Validator Option (REQ-MO-CV)

The REQ-MO-CV option is very similar to the REQ-MO Option except that this Option can carry the cache validator for each requested MO. The length of this Option MUST be the multiple of 6 since each request for MO data is represented as 6 bytes. The first two bytes MUST specify the MO index which indicates the requested MO to be sent in Package #1. The other bytes specify the cache validator for the requested MO.

On receiving this Option and if the DM Client supports this option, then the DM Client MUST run the cache validation process to check whether the cache for the requested MO in the DM Server is fresh or stale. If stale, the DM Client MUST send the requested MO in Package#1, and if fresh, the DM Client MUST return the status code ‘XXX Not Modified’ to inform the DM Server that the cached MO data is fresh.
5.3.4 Preferred Connection Type Option (PREFERRED-CON-TYPE)
The PREFERRED-CON-TYPE Option specifies the preferred connection that the DM Client is requested to use for connecting to the DM Server. If multiple preferred connections are specified, the connection which appears first is to have higher priority over the rest of available bearers. The DM Client SHOULD use the preferred connections with higher priority first if they are available. If none of indicated preferred connections is available, the DM Client SHOULD wait until one of them becomes available.

The values of this Option MUST be one of the following:
	Value
	Semantics
	Description

	0x00
	not specified
	Indicates the preferred connection is not specified.


	0x01
	Mobile
	Indicates the preferred connection is mobile.

	0x02
	Wireless
	Indicates the preferred connection is wireless.

	0x03
	Wireline
	Indicates the preferred connection is wireline.


5.3.5 SHA256 Digest Option (SHA256-DIGEST)
The SHA256-DIGEST Option specifies the time and the digest for the DM Notification package. The length of this Option MUST be 36 bytes. The first 4 bytes MUST be the time in POSIX format [POSIX], which indicates the time when the DM Server sends the DM Notification package. This time information can be used to prevent the reply attacks. The remaining 32 bytes MUST be the SHA256 digest. The DM Sever MUST set this Option as follows:
· Step1: The DM Server prepares the DM Notification package with this Option. The time in the first 4 bytes MUST be set to the current time in POSIX format, and the digest MUST be initially set to all zero (zero-digest).
· Step2: The DM Server calculates the SHA256 digest according to [RFC6234]. The Input to the hash function MUST be the concatenation of the DM Server secret and the DM Notification package (i.e., Digest= Hash(server-secret|notification-message).  Note that the DM Notification package contains all zero for the digest (zero-digest) at this step.
· Step3: The DM Server replaces the zero-digest with the computed digest.
The DM Server secret MUST be provided at the XXX node in the DMAcc MO.

When receiving the DM Notification package with this Option, the DM Client MUST ignore the DM Notification package for below cases:

· The DM Server secret is not provisioned at the DM Client
· The digest in the Option is incorrect

When receiving the DM Notification package with this Option, the DM Client MAY ignore the DM Notification package for below cases:

· The digest is correct, but the time indicates the DM Notification package is too old (vendor-specific decision)
6. DM Notification Delivery
This section illustrates how the DM Notification package can be delivered to the DM Client. Other approaches not listed in this section can be also used to deliver the DM Notification package.

6.1 Connectionless WAP Push

The DM Notification package MAY be sent to the DM Client using the Push OTA Protocol over WSP (OTA-WSP) [PushOTA] with the following additional rules:

· The package MUST be sent using the non-secure connectionless push.  

· Application-ID 0x07 MUST be used. 

· Content-Type Code 0x58 MUST be used (application/vnd.syncml.dm.notification).

· Other Push header fields may be included; however the total length of the Push header MUST NOT exceed 48 bytes (to ensure that there is sufficient space for the Push message body that contains the DM Notification package).
For devices on cellular networks, connectionless WAP Push is typically delivered over SMS. For IP-capable devices, connectionless WAP Push MAY be delivered over UDP. In order to receive non-secure connectionless WAP Push over UDP, an IP-capable device MUST listen to the IANA registered port number for connectionless WAP Push (i.e. 2948).
6.1.1 Using non WAP Push capable devices

If the receiver is not a WAP device, it is very unlikely that any other application would be active on the same port, which has been publicly registered with IANA. The decoding of the message headers is very straightforward even if the device lacks a full WAP stack and therefore the device MUST examine if the message has been sent to the default WAP push port (2948) and if the Application-ID and the MIME type are one assigned to the OMA DM Notification Initiation Package. If this information is correct then the message MUST be routed to the OMA Device Management application.
6.2 Google Cloud Messaging for Android

GCM (Google Cloud Messaging for Android) is a service that allows the 3rd party application server to send data to its Android applications on the device. By using GCM, the DM Notification package can be delivered from the DM Server to the DM Client. In this case, The DM Server takes the role of the 3rd party application server, and the DM Client runs as an Android application in the device. To use GCM, the DM Client and the DM Server need be prepared, and it is out of scope of this specification.
How to deliver the DM Notification package using GCM is TBD.
7. Security Considerations

TBD
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	N/A
	N/A
	No prior 2.0 version.


A.2 Draft/Candidate Version History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS-DM_Notification-V2_0
	xx Dec 2012
	All
	The first draft is made based on the OMA-TS-DM_Notification-V1_3


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES] .

B.1 SCR for OMA DM Client
	Item
	Function
	Reference
	Requirement

	
	
	
	


B.2 SCR for OMA DM Server

	Item
	Function
	Reference
	Requirement

	
	
	
	


�Example will be put here how the DM Client can discover the Server ID without this option.


�If this is an optionality, this value can be removed.
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