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1 Reason for Change

This proposal adds new functionality into the TS.
2 Impact on Backward Compatibility

None, it is a new document
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Propose to add the missing chapter into the TS.
6 Detailed Change Proposal

Change 1:  Change this:
5.2.1.1 Package Options
Each Option MUST be uniquely identified with an Option Number, and MAY be present in the DM Notification. The standard Options defined in this specification are as follows:

	Option No
	Name
	Format
	DM Client Support
	DM Server Support
	Occurrence

	1
	SERVER-ID
	String
	Mandatory
	Mandatory
	ZeroOrOne

	
	
	
	
	
	

	
	
	
	
	
	

	4
	PREFERRED-CON-TYPE
	Opaque
	Mandatory
	Mandatory
	ZeroOrOne

	5
	NOTIFICATION-ID
	Uint
	Optional
	Mandatory
	ZeroOrOne

	6
	SHA256-DIGEST
	Opaque
	Optional
	Mandatory
	ZeroOrOne


Table 1: Standard Options
Option carries the value whose format MUST be one of the followings:

· Uint: A non-negative integer which is represented in network byte order using the bytes which Option Length decides.  The Option Value range is calculated by 2 to the power of Option Length in bit. For example if the Option Length is 2, Option Value range is 0-65535 in decimal. 

· String: A Unicode string which is encoded using UTF-8 [RFC3629] in Net-Unicode form [RFC5198]. Note that ASCII strings (that do not make use of special control characters) are always valid UTF-8 Net-Unicode strings.

· Opaque: An opaque sequence of bytes. This type could be used when the other types than Uint or String is required. How to handle this type depends on the Option using this type.
The detailed explanations for each Options as follows:
· Server ID Option (SERVER-ID)
The SERVER-ID Option specifies the Server Identifier of the DM Server. This is the same identifier as in the DM Account Management Object. This Option MAY NOT be present if the DM Client is able to discover the Server Identifier of the DM Server that sent the DM Notification.
· 


· 


· Preferred Connection Type Option (PREFERRED-CON-TYPE)
The PREFERRED-CON-TYPE Option specifies the preferred connection that the DM Client is requested to use for connecting to the DM Server. If multiple preferred connections are specified, the connection which appears first is to have higher priority over the rest of available bearers. The DM Client SHOULD use the preferred connections with higher priority first if they are available. If none of indicated preferred connections is available, the DM Client SHOULD wait until one of them becomes available unless "ANY_AVAILABLE" is used. If "ANY_AVAILABLE" is used, it MUST be put at the end of the preferred connection, and the DM Client SHOULD select any connection type that is currently available if all higher prior connections are not currently available.
The values of this Option MUST be one of the following:
	Value
	Semantics
	Description

	0x00
	ANY_AVAILABLE
	Indicates the preferred connection is anything currently available

	0x01
	MOBILE
	Indicates the preferred connection is mobile

	0x02
	WIRELESS
	Indicates the preferred connection is wireless

	0x03
	WIRELINE
	Indicates the preferred connection is wireline


· Notification ID Option (NOTIFICATION-ID)
The NOTIFICATION-ID Option specifies 16-bit unsigned integer used for detecting the duplication of the DM Notification package. This Option MAY NOT be presented if the underlying transport provides the functionality to discard the duplicated DM Notification package. The length of this Option MUST be 2 bytes.

The DM Client might receive the same DM Notification package multiple times, and the duplication can be detected by this Option and the Server Identifier of the DM Server that sends the DM Notification. The DM Client MUST drop the duplicated DM Notification package.

The DM Server MUST properly set this Option for the DM Client to detect the duplication. For instance, the DM Server may sequentially increase this field for each separate DM Notification package.
· SHA256 Digest Option (SHA256-DIGEST)
The SHA256-DIGEST Option specifies the time and the digest for the DM Notification package. The length of this Option MUST be 36 bytes. The first 4 bytes MUST be the time in POSIX format [POSIX], which indicates the time when the DM Server sends the DM Notification package. This time information can be used to prevent the reply attacks. The remaining 32 bytes MUST be the SHA256 digest. The DM Sever MUST set this Option as follows:

· Step1: The DM Server prepares the DM Notification package with this Option. The time in the first 4 bytes MUST be set to the current time in POSIX format, and the digest MUST be initially set to all zero (zero-digest).

· Step2: The DM Server calculates the SHA256 digest according to [RFC6234]. The Input to the hash function MUST be the concatenation of the DM Server secret and the DM Notification package (i.e., Digest= Hash(server-secret|notification-message).  Note that the DM Notification package contains all zero for the digest (zero-digest) at this step.

· Step3: The DM Server replaces the zero-digest with the computed digest.

The DM Server secret MUST be provided at the AuthNoti/AuthSecret node in the DM Account MO.

When receiving the DM Notification package with this Option, the DM Client MUST ignore the DM Notification package for below cases:

· The DM Server secret is not properly provided at the  AuthNoti sub-tree in the DM Account MO
· The digest in the Option is incorrect

When receiving the DM Notification package with this Option, the DM Client MAY ignore the DM Notification package for below cases:

· The digest is correct, but the time indicates the DM Notification package is too old (vendor-specific decision)
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