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Reason for Change
This CR is to provide the security for Bootstrap.
R01, R02:
· To delete the "Transport Neutral Security". This will delete the dependency on the CP as well
· To complete the security for the server-initiated bootstrap
· To add references
Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
DM WG to review and agree this CR
Detailed Change Proposal
Descriptions for this change here

9.3 [bookmark: _Toc364785285]Security for Bootstrap
Bootstrapping is a sensitive process that may involve communication between two parties without any previous relationship or knowledge about each other. In this context, security is very important. The receiver of a bootstrap message needs to know that the information originates from the correct source and that it has not been tampered with en-route. The sender also wants end-to-end confidentiality to prevent impersonation by eavesdroppers who could see the contents of the bootstrap message containing credentials to access the DM Server. It is important that DM Clients accept bootstrapping commands only from authorized DM Servers.
[bookmark: _Toc83094924][bookmark: _Toc315099339][bookmark: _Toc317786716][bookmark: _Toc317787270][bookmark: _Toc317787322][bookmark: _Toc319069829]



[bookmark: _Toc315099340][bookmark: _Ref315699704][bookmark: _Toc317786717][bookmark: _Toc317787271][bookmark: _Toc317787323][bookmark: _Toc319069830]9.3.1 Bootstrap via DM
[bookmark: _Ref315098378]9.3.1.1 Transports
The Bootstrap message MUST be sent to the DM Client via secure transport.
Transport neutral security MAY also be applied to the Bootstrap message.
Transport specific security MUST be used such as HTTPS.
9.3.1.2 Smartcards
Smartcard is a secure transport. A Smartcard allows for very secure delivery of a Bootstrap message.
For specific specification of a Smartcard, please refer to [OMADICT]. 
Bootstrap data MAY be stored on the smartcard. The behaviour of a DM Client regarding bootstrap data is specified in the section 8.1.
[bookmark: _Ref315098415]
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9.3.1.3 Network Dependent Security
9.3.1.3.1 3GPP_GBA
This method applies only to 3GPP Networks and devices that support GBA Push.
It is assumed that the DM Server has access to both a DM Bootstrap Integrity Key (DMBIK) and a DM Bootstrap Encryption Key (DMBEK) which have been derived from the long-term secret that is shared between the device smartcard and the network using the 3GPP Generic Bootstrapping Architecture (GBA) Push specifications [TS33.223].
The GBA Push procedures MUST be executed prior to sending the bootstrap message itself in order for terminal and network to agree on the DMBIK and DMBEK that SHALL be used to protect the bootstrap message. For more information on how a DM Server can interact with GBA Push see [DM1.3].
The security method and combined integrity and confidentiality are passed as parameters to the content type in the format like this:
Content-Type: MIME type; SEC=type
Where:
MIME type is ‘application/vnd.syncml.dm+wbxml’
SEC = “3GPP_GBA” 
GBA Push allows the generation of a so called Ks_(ext/int)_NAF shared secret both in the network and in the device. From this master key Ks_(ext/int)_NAF, two shared secrets are generated: the DMBIK and the DMBEK.
This 3GPP_GBA method requires:
· The NAF_Id SHALL be constructed using as FQDN the DM Server FQDN and as GBA Ua security protocol identifier the one defined for DM in Open Mobile Naming Authority (OMNA).
· An integrity and confidentiality protected bootstrap message using DMBIK and DMBEK shared secrets and derived from the Ks_(ext/int)_NAF using the GBA key derivation function (see Annex B of [TS33.220] as follows (see notation style and how parameters are used in Annex B of TS 33.220):
· FC = 0x01
· For DMBIK: P0 = "dmbik" (i.e. 0x64 0x6D 0x2D 0x62 0x69 0x6B)
· For DMBEK: P0 = "dmbek" (i.e. 0x64 0x6D 0x2D 0x62 0x65 0x6B )
· L0 = length of P0 is 6 octets (i.e. 0x00 0x06).
The Key to be used in key derivation SHALL be:
· Ks_(ext/int)_NAF
In summary, the DMBIK and DMBEK and SHALL be derived from the Ks_(ext/int)_NAF and static strings "dmbik" and "dmbek" respectively as follows:
· DMBIK = KDF (Ks_(ext/int)_NAF, "dmbik")
· DMBEK = KDF (Ks_(ext/int)_NAF, "dmbek")
The protocol used to send the bootstrap message MUST be capable of transporting the protected OMA DM bootstrap package.


Descriptions for this change here
[bookmark: _Ref364781920][bookmark: _Ref364781935][bookmark: _Toc364785280]8.4 Server initiated bootstrap
In this scenario, upon manufacturing a Device, it packaged and leaves in a clean empty state from the factory. Once a user acquires the Device and personalizes it (e.g. by inserting a Smartcard), the prerequisites for this process are in place. The problem is how to inform the DM Server of the identity, address or phone number of the Device. This can be addressed in many ways discussed below. 
· It could be done at the point-of-sales where a sales system ties in with the management system and delivers the information. 
· It could be done through a self-service web site where the user enters his/her own phone number and this information is delivered to the management system.
· It could be done by the network when the Device registers to the network for the first time. When this happens a trigger could be sent from the core network to the DM Server with the Device’s number.
· It could be done with a voice prompt system where the user is prompted to key in his/her phone number.
Regardless of how the phone number or Device address reaches the DM Server, the DM Server is now in a position where it can send out a DM Bootstrap to the DM Client. 
The DM Clients SHOULD accept Bootstrap Messages only from trusted DM Servers, and the DM Server MUST send the Bootstrap Message to the DM Client using a secure channel.
The DM Server MUST support this mechanism. The DM Client SHOULD support this mechanism.
Figure 10 gives an overview of this scenario.

[bookmark: _Ref303177277][image: Server Initiated BootStrap_S]
[bookmark: _Toc336982074][bookmark: _Toc364785366]Figure 10: Server initiated bootstrap
The Bootstrap Message MUST be secured by using one of security mechanisms described in the section Note: the security for the server initiated bootstrap is FFS.9.1.


Descriptions for this change here
[bookmark: _Toc51147377][bookmark: _Toc315099312][bookmark: _Toc317786693][bookmark: _Toc317787247][bookmark: _Toc317787300][bookmark: _Toc319069807]2.1 Normative References
	[TS33.223]
	"Generic Bootstrapping Architecture (GBA) Push function"
URL:http://www.3gpp.org

	[TS33.220]
	“Generic Bootstrapping Architecture (GBA)”
URL:http://www.3gpp.org
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