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1 Reason for Change

The present CR aims to introduce security consideration for DM Session.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is asked to review this contribution and agree on its content.
6 Detailed Change Proposal

Change 1:  New normative references

Normative References

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, J. Franks, et al., June 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC2817]
	“Upgrading to TLS Within HTTP/1.1”, R. Khare and S. Lawrence, May 2000, URL:http://www.ietf.org/rfc/rfc2817.txt

	[RFC2818]


	“HTTP over TLS”, E. Rescorla, May 2000,                                                  URL:http://www.ietf.org/rfc/rfc2818.txt

	[RFC4279]
	" Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)", P. Eronen, H. Tschofenig, December 2005,                                                                                                                URL:http://www.ietf.org/rfc/rfc4279

	[RFC4346]
	“The Transport Layer Security (TLS) Protocol Version 1.1”, T. Dierks and E. Rescorla, April 2006, URL:http://www.ietf.org/rfc/rfc4346.txt

	[RFC5246]
	“The Transport Layer Security (TLS) Protocol Version 1.2”, T. Dierks and E. Rescorla, August  2008, URL:http://www.ietf.org/rfc/rfc5246.txt

	[SSL]
	“The SSL 3.0 Protocol”, A. Frier, P. Karlton, and P. Kocher, Nov 1996, 

URL: http://datatracker.ietf.org/doc/rfc6101/ 



	[RFC3280]
	“Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile”,          R. Housley, W. Polk, W. Ford, D. Solo, April 2002, 

http://www.ietf.org/rfc/rfc3280.txtURL: 




Change 2:  Section 7.2
7.2 Security for DM Session
The DM Protocol does not provide any security mechanisms to guarantee the integrity and confidentiality of DM session and for the mutual authentication between the DM Client and the DM Server, but relies on the transport layer security mechanisms.



HTTPS is a mechanism for secure communication over a computer network: it is the result of layering the Hypertext Transfer Protocol (HTTP) on top of the SSL/TLS protocol, thus adding the security capabilities of SSL/TLS to standard HTTP communications.

HTTPS provides authentication of the server protecting against man-in-the-middle attacks. Additionally, it provides bidirectional encryption of communications between client and server, protecting against eavesdropping and tampering with and/or forging the contents of the communication. In practice, this provides a reasonable guarantee that the client is communicating with expected server (and not an imposter), as well as ensuring that the contents of communications between the client and the server cannot be read or forged by any third party. 
7.2.1 Confidentiality and integrity

For more robust security for the HTTP connection, SSL [SSL], TLS 1.1 [RFC4346], TLS 1.2 [RFC5246], PSK-TLS [RFC4279], HTTPS, or some form of upgrading to TLS over HTTP [RFC2817] [RFC2818] SHOULD be used. 

Specifically: 

· The DM Server and the DM Client MUST support TLS 1.1[RFC4346].
· The DM Server and the DM Client SHOULD support TLS 1.0 [RFC4279] or TLS 1.2 [RFC5246], SSL 3.0 [SSL] and PSK-TLS [RFC4279].
· The DM Server and the DM Client MUST use TLS 1.0 [RFC4279] or SSL3.0 [SSL] or TLS 1.1 [RFC4346] or PSK-TLS [RFC4279] or TLS 1.2 [RFC5246]. 

· The Client MUST identify that the Server is using TLS1.0 [RFC4279] or SSL3.0 [SSL] or TLS 1.1 [RFC4346] or PSK-TLS [RFC4279] or TLS 1.2 [RFC5246].

· A Session SHALL NOT take place over SSL2.0 or less.

· The Server MUST support the following cipher suites which provide authentication, confidentiality and integrity, when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA

· SSL_RSA_WITH_3DES_EDE_CBC_SHA

· The Client MUST support at least one of the following cipher suites which provide authentication, confidentiality and integrity,  when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA

· SSL_RSA_WITH_3DES_EDE_CBC_SHA

· The Server MUST support the following cipher suites which provide authentication, confidentiality and integrity, when using an PSK-TLS session

· TLS_PSK_WITH_AES_128_GCM_SHA256 

· TLS_DHE_PSK_WITH_AES_128_GCM_SHA256

· TLS_RSA_PSK_WITH_AES_128_GCM_SHA256

· TLS_PSK_WITH_AES_128_CBC_SHA256

· TLS_DHE_PSK_WITH_AES_128_CBC_SHA256

· TLS_RSA_PSK_WITH_AES_128_CBC_SHA256

· The Client MUST support at least one of the following cipher suites which provide authentication, confidentiality and integrity,  when using an PSK-TLS session

· TLS_PSK_WITH_AES_128_GCM_SHA256 

· TLS_DHE_PSK_WITH_AES_128_GCM_SHA256

· TLS_RSA_PSK_WITH_AES_128_GCM_SHA256

· TLS_PSK_WITH_AES_128_CBC_SHA256

· TLS_DHE_PSK_WITH_AES_128_CBC_SHA256

· TLS_RSA_PSK_WITH_AES_128_CBC_SHA256

7.2.2 Authentication
HTTP supports the use of several authentication mechanisms to allow the client to authenticate itself against the server.

In the context of this specification:

· the DM Server MUST support Basic Authentication Schema[RFC2617], Digest Authentication Schema[RFC2617] and X.509 certificate[RFC3280];

· the DM Client MUST support Basic Authentication Schema[RFC2617] and X.509 certificate[RFC3280]; it SHOULD support Digest Authentication Schema[RFC2617].
The necessary credentials MUST be provisioned at the device (see section 8), and the <x>/Auth/Trsp sub-tree in the DM Account MO SHOULD be used.

Change 3:  SCR

B.1 SCR for DM Client
B.1.1 Security
	Item
	Function
	Reference
	Requirement

	DM-SEC-C-001-O
	Support for TLS1.0
	Section 7.2.1
	

	DM-SEC-C-002-O
	Support for SSL 3.0
	Section 7.2.1
	DM-SEC-C-0003-O

	DM-SEC-C-003-O
	Support for at least one cipher suite, when using SSL3.0: 

SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 7.2.1
	

	DM-SEC-C-004-M
	Support for TLS1.1
	Section 7.2.1
	

	DM-SEC-C-005-O
	Support for PSK-TLS
	Section 7.2.1
	DM-SEC-C-006-O

	DM-SEC-C-006-O
	Support for at least one cipher suite, when using PSK-TLS: 

TLS_PSK_WITH_AES_128_GCM_SHA256 , TLS_DHE_PSK_WITH_AES_128_GCM_SHA256, TLS_RSA_PSK_WITH_AES_128_GCM_SHA256, TLS_PSK_WITH_AES_128_CBC_SHA256, TLS_DHE_PSK_WITH_AES_128_CBC_SHA256, TLS_RSA_PSK_WITH_AES_128_CBC_SHA256
	Section 7.2.1
	

	DM-SEC-C-007-O
	Support for TLS1.2
	Section 7.2.1
	

	DM-SEC-C-008-M
	Identifying that the Server is using TLS1.0 or TLS1.1 or SSL3.0 or PSK-TLS or TLS1.2
	Section 7.2.1
	

	DM-SEC-C-009-M
	Support for Basic Authentication Schema
	Section 7.2.2
	

	DM-SEC-C-010-O
	Digest Authentication Schema
	Section 7.2.2
	

	DM-SEC-C-011-M
	X.509 certificate
	Section 7.2.2
	


B.2 SCR for DM Server
B.2.1 Security
	Item
	Function
	Reference
	Requirement

	
	
	
	

	
	
	
	

	DM-SEC-S-001-O
	Support for TLS1.0
	Section 7.2.1
	

	DM-SEC-S-002-O
	Support for SSL 3.0
	Section 7.2.1
	DM-SEC-S-0003-O

	DM-SEC-S-003-O
	Supporting these cipher suites: SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 7.2.1
	

	DM-SEC-S-004-M
	Support for TLS1.1
	Section 7.2.1
	

	DM-SEC-S-005-O
	Support for PSK-TLS
	Section 7.2.1
	DM-SEC-S-006-O

	DM-SEC-S-006-O
	Supporting these cipher suites: TLS_PSK_WITH_AES_128_GCM_SHA256 , TLS_DHE_PSK_WITH_AES_128_GCM_SHA256, TLS_RSA_PSK_WITH_AES_128_GCM_SHA256, TLS_PSK_WITH_AES_128_CBC_SHA256, TLS_DHE_PSK_WITH_AES_128_CBC_SHA256, TLS_RSA_PSK_WITH_AES_128_CBC_SHA256
	Section 7.2.1
	

	DM-SEC-S-007-O
	Support for TLS1.2
	Section 7.2.1
	

	DM-SEC-S-008-M
	Support for Basic Authentication Schema
	Section 7.2.2
	

	DM-SEC-S-009-M
	Digest Authentication Schema
	Section 7.2.2
	

	DM-SEC-S-010-M
	X.509 certificate
	Section 7.2.2
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