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1. Scope
(Informative)

The scope of the Device Manegement architecture document is to define the architecture for the Device Management v2.0 enabler. This document fulfils the functional capabilities and information flows needed to support this enabler as described in the Device Management requirements document [DM-RD].
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[OMA-RD]
	“Device Management Requirements”, Open Mobile Alliance™, OMA-RD-DM-V2_0,
URL:http://www.openmobilealliance.org/ 

	
	


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	


Terminology and Conventions

2.3 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

2.4 Definitions

	Device
	See [OMA-DICT]

	Interface
	See [OMADICT].

	
	


2.5 Abbreviations

	OMA
	Open Mobile Alliance

	
	


3. Introduction
(Informative)
TBD
3.1 Version 1.3
This section provides a high level, concise and informative description of the main functionality supported in the initial enabler or reference release version described in this AD.  The description should be brief, target length should be a few paragraphs.   When the enabler or reference release is finished, this description should be aligned with the final functionality.  

DELETE THIS COMMENT
TBD
3.2 Version 2.0
This section should be included for each new major or minor version of the enabler or reference release covered in the AD.

It should provide a high level, concise and informative description of the new or modified functionality introduced in this version of the enabler or reference release covered in the AD, compared to the previous version.  The description should be brief, target length should be a few paragraphs.  When the enabler or reference release is finished, this description should be aligned with the final functionality differences.

DELETE THIS COMMENT
TBD
3.2.1 Version <x.y.z>

This section should be included for each new service release covered with the AD.   It should describe at a high level the main changes made to the AD compared to the previous version.  The description should be brief, target length should be one paragraph.
DELETE THIS COMMENT

TBD
4. Architectural Model

<< This section defines the enabler’s architectural model.  The model identifies: a) all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1, Figure 2 (or a combination of them, if considered appropriate), are illustrative examples of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces and/or reference points, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views as defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>

TBD
4.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this enabler calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the depdency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualifed reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.

DELETE THIS COMMENT >>

. TBD
4.2 Architectural Diagram

[image: image2.png]DM Client

Enabler
DM-1 Client-Server Notification
DM Server
DM-2 Client-Server Protocol
DM-3 DM Bootstrap Profile via Smart Card 1: Sm art Card '
! OTAProvisioning H
DM-4 DM Bootstrap Profile OTA i Server i

Indicates that enabler uses functions of other component
e.9.DM-1 (and others) ~ Name of interface offered
Indicates intefaces outside scope of DM enabler





Figure 1: Device Management Architecture using interfaces

4.3 Functional Components and Interfaces/reference points definition
4.3.1 Protocol Endpoints
4.3.1.1 DM Client
The DM Client is the abstract software component that conforms to the requirements for DM Clients specified in the OMA Device Management Enabler.
4.3.1.2 DM Server
The DM Server is the abstract software component that conforms to the requirements for DM Servers specified in the OMA Device Management Enabler.

4.3.2 Interfaces
4.3.2.1 DM-1 Client-Server Notification
This provides an interface over which Servers may send device management notification to Clients. This is an interface that is bearer neutral and can operate over many protocols such as WAP Push and SIP Push.
4.3.2.2 DM-2 Device Management Client-Server Protocol
This provides an interface over which Servers may send device management commands to Clients and Clients may return status and alerts to Servers. This is an interface that is bearer neutral and offers many standardized bindings including HTTP and HTTPS. This interface MAY be exposed over an airlink-based data bearer protocol (e.g. GPRS) to provide over-the-air device management capability.
4.3.2.3 DM-3 DM Bootstrap Profile via Smart Card

The {DM Client} may be initially provisioned via a file on a Smart Card. This file contains a series of DM Commands to set or replace configuration settings in the {DM Client}. This is a one-way interface with no feedback from the DM Client. The only expected result is the {DM Client} connecting to the {DM Server} at the next practical opportunity.
4.3.2.4 DM-4 DM Bootstrap Profile OTA
The {DM Client} may be initially provisioned via a file sent by some push protocol This file contains a series of DM Commands to set or replace configuration settings in the {DM Client}. This is a one-way interface with no feedback from the DM Client. The only expected result is the {DM Client} connecting to the {DM Server} at the next practical opportunity.

4.4 Security Considerations

<<Describe security functionalities based on security requirements defined in corresponding Requirement Document. 

Security functionalities should address and consider at least the following features:

Authentication

Authorization

Data integrity

Confidentiality
Non-repudiation
DELETE THIS COMMENT >>

TBD
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Protocol Version
	Reference
	Date
	Description

	1.1.2
	OMA-SyncML-DMProtocol-V1_1_2-20031203-A
	03 Dec 2003
	Initial OMA release

	1.2
	OMA-TS-DM_Protocol-V1_2-20070209-A
	09 Feb 2007
	Approved by TP 

  TP Doc ref# OMA-TP-2007-0075R03-INP_ERP_DM_V1.2_for_Final_Approval

	1.2.1
	OMA-TS-DM_Protocol-V1_2_1-20080617-A
	17 Jun 2008
	Approved by TP

TP ref# OMA-TP-2008-0257R01-INP_DM_V1_2_1_ERP_for_notification  

	1.3
	OMA-TS-DM_Protocol-V1_3-20yymmdd-A
	dd mmm yyyy
	


A.2 Draft/Candidate Version 2.0 History

	Document Identifier
	Date
	Sections
	Description

	OMA-AD-DM-V2_0-20090324-D
	24 Mar 2009
	All
	New baseline

	OMA-AD-DM-V2_0-20091106-D
	06 Nov 2009
	5.2, 5.3, Appendix B
	Applied the following CRs:

· OMA-DM-DM20-2009-0039-CR_Architecture_Diagrams
· OMA-DM-DM13-2009-0087-CR_AD_Diagram_Bug_Fix


Appendix B. Management Authority Diagram and Text (informative)

B.1 Architectural Diagram
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Figure 2: Device Management Architecture using interfaces

B.2 Additional Interfaces
B.2.1 DM-5 DM Exposes Management Objects
The MO schemas are exposed by the {DM Client} through its device management tree.
B.2.2 DM-Func DM Functions

The {Standard Management Objects} represent interfaces to the Device’s {DM Client} configuration and the Device’s DM-related information which may be targeted by a {Device Management Authority} to perform Device Management Functions. The functions available depend upon the DM Standard Object specifications, the access rights assigned to specific parameters for a given Device Management Authority, and on the specific device implementation.

B.2.3 DMA-DMS Interface
The interfaces between a Device Management Authority’s line-of-business systems and a Device Management Server are out of scope. For purposes of illustration, this interface allows the Device Management Authority to submit device management requests to the DM Server and to be apprised of results and device-generated alerts received by the server from the DM Client. For purposes of this reference architecture description, readers should assume that an implementation-specific interface to the DM Server is used by the Device Management Authority to submit DM commands and analyze results returned by the DM Client.

B.2.4 DM Message

The {Device Management Authority} sets the initial provisioning information into the DM Message that can then be used by the {DM Client}. The details of the DM Message are decided by the {Device Management Authority} and typically relate to information necessary for the {DM Client} to connect to the {DM Server}.

Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 More Headers
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