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1. Scope
(Informative)

This document contains use cases and requirements for Open Mobile Alliance Device Management (OMA-DM) version 2.0. It describes a set of enhanced or new functional requirements for the management of a Device.  DM 2.0 is the next major release of OMA’s protocol for remote management of Devices.  Being a major release of the OMA-DM protocol, backward compatibility with DM 1.2 and other minor releases under DM 1.0 is not assured.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	


2.2 Informative References
	[DMDICT]
	" OMA Device Management Dictionary", Draft Version 1.0, , Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[OMAPROC]
	"OMA Organization and Process", Version 1.4, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[ConnMO]
	" Reference Release Definition for ConnMO", Version 1.0, Open Mobile Alliance™, OMA-RRELD-ConnMO-V1_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
Kindly consult [DMDICT] and [OMADICT] for all definitions used in this document.

3.3 Abbreviations
Kindly consult [DMDICT] and [OMADICT] for all abbreviations used in this document.
4. Introduction
(Informative)

The motivation for DM 2.0 stems from two considerations.  One is a general desire to address some of the shortcomings of the currently deployed version of DM i.e. DM 1.2.  The other consideration is to enhance the OMA-DM protocol to make it work for convergence.

Many of the perceived shortcomings of DM 1.2 are being addressed in DM 1.3.  Unfortunately some of the shortcomings of DM 1.2 cannot be addressed while maintaining backward compatibility and therefore they are not being addressed in DM 1.3, as per OMA guidelines [OMAPROC].  These are expected to be addressed in DM 2.0. The major push for DM 2.0 is to tackle issues related to CDM (Converged Device Management).

Historically OMA-DM has been used for the remote management of single-mode wireless devices that are under the purview of a single management authority.  However, in this age of device and service convergence, as multi-mode devices are coming out in the market in increasing numbers and the strict delineation between wireless and wireline devices is getting increasingly blurred, it seems inevitable that OMA-DM 2.0 has to address both the existing and a completely new set of market requirements.
5. Device Management release description 
(Informative)
The Device Management (DM) Enabler provides a platform neutral protocol to allow servers to remotely manage devices. DM is intended to operate over a variety of transport and notification protocols in a platform neutral format.
5.1 Version 1.2
The DM V1.2 Enabler added or improved the following functionality:

· Enhanced security 

· DM Profile bootstrap 

· TNDS 

· Inbox 

· DM Account
· XML Encryption 

· Generic Alert 

· Excluded  "Con" object which provided rudimentary connectivity configuration and which as since been replaced by the ConnMO Reference Release [ConnMO]
· Nonce Resynchronization
5.2 Version 1.3
The DM V1.3 Enabler supports the following additional functionality:
· Support for SIP/UDP transport bindings
· Specify for mandatory support for bootstrap/TNDS
· Support for rich information in notification message including expiration, reason for session, etc.
· Support for the discovery of optional DM features supported by the DM Client.
5.3 Version 2.0

<fill in later>
6. Requirements
(Normative)

<< This section should capture the requirements necessary for service releases to support end-to-end interoperability across different devices, networks, service providers and network operators.  Linkage of requirements to Use Cases is not mandatory.

In cases where a common or shared requirement document will supply requirements for a section below (e.g. Privacy RD), note it in the appropriate section and reference the requirements to be included.  Then, in the table, add any specific requirements not covered by the shared document.

Each requirement listed in the tables below includes an indication of release.  The value for the release should identify the release in which the requirement desired, expected, or is fulfilled.  In early phaes of RD development preceding the RD Review, this field should provide guidance on preferences.  Before commencing the Consistency Review, the fields should be updated, if needed, to reflect the actual requirement coverage fulfilled by the release.

Within the requirement description column in the tables of the following sections, “Notes” might be optionally included. These notes will be considered informative material. Notes are intended to be used to include any kind of information that could help to clarify the corresponding requirement (meaning, applicability, implications, etc.).

In order to improve further development it is recommended that the reason for classifying a requirement as "SHOULD" or “MAY”(instead of "SHALL") shall be given as an "Informational Note" for each such requirement.  See the following example:
	Label
	Description
	Release
	Functional module

	FOO-EXMPL-001
	The FOO Enabler MAY be capable to notify users or not based on political affiliations contained in the User Profile.

Informational Note: This requirement is optional because in some markets this functionality could be forbidden due to regulatory aspects.
	FOO V1.0
	Monitor


For each table (i.e. set of requirements) in this chapter, please provide introductory text describing the background to the requirements.

DELETE THIS COMMENT >>

6.1 Modularisation

<< This section depicts the whole release as a collection of different functional modules. This is NOT an architectural model or diagram but a collection of functional modules where each one is a group of requirements identified as related with the offering/delivering of a functionality.

Modules can be absolutely needed to be able to build a service using the release or it can be a merely optional part adding value. In some way, functional modules can be described as mandatory functionality (core functionality) or optional functionality (value-added functionality). 

Thus, this section will only include a description of each identified functional module and the general character (mandatory / optional) considered for it. 

RELATED WITH THE “FUNCTIONAL MODULE” COLUMN IN THE TABLES IN THE FOLLOWING SECTIONS:

Each requirement listed in the tables in the following sections shall include an indication of the functional module(s) it is intended to pertain to (from the list identified in this section) and if it considered mandatory or optional within each one. 

Each requirement can be part of more than one module and can have a different character in each one (mandatory in some of them and optional in others). 

Examples of functional modules would be: File distribution, Provisioning, Content protection, Remote management, etc.

DELETE THIS COMMENT >>

<Modularisation text goes here>
6.2 High-Level Functional Requirements

<< This clause identifies the high level functional requirements for this release.  These requirements will be used to describe and derive the functions and interfaces that the release will support, and which defines its core purpose.  When writing requirements, care should be taken to recognise the difference between the release specifying a mechanism to perform a function versus its required usage in any given deployment.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Whenever a requirement is directly attributable to a particular actor, it is recommended to mention it.

Examples of such requirements are:

The XYZ release SHOULD support content delivery estimation time before and /or during service execution.

The XYZ release MUST be capable of supporting the Service Provider to log information about invocations of this release
The XYZ release MUST allow the end user to terminate a session

The XYZ release MUST allow actor X to perform function Y

If possible, requirements should be listed in a logical sequence that intuitively captures the behaviour of the release (or feature of the release).

DELETE THIS COMMENT >>

<intro text for High Level requirements here>
	Label
	Description
	Release
	Functional module

	DM-HLF-001
	DM Enabler SHALL be access technology agnostic.
	DM 2.0
	TBD

	DM-HLF-002
	DM Enabler SHOULD support a mechanism to allow DM sessions against a device placed behind a firewall or NAT (“Network Address Translator”).
	DM 2.0
	TBD

	DM-HLF-003
	DM Enabler SHOULD support a mechanism to manage devices without user interface.
	DM 2.0
	TBD

	DM-HLF-004
	DM Enabler SHALL support a mechanism allowing a server to retrieve the state of DM MOs (all or subset) from a client with a focus on the query and response consuming minimum bandwidth and processing resources.


	DM 2.0
	TBD

	DM-HLF-005
	The DM client SHALL allow local device’s applications to interact with the Management Objects.
	DM 2.0
	TBD


Table 1: High-Level Functional Requirements

6.2.1 Security

<< This clause identifies the high-level security needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements. 

in this area.

DELETE THIS COMMENT >>

<intro text for Security requirements here>
	Label
	Description
	Release
	Functional module

	FOO-SEC-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.2.1.1 Authentication

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST be able to authenticate the {requestor of this function | user | device | initiator | ...} {if required by the applicable policies}.
	
	

	
	This function MUST be able to authenticate the {provider of this function | server | proxy | responder | ...} {if required by the applicable policies}.
	
	

	
	This function MUST be able to provide data origination authentication {if required by the applicable policies}. This means, it MUST be possible to ensure confidence that a received message or piece of data has been created by a certain party at some (unspecified) time in the past, and that this data has not been corrupted or tampered with.
	
	

	
	This function MUST be able to provide replay protection {if required by the applicable policies} to ensure confidence that a received message has not been recorded and played back.
	
	

	
	This function MUST be able to authenticate the source of the broadcast or streaming {if required by the applicable policies}.
	
	

	
	This function MUST be able to implicitly authenticate the destinations of the broadcast or streaming {if required by the applicable policies}.
	
	

	
	This function MUST allow the user to authenticate himself to the {device | agent} e.g., by entering a PIN code or by using biometrics if applicable.
	
	

	
	
	
	

	
	
	
	


Table 3: High-Level Functional Requirements – Authentication Items
6.2.1.2 Authorization

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

<intro text for Authentication requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST be able to authorize access only to requestors entitled to access the function.
	
	

	
	
	
	

	
	
	
	


Table 4: High-Level Functional Requirements – Authorization Items

6.2.1.3 Data Integrity

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

<intro text for Data Integrity requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST be able to provide data integrity, protecting against accidental or intentional changes to the data, by ensuring that changes to the data are detectable.
	
	

	
	
	
	

	
	
	
	


Table 5: High-Level Functional Requirements – Data Integrity Items

6.2.1.4 Confidentiality

<< The tables in sections 6.1.1.1 through 6.1.1.4 have model requirements which might be applicable for this RD. 

DELETE THIS COMMENT >>

<intro text for Confidentiality requirements here>
	Label
	Description
	Release
	Functional module

	
	This function MUST use/support data confidentiality that ensures that transmitted information is not made available or disclosed to unauthorised individuals, entities, or processes.
	
	

	
	This function MUST use/support* data confidentiality that ensures that stored information is not made available or disclosed to unauthorised individuals, entities, or processes.
	
	

	
	
	
	

	
	
	
	


Table 6: High-Level Functional Requirements – Confidentiality Items

6.2.2 Charging

<< This clause identifies the high-level charging needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

<intro text for Charging requirements here>
	Label
	Description
	Release
	Functional module

	FOO-CHG-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 7: High-Level Functional Requirements – Charging Items

6.2.3 Administration and Configuration

<< This clause identifies the high-level administration and configuration needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

<intro text for Administration and Configuration requirements here>
	Label
	Description
	Release
	Functional module

	FOO-ADM-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 8: High-Level Functional Requirements – Administration and Configuration Items

6.2.4 Usability

<< This clause identifies the usability needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

<intro text for Usability requirements here>
	Label
	Description
	Release
	Functional module

	FOO-USE-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 9: High-Level Functional Requirements – Usability Items

6.2.5 Interoperability

<< This clause identifies the high-level interoperability needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

<intro text for Interoperability requirements here>
	Label
	Description
	Release
	Functional module

	FOO-INT-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 10: High-Level Functional Requirements – Interoperability Items

6.2.6 Privacy

<< This clause identifies the high-level privacy needs for this release.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

<intro text for Privacy requirements here>
	Label
	Description
	Release
	Functional module

	FOO-PRV-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 11: High-Level Functional Requirements – Privacy Items

6.3 Overall System Requirements

<<This clause describes the general behaviour and characteristics of the release such as deployment options, conformance, exceptions, use of existing technologies and specifications, etc.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Examples of General System Requirements are:

The XYZ release MUST NOT restrict deployment options

The XYZ release MUST be defined in an execution environment neutral manner

The XYZ release MUST specify interfaces that are access technology neutral

The XYZ release MUST be able to support services applicable to any kind of users or segments

It SHOULD be possible to use existing OMA Device Management and Provisioning releases.

DELETE THIS COMMENT >>

<intro text for System requirements here>
	Label
	Description
	Release
	Functional module

	FOO-SYS-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	
	

	
	
	
	

	
	
	
	


Table 12: High-Level System Requirements
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Appendix B. Use Cases
(Informative)

<< This clause provides high-level use cases focused on the users and deployment scenarios point of view, targeting release’s requirements. Use cases are additional to the main text in the RD and facilitate clarification of the requirements: actually, a use case has to be considered needed (and then added to the RD) when it helps the understanding of a set of requirements. For this reason, it is recommended that the total number of use cases be minimised. Pre conditions and Actors involved MAY be described at the beginning of each use case if this is found to be useful.

DELETE THIS COMMENT >>

<text here>
B.1  Query Device MOs for Enhanced Customer Support
B.1.1  ASK  \* MERGEFORMAT Short Description

A user calls customer care with a fault on their device. The customer care centre wishes to query the device receiving back the current state of all or a subset of the DM MOs on the device. This needs to be done in some reasonable amount of time to provide good service to the user and reduce costs for the customer care centre.
B.1.2 Market benefits

Fast retrieval of a device’s current configuration state information (DM MOs) will allow customer care personnel to more quickly diagnose and resolve customer problems. Obviously good customer service and ensuring devices in the field continue to function well is one of the key purposes of OMA DM.
B.2 A newly installed application retrieves specific settings securely from a Management Object
B.2.1  ASK  \* MERGEFORMAT Short Description

A user installs an application on her device, this application requires specific settings to work correctly. The application once installed registers with the device’s DM client. The device’s DM client makes the necessary verifications and allows the application to retrieve the requested settings.

B.2.2 Market benefits

The user does not have to call the customer care representative or/and to enter any technical settings. The application setup is quick, easy and totally transparent for the end user. The user experience is enhanced. If, in the future, the parameters used by the application are updated, the application settings will be updated accordingly.

Appendix C. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

C.1 App Headers

<More text>

C.1.1 More Headers

<More text>

C.1.1.1 Even More Headers

<More text>
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