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1. Scope

The document includes RD, AD, and TS for DMClientAPIfw 1.0. It defines the Application Programming Interfaces (API) as part of the OMA DM Client API framework enabler work item.

The APIs to be defined by DMClientAPIfw are specifically scoped to enable access to the services provided by OMA DM enablers as made available on the host device.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[DMDICT]
	" OMA Device Management Dictionary", Draft Version 2.0, , Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7,                                                                URL:http://www.openmobilealliance.org/

	[WebIDL]
	“Web IDL”, Worldwide Web Consortium (W3C), URL:http://www.w3.org/TR/WebIDL/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

Kindly consult [DMDICT] and [OMADICT] for all definitions used in this document.
3.3 Abbreviations

Kindly consult [DMDICT] and [OMADICT] for all abbreviations used in this document.
4. Introduction

The OMA DM protocol is used for remote management of devices. The DM protocol is a direct communication between a DM Server and a DM Client. It does not specify the communication between device’s local applications and a DM Client.This document provides a Device Management Client API framework to allow device’s local applications and the DM Client to communicate.
5. Requirements
(Normative)

5.1 High-Level Functional Requirements

	Label
	Description
	Release

	DMClientAPIfw1_0-HLF-1
	The DM Client SHALL allow local device applications to interact with registered device Management Objects
	1.0

	DMClientAPIfw1_0-HLF-2
	The DMClientAPIfw enabler SHALL provide a mechanism for device applications to request notification of changes to a registered MO
	1.0

	DMClientAPIfw1_0-HLF-3
	The DMClientAPIfw enabler SHALL provide a mechanism to notify a device application of changes to a registered MO.
	1.0

	DMClientAPIfw1_0-HLF-4
	The DMClientAPIfw enabler SHALL support API’s to access OMA DM enabler.
	1.0

	DMClientAPIfw1_0-HLF-5
	The DMClientAPIfw API’s support SHALL be discoverable by device’s local applications.
	1.0

	DMClientAPIfw1_0-HLF-6
	The DMClientAPIfw API SHALL be defined using consistent API design patterns, e.g. error handling, namespaces, and interface structure.
	1.0

	DMClientAPIfw1_0-HLF-7
	The DMClientAPIfw SHALL support scripting language callable API
	1.0

	DMClientAPIfw1_0-HLF-8
	The DMClientAPIfw API SHALL be defined in Web IDL [WebIDL]
	1.0

	DMClientAPIfw1_0-HLF-9
	The DMClientAPIfw SHALL be platform independent.
	1.0

	DMClientAPIfw1_0-HLF-10
	The DMClientAPIfw API SHALL be compatible with OMA DM enabler version 1.2 and any later backward compatible versions.
	1.0


5.2 DM-7 (Registration) API Requirements
	Label
	Description
	Release

	DM7-API-001
	The DMClientAPIfw enabler SHALL have API to register/unregister the standardized MO implementation,
	1.0

	DM7-API-002
	The DMClientAPIfw enabler SHALL have API to register/unregister the non-standardized MO implementation.
	1.0

	DM7-API-003
	The DMClientAPIfw enabler SHALL have API to register/unregister the DDF of the non-standardized MO implementation.
	1.0

	DM7-API-004
	The DMClientAPIfw enabler SHALL have API to register/unregister the MO as the set of cached node values.
	1.0

	DM7-API-005
	The DMClientAPIfw enabler SHALL have API to update the cached node value of the MO.
	1.0


5.3 DM-8 (Notification) API Requirements
	Label
	Description
	Release

	DM8-API-001
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Get operation on the registered MO.
	1.0

	DM8-API-002
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Replace operation on the registered MO.
	1.0

	DM8-API-003
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Add operation on the registered MO.
	1.0

	DM8-API-004
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Exec operation on the registered MO.
	1.0

	DM8-API-005
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Delete operation on the registered MO.
	1.0

	DM8-API-006
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for  getting/setting value of multiple nodes  of the registered MO.
	1.0


5.4 DM-9 (Interaction) API Requirements
	Label
	Description
	Release

	DM9-API-001
	The DMClientAPIfw enabler SHALL have API to start Client Initiated Session.
	1.0

	DM9-API-002
	The DMClientAPIfw enabler SHALL have API to abort ongoing DM session.
	1.0

	DM9-API-003
	The DMClientAPIfw enabler SHALL have API to send Generic Alert.
	1.0

	DM9-API-004
	The DMClientAPIfw enabler SHALL have API to get status of DM Client.
	1.0

	DM9-API-005
	The DMClientAPIfw enabler SHALL have API to get DM Client version.
	1.0


6. Architectural Model

6.1 Dependencies

DMClientAPIfw 1.0 has the same dependencies as the Device Management v1.3 and v2.0 enablers
6.2 Architectural Diagram
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6.3 Functional Components and Interfaces/reference points definition
6.3.1 Protocol Endpoints
6.3.1.1 DM Client

The DM Client is the abstract software component that conforms to the requirements for DM Clients specified in the OMA Device Management Enabler.

6.3.2 Interfaces
6.3.2.1 DM-7 Client-App Registration

This provides an interface over which the device’s local applications may send Management Object registration or deregistration commands to the DM Client.  The device’s local application may issue a Management Object retrieval request.
6.3.2.2 DM-8 Client-App Notification
This provides an interface over which the DM Client may send Management Object update notification to the registered device’s local application.
6.3.2.3 DM-9 Client-App Interaction

This provides an interface over which the device’s local applications may send Management Object manipulation and retrieval commands.

7. Application Programming Interfaces (APIs) design
7.1 DMClient interface
This interface is the main entry point to DM API and its functions.  This interface SHALL be implemented by DM Client API framework.

interface DMClient {
void listSupportedMOID (ListSupportedCB successCB, DMErrorCB errorCB);

String [] listURIByMOID (String MOID);

void getMOByURI (String URI, MOInstanceCB successCB, DMErrorCB errorCB);

};
Methods
listSupportedMOID


This method allows retrieving the list of all MO IDs supported by the DMClientFw implementation; it is asynchronous and therefore returns immediately. The successCB and errorCB callback functions are used to handle the results.

	Parameter
	Type
	Optional
	Description

	successCB
	ListSupportedCB
	✘
	Function to be invoked when the asynchronous operation completes successfully; the array of supported MOIDs is returned as parameter.

	errorCB
	DMErrorCB
	✔
	Function to be invoked when the asynchronous operation fails.


Return type: void
listURIByMOID


This method allows retrieving the list of MO instances URIs for the given MOID (which must be supported by the DMClientFw implementation). Each returned URI SHALL specify the location of a MO Instance in the DM Tree. This method is synchronous.

	Parameter
	Type
	Optional
	Description

	MOID
	String
	✘
	The MO identifier used to retrieve the list of MO Instance URIs: it  MUST be a valid MO URN (e.g. to retrieve a CAB MO, the MOID SHOULD be “urn:oma:mo:oma-cab:1.0”)


Return type: String [] – array of MO Instance URIs.
getMOByURI


This method allows retrieving the DMObject (See sub clause 7.3 DMObject interface) representing the MO Instance identified by provided URI. This method is asynchronous and therefore returns immediately. The successCB and errorCB callback functions are used to handle the results.

. 
	Parameter
	Type
	Optional
	Description

	URI
	String
	✘
	The absolute URI indicating the location of the MO Instance in the DM Tree.

	successCB
	MOInstanceCB
	✘
	Function to be invoked when the asynchronous operation completes successfully; the DMObject representing the MO Instance is returned as parameter.

	errorCB
	DMErrorCB
	✔
	Function to be invoked when the asynchronous operation fails.


Return type: void

7.2 DMObject interface
This interface represents the instance of DM MO; the methods defined by this interface can be used to interact with the MO instance, e.g. to read the values of properties. This interface implements the DMUpdateTarget interface (See section 7.4 DMUpdateTarget interface).
interface DMObject: DMUpdateTarget {

String getMOID();

String getURI();


DMData getNodeValue (String nodeURI) raises (DMException);
};
Editor’s note: Whether the API should allow modifying the parameters of the DM tree is FFS
Editor’s note: DMData type/object is FFS
Methods
getMOID


Returns the MOID (URN identifier) for the DMObject.

Return type: String
getURI


Returns the MO Instance URI for the DMObject. The returned URI SHALL specify the location of the MO Instance in the DM Tree.

Return type: String
getNodeValue


Returns the value of the node, whose location, within the scope of the DMObject, is specified by the nodeURI.
	Parameter
	Type
	Optional
	Description

	nodeURI
	String
	✘
	The relative URI of the node within the DMObject.


Attributes

 None

Return type: DMData
7.3 DMUpdateTarget interface
This interface allows subscribing and removing DMUpdateListeners (See section 7.5 DMUpdateListener interface) based on a specific DMUpdate operations (See section 7.6 DMUpdate) .

This interface SHALL be implemented by all DMObject’s (See section 7.3 DMObject interface) which could be target of DMUpdate operations.
interface DMUpdateTarget {
void addDMUpdateListener (in String type, in DMUpdateListener listener);
void removeDMUpdateListener (in String type, in DMUpdateListener listener);
};
Methods
addDMUpdateListener


This method allows subscribing a DMUpdateListener for the specified DMUpdate operation.
	Parameter
	Type
	Optional
	Description

	type
	String
	✘
	The DMUpdate operation for which the Application asks the subscription

	listener
	DMUpdateListener
	✘
	Object implementing the DMUpdateListener interface to be subscribed.


Attributes

 None

Return type: void
removeDMUpdateListener


This method allows removing a DMUpdateListener for the specified DMUpdate operation.
	Parameter
	Type
	Optional
	Description

	type
	String
	✘
	The DMUpdate operation for which the Application asks the removal

	listener
	DMUpdateListener
	✘
	Object implementing the DMUpdateListener interface to be removed


Attributes

 None

Return type: void
7.4 DMUpdateListener interface
This interface SHALL be implemented by an Application in order to handle the update notifications. The handleDMUpdate method is invoked by underlying implementation in order to notify an update.
interface DMUpdateListener {
void handleDMUpdate(in DMUpdate dmUpdate);

};
Methods
handleDMUpdate


This method is invoked when the DMUpdate occurs on the DMUpdateTarget for which the DMUpdateListener was registered. 

	Parameter
	Type
	Optional
	Description

	dmUpdate
	DMUpdate
	✘
	The DMUpdate object representing the DM update for which this method was called.


Attributes

 None

Return type: void
7.5 DMUpdate interface
This interface contains the details regarding an update to DM Tree which are notified by DM Client to subscribed applications. 

interface DMUpdate {
 
readonly attribute String type;

 
readonly attribute unsigned long timestamp;


readonly attribute DMUpdateTarget dmUpdateTarget;

};
Methods

 None
Attributes

type is of type String, readonly

Indicates the type of DMUpdate. The value SHALL be one: ‘create’, ‘replace’, ‘update’, ‘delete’.

timestamp of type unsigned long, readonly

Indicates the time and date of update, expressed as a UTC based [ISO8601] basic format.

dmUpdateTarget of type DMUpdateTarget, readonly

Indicates the DMUpdateTarget associated with the update.
7.6 DMException interface
This interface describes the object which is returned when an exception is raised by current operation. 

exception DMException {

// ExceptionCode


const unsigned short      UNSUPPORTED_PARAMETER          = 1;


unsigned short   code;

String message;

};

7.7 ListSupportedCB interface

This interface SHALL be implemented by function used as success callback for DMClientInterface.listSupportedMOID method. The onSuccess() method is invoked on listSupportedMOID normal exit. 
interface ListSupportedCB {


// handler

void onSuccess (String [] MOIDList);

};
Methods
onSuccess


This method is invoked on normal exit by listSupportedMOID. 

	Parameter
	Type
	Optional
	Description

	MOIDList
	String []
	✘
	Array of URN MOID String representing the list of supported MOIDs.


Attributes

 None

Return type: void
7.8 MOInstanceCB interface

This interface SHALL be implemented by function used as success callback for DMClientInterface.getMOByURI method. The onSuccess() method is invoked on getMOByURI normal exit.

interface MOInstanceCB {


// handler

void onSuccess (DMObject dmObject);

};
Methods
onSuccess


This method is invoked on normal exit by getMOByURI. 

	Parameter
	Type
	Optional
	Description

	dmObject
	DMObject
	✘
	DMObject representing MO Instance.


Attributes

 None

Return type: void
7.9 MOInstanceListCB interface

This interface SHALL be implemented by function used as success callback for DMClientInterface.getMOByMOID method. The onSuccess() method is invoked on getMOByMOID() normal exit.

interface MOInstanceListCB {


// handler

void onSuccess (DMObject [] dmObjectArray);

};
Methods
onSuccess


This method is invoked on normal exit by getMOByMOID

	Parameter
	Type
	Optional
	Description

	dmObjectArray
	DMObject[]
	✘
	Array of DMObjects.


Attributes

 None

Return type: void
7.10 DMErrorCB interface

This interface SHALL be implemented by function used as error callback for DMClientInterface asynchronous methods. The onError() method is invoked by asynchronous methods on abnormal exit.

interface DMErrorCB {

// handler

void onError (DMException exception);

};
Methods
onSuccess


This method is invoked on abnormal exit by asynchronous methods. 

	Parameter
	Type
	Optional
	Description

	exception
	DMException
	✘
	DMException carrying error infromation.


Attributes

 None

Return type: void
7.11 Flow(s)
(Informative)
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Figure 1: Flow between a device’s application and the DM Client
8. Release Information

8.1 Supporting File Document Listing 

	Doc Ref
	Permanent Document Reference
	Description

	Supporting Files

	
	
	

	
	
	


Table 2: Listing of Supporting Documents in FOO Release

8.2 OMNA Considerations

8.3 Additional Items

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	N/A
	N/A
	No prior version


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-ER-DMClientAPIFw-V1_0
	30 Aug 2010
	All
	First draft baseline as agreed in “OMA-DM-DMClientAPIFw-2010-0001R01-INP_DMClientAPIFw_1_0_baseline”

	
	08 Sep 2010
	5.1
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Appendix B. Use Cases
(Informative)

<< This clause provides high-level use cases focused on the users and deployment scenarios point of view, targeting release’s requirements.  The section can be removed if the document does not contain any requirements.

Use cases are additional to the main text and facilitate clarification of the requirements: actually, a use case has to be considered needed (and then added to the document) when it helps the understanding of a set of requirements. For this reason, it is recommended that the total number of use cases be minimised. Pre conditions and Actors involved MAY be described at the beginning of each use case if this is found to be useful.

DELETE THIS COMMENT >>

<text here>

B.1 <Use Case Title>

<< The level of detail of descriptions shall be above technical implementations of protocols. The sub-sections below should consist of one or two sentences.

DELETE THIS COMMENT >>

<text here>

B.1.1  ASK  \* MERGEFORMAT Short Description

<< Describe the interaction that occurs in this use case.
(mandatory)

DELETE THIS COMMENT >>

<text here>

B.1.2 Market benefits

<< Describe the consequence and benefits for the actors as a result of this use case.

(mandatory)

DELETE THIS COMMENT >>

<text here>

B.2 <Use Case Title>

<< For the second and subsequent Use Cases, the template for section B.1 should be followed.  DELETE THIS COMMENT >>

Appendix C. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

This section can be removed in case this document describes a reference release.

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

C.1 ERDEF for <<ENABLER>> - Client Requirements

This section is normative.
	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-C-001-<<M/O>>
	<<ENABLER>> Client
	

	
	
	


Table 3: ERDEF for <<ENABLER>> Client-side Requirements

C.2 ERDEF for <<ENABLER>> - Server Requirements

This section is normative.

	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-S-001-<<M/O>>
	<<ENABLER>> Server
	

	
	
	


Table 4: ERDEF for <<ENABLER>> Server-side Requirements

C.3 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


C.4 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF


Appendix D. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

D.1 App Headers

<More text>

D.1.1 More Headers

<More text>

D.1.1.1 Even More Headers

<More text>
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