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[bookmark: _Ref511812747][bookmark: _Toc51149231][bookmark: _Toc303066077]Scope
[bookmark: _Toc51149232]The document includes RD, AD, and TS for DMClientAPIfw 1.0. It defines the Application Programming Interfaces (API) as part of the OMA DM Client API framework enabler work item.
The APIs to be defined by DMClientAPIfw are specifically scoped to enable access to the services provided by OMA DM enablers as made available on the host device.
[bookmark: _Ref257022452][bookmark: _Ref257022509][bookmark: _Ref257022521][bookmark: _Ref257022547][bookmark: _Toc303066078]References
[bookmark: _Toc51147377][bookmark: _Toc51149235][bookmark: _Toc303066079]Normative References
	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[DMPRO]
	"OMA Device Management Protocol", Version 1.32, Open Mobile Alliance™,
OMA-TS-DM_Protocol-V1_32,
URL:http://www.openmobilealliance.org/

	[OMAAPI-Module]
	“OMA API Common Module (omaapi)”, OMA-SUP-IDL-WRAPI-Common, URL:http://www.openmobilealliance.org/

	[RFC4627]
	“The application/json Media Type for JavaScript Object Notation (JSON)”, D. Crockford, July 2006, URL:http://www.ietf.org/rfc/rfc4627.txt 


[bookmark: _Toc51147378][bookmark: _Toc303066080]Informative References
	[DMDICT]
	" OMA Device Management Dictionary", Draft Version 1.0, , Open Mobile Alliance™, URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.8, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_8,                                                                URL:http://www.openmobilealliance.org/

	[bookmark: WebIDL][WebIDL]
	“Web IDL”, Worldwide Web Consortium (W3C), URL:http://www.w3.org/TR/WebIDL/


[bookmark: _Toc303066081]Terminology and Conventions
[bookmark: _Toc51147380][bookmark: _Ref511812783][bookmark: _Toc51149239][bookmark: _Toc303066082]Conventions
The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
[bookmark: _Toc51147381][bookmark: _Toc303066083]Definitions
Kindly consult [DMDICT] and [OMADICT] for all definitions used in this document.
	Local aApplication
	A lLocal aApplication on the device is an agent (e.g. installed software) that operates according to an MO that is accessible by the DM Client and managed by the DM Server. 


[bookmark: _Toc303066084]Abbreviations
Kindly consult [DMDICT] and [OMADICT] for all abbreviations used in this document.
[bookmark: _Toc303066085]Introduction
[bookmark: _Toc51149240]The OMA DM protocol is used for remote management of devices. The DM protocol is a direct communication between a DM Server and a DM Client. It does not specify the communication between device’s lLocal aApplications and a DM Client. This document provides a Device Management Client API framework to allow device’s lLocal aApplications and the DM Client to communicate.
[bookmark: _Toc196557508][bookmark: _Toc196800292][bookmark: _Toc51147387][bookmark: _Toc51149241][bookmark: _Toc303066086]Requirements	(Normative)
[bookmark: _Toc257732819][bookmark: _Toc262718238][bookmark: _Toc303066087]High-Level Functional Requirements
	Label
	Description
	Release

	DMClientAPIfw1_0-HLF-1
	The DM Client SHALL allow local device’s Local aApplications to interact with registered device Device Management Objects
	1.0

	DMClientAPIfw1_0-HLF-2
	The DMClientAPIfw enabler SHALL provide a mechanism for device applications to request notification of changes to a registered MO
	1.0

	DMClientAPIfw1_0-HLF-3
	The DMClientAPIfw enabler SHALL provide a mechanism to notify a device application of changes to a registered MO.
	1.0

	DMClientAPIfw1_0-HLF-4
	The DMClientAPIfw enabler SHALL support API’s to access OMA DM enabler.
	1.0

	DMClientAPIfw1_0-HLF-5
	The DMClientAPIfw API’s support SHALL be discoverable by device’s lLocal aApplications.
	1.0

	DMClientAPIfw1_0-HLF-6
	The DMClientAPIfw API SHALL be defined using consistent API design patterns, e.g. error handling, namespaces, and interface structure.
	1.0

	DMClientAPIfw1_0-HLF-7
	The DMClientAPIfw SHALL support scripting language callable API
	1.0

	DMClientAPIfw1_0-HLF-8
	The DMClientAPIfw API SHALL be defined in Web IDL [WebIDL]
	1.0

	DMClientAPIfw1_0-HLF-9
	The DMClientAPIfw SHALL be platform independent.
	1.0

	DMClientAPIfw1_0-HLF-10
	The DMClientAPIfw API SHALL be compatible with OMA DM enabler version 1.2 and any later backward compatible versions.
	1.0


[bookmark: _Toc303066088]DM-7 (Registration) API Requirements
	Label
	Description
	Release

	DM7-API-001
	The DMClientAPIfw enabler SHALL have API to register/underegister the standardized MO implementation,.
	1.0

	DM7-API-002
	The DMClientAPIfw enabler SHALL have API to register/underegister the non-standardized MO implementation.
	1.0

	DM7-API-003
	The DMClientAPIfw enabler SHALL have API to register/underegister the DDF of the non-standardized MO implementation.
	1.0

	DM7-API-004
	The DMClientAPIfw enabler SHALL have API to register/underegister the MO as the set of cached node values.
	1.0

	DM7-API-005
	The DMClientAPIfw enabler SHALL have API to update the cached node value of the MO.
	1.0


[bookmark: _Toc303066089]DM-8 (Notification) API Requirements
	Label
	Description
	Release

	DM8-API-001
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Get operation on the registered MO.
	1.0

	DM8-API-002
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Replace operation on the registered MO.
	1.0

	DM8-API-003
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Add operation on the registered MO.
	1.0

	DM8-API-004
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Exec operation on the registered MO.
	1.0

	DM8-API-005
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for the Delete operation on the registered MO.
	1.0

	DM8-API-006
	The DMClientAPIfw enabler SHALL have API to add/remove callback function for  getting/setting value of multiple nodes  of the registered MO.
	1.0

	DM8-API-007
	The DMClientAPIfw enabler SHALL have API to add/remove callback function to be invoked when a change occours in a specific MO instance.
The callback function SHALL convey the set of modified data values.
	1.0


[bookmark: _Toc303066090]DM-9 (Interaction) API Requirements
	Label
	Description
	Release

	DM9-API-001
	The DMClientAPIfw enabler SHALL have API to start Client Initiated Session. Server Identifier SHALL be supported as an optional parameter.
	1.0

	DM9-API-002
	The DMClientAPIfw enabler SHALL have API to abort ongoing DM session.
	1.0

	DM9-API-003
	The DMClientAPIfw enabler SHALL have API to send Generic Alert.
	1.0

	DM9-API-004
	The DMClientAPIfw enabler SHALL have API to get status of DM Client.
	1.0

	DM9-API-005
	The DMClientAPIfw enabler SHALL have API to get DM Client version.
	1.0

	DM9-API-006
	The DMClientAPIfw enabler SHALL have API to instantiate a MO in the Management Tree with provided initial node values. 
	1.0

	DM9-API-007
	The DMClientAPIfw enabler SHALL have API to read the node value of the device’s Management Tree from the lLocal aApplication.
	1.0

	DM9-API-008
	The DMClientAPIfw enabler SHALL have API to configure callback API invokable by DM Client to send modified MO data when change occurs in specific MO instance. 
	1.0


[bookmark: _Toc303064214][bookmark: _Toc303066091]DM-10 (Security) API Requirements
	Label
	Description
	Release

	DM10-API-001
	The DMClientAPIfw enabler SHALL have mechanism to manage DM Tree access rights (ACL) for servers.
	1.0



[bookmark: _Toc56839764][bookmark: _Toc90106599][bookmark: _Toc211749331][bookmark: _Toc303066092]Architectural Model
[bookmark: _Toc211749332][bookmark: _Toc303066093]Dependencies
DMClientAPIfw 1.0 has the same dependencies as the Device Management v1.3 2 enabler.
[bookmark: _Toc90106604][bookmark: _Toc211749333][bookmark: _Toc303066094]Architectural Diagram

[bookmark: _Toc56839768][bookmark: _Toc90106605][bookmark: _Toc211749334][bookmark: _Toc303066095]Functional Components and Interfaces/reference points definition
6.3.1 [bookmark: _Toc260642823][bookmark: _Toc263060978][bookmark: _Toc266352574][bookmark: _Toc303066096]Protocol Endpoints
6.3.1.1 DM Client
The DM Client is the abstract software component that conforms to the requirements for DM Clients specified in the OMA Device Management Enabler.
6.3.2 [bookmark: _Toc260642824][bookmark: _Toc263060979][bookmark: _Toc266352575][bookmark: _Toc303066097]Interfaces
6.3.2.1 [bookmark: _Toc260642834][bookmark: _Toc263060989][bookmark: _Toc266352585][bookmark: _Toc303066098]DM-7 Client-App Registration
This provides an interface over which the device’s lLocal aApplications may send Management Object registration or underegistration commands to the DM Client.  The device’s lLocal aApplication may issue a Management Object retrieval request.
6.3.2.2 [bookmark: _Toc260642835][bookmark: _Toc263060990][bookmark: _Toc266352586][bookmark: _Toc303066099]DM-8 Client-App Notification
This provides an interface over which the DM Client may send Management Object update notification to the registered device’s lLocal aApplication.
6.3.2.3 [bookmark: _Toc263060991][bookmark: _Toc266352587][bookmark: _Toc303066100]DM-9 Client-App Interaction
This provides an interface over which the device’s lLocal aApplications may send Management Object manipulation and retrieval commands.

[bookmark: _Toc303066101]DMClientAPI Interfaces
[bookmark: _Toc303066102]DMAPI
This interface represents the instance of DMAPI through which the functionality of the DMClient can be accessed.

Table 1: DMAPI interface
	Web IDL Specification

[NoInterfaceObject] interface DMAPI {
                readonly attribute DMClient dmClient;
        };




Attributes
readonly DMClient dmClient

Methods
n/a
[bookmark: _Toc303066103]OmaapiObject
This interface represents the instance of OmaapiObject specified in [OMAAPI-Module].

Table 2: OmaapiObject interface
	Web IDL Specification

[NoInterfaceObject] interface OmaapiObject {

                readonly attribute Omaapi omaapi;
        };




Parameters
readonly Omaapi omaapi

Methods
n/a
[bookmark: _Toc303066104]DMClient
This interface is the main entry point to DM API and its functions.
This interface SHALL be implemented by DM Client API framework.

Table 3: DMClient interface
	Web IDL Specification

[NoInterfaceObject] interface DMClient {

                readonly attribute DOMString version;  

                const unsigned short CONNECTING = 0;
                const unsigned short OPEN = 1;
                const unsigned short CLOSING = 2;
                const unsigned short CLOSED = 3;
                const unsigned short ABORTED = 4;

                readonly attribute unsigned short sessionStatus;

                PendingOperation startDMSession(in SuccessCallback successCB,in ErrorCallback errorCB, in DOMString serverId, in optional DMAlertObject alert) raises (OmaAPIError);

                StringArray listURIByMOID(in DOMString moid) raises (OmaAPIError);

                PendingOperation getMOByURI(in DOMString uri, in MOInstanceCB successCB, in ErrorCallback errorCB) raises (OmaAPIError);

                DOMString createMO(in String moid,in MOData data) raises (OmaAPIError);              
        };




Attributes
readonly DOMString version
	Attribute containing protocol version supported by this DMClient interface.
readonly unsigned short sessionStatus
	Attribute representing the session Status.
Methods
startDMSession
Table 4: startDMSession method
	Web IDL Specification

PendingOperation startDMSession(in SuccessCallback successCB,in ErrorCallback errorCB, in DOMString serverId, in optional DMAlertObject alert) raises (OmaAPIError);




This method allows DM Client to start a DM Session. 
It is possible to pass a DMAlertObject object to the DM Client in order to insert a Generic Alert in package#1. 
Returned PendingOperation object allows to cancel ongoing operation.

Parameters
	successCB

	Optional: no
Type: SuccessCallback
Description: Function to be invoked when DM Session ends successfully

	errorCB

	Optional: no
Type: ErrorCallback
Description: Function to be invoked when DM Session fails

	serverId

	Optional: no
Type: DOMString
Description: The ServerId of the server that the DM client MUST connect to. This value can be an empty DOMString when only one ServerID is available on the Management Tree. If it does not match with any bootstrapped server, it MUST be rejected

	alert

	Optional: yes
Type: DMAlertObject
Description: If defined, this object contains values which MUST be used to populate generic alert in package#1



Returned Value
PendingOperation: PendingOperation object allowing to cancel ongoing operation

listURIByMOID
Table 5: listURIByMOID method
	Web IDL Specification

StringArray listURIByMOID(in DOMString moid) raises (OmaAPIError);




This method allows retrieving the list of MO instances URIs for the given MOID. 
Each returned URI SHALL specify the location of a MO instance in the DM Tree. 
This method is synchronous.

Parameters
	moid

	Optional: no
Type: DOMString
Description: The MO identifier used to retrieve the list of MO instance URIs: it MUST be a valid MO URN (e.g. to retrieve a CAB MO, the MOID SHOULD be "urn:oma:mo:oma-cab:1.0")



Returned Value
StringArray: StringArray array of MO instance URIs

getMOByURI
Table 6: getMOByURI method
	Web IDL Specification

PendingOperation getMOByURI(in DOMString uri, in MOInstanceCB successCB, in ErrorCallback errorCB) raises (OmaAPIError);




This method allows retrieving the DMObject (see sub clause 7.5) representing the MO instance identified by provided URI. 
This method is asynchronous and therefore returns immediately. 
The successCB and errorCB callback functions are used to handle the results.

Parameters
	uri

	Optional: no
Type: DOMString
Description: The absolute URI indicating the location of the MO instance in the DM Tree

	successCB

	Optional: no
Type: MOInstanceCB
Description: Function to be invoked when the asynchronous operation completes successfully; the DMObject representing the MO instance is returned as parameter

	errorCB

	Optional: no
Type: ErrorCallback
Description: Function to be invoked when the asynchronous operation fails



Returned Value
PendingOperation: PendingOperation object allowing to cancel ongoing operation

createMO
Table 7: createMO method
	Web IDL Specification

DOMString createMO(in String moid,in MOData data) raises (OmaAPIError);




This method allows DM Client to create the DMObject (see sub clause 7.5) representing the MO instance identified by the provided URI.

Parameters
	moid

	Optional: no
Type: String
Description: The MOID of the provided URI identifies the Management Object to be created by the DM Client

	data

	Optional: no
Type: MOData
Description: MO structured data



Returned Value
DOMString: DOMString created MO root URI

[bookmark: _Toc303066105]DMAlertObject
This interface represents the instance of DM Generic Alert Object, to be used to define a generic alert inside package#1 (as defined in [DMPRO]) when a DM Session start is triggered.

Table 8: DMAlertObject interface
	Web IDL Specification

[NoInterfaceObject] interface DMAlertObject {

                attribute DOMString metaType;

                attribute DOMString alertType;

                attribute DOMString mark;

                attribute DOMString data;
        };




Attributes
DOMString metaType
	Indicates the type of the content information of Generic Alert object. Its value MUST be compliant to [DMPRO].
DOMString alertType
	Indicates the media type of the content information within the Generic Alert.
DOMString mark
	Indicates the value of mark element of Generic Alert. Its value MUST be compliant to [DMPRO].
DOMString data
	Represents the container for data to be conveyed in Generic Alert.
Methods
n/a
[bookmark: _Ref302432293][bookmark: _Toc303066106]DMObject
This interface represents the instance of a DM MO identified by the MOID; the methods defined by this interface can be used to interact with an instance of this MO, e.g. to read the values of nodes.
This interface implements the MOUpdateTarget interface (see sub clause 7.7).

Table 9: DMObject interface
	Web IDL Specification

[NoInterfaceObject] interface DMObject: MOUpdateTarget {

                attribute DOMString moid;

                attribute DOMString uri;

                MOData getNodeValue(in DOMString nodeURI) raises (OmaAPIError);

                void setNodeValues(in StringArray nodeURIs, in StringArray values) raises (OmaAPIError);

                void setNodeValues(in DOMString nodeURI,in MOData subtree) raises (OmaAPIError);

                void deleteNode(in DOMString nodeURI) raises (OmaAPIError);
        };




Attributes
DOMString moid
	Management Object MOID URN.
DOMString uri
	Management Object instance URI.
Methods
getNodeValue
Table 10: getNodeValue method
	Web IDL Specification

MOData getNodeValue(in DOMString nodeURI) raises (OmaAPIError);




Returns the value of the node, whose location, within the scope of the DMObject, is specified by the nodeURI.

Parameters
	nodeURI

	Optional: no
Type: DOMString
Description: The relative URI of the node within the DMObject



Returned Value
MOData: MOData

setNodeValues
Table 11: setNodeValues method
	Web IDL Specification

void setNodeValues(in StringArray nodeURIs, in StringArray values) raises (OmaAPIError);




Sets values for the specific nodes identified by nodeURIs.
If node already exists, this method overwrites actual value; if node does not exist, a new node is created; if value is null, nodeURI identifies an interior node.

Parameters
	nodeURIs

	Optional: no
Type: StringArray
Description: A String Array containing relative URIs of the nodes within the DMObject

	values

	Optional: no
Type: StringArray
Description: A String Array containing node values. If an array element is null, related node is interior



Returned Value
void

setNodeValues
Table 12: setNodeValues method
	Web IDL Specification

void setNodeValues(in DOMString nodeURI,in MOData subtree) raises (OmaAPIError);




Sets subtree for the node identified by nodeURI.
If node already exists, this method overwrites actual subtree structure; if node does not exist, a new node is created; if value is null, nodeURI identifies an interior node.

Parameters
	nodeURI

	Optional: no
Type: DOMString
Description: The relative URI of the node within the DMObject

	subtree

	Optional: no
Type: MOData
Description: Node subtree represented by MOData. If null, node is interior



Returned Value
void

deleteNode
Table 13: deleteNode method
	Web IDL Specification

void deleteNode(in DOMString nodeURI) raises (OmaAPIError);




Deletes node identified by nodeURI. If the target node is the interior node, then the subtree of this node will be deleted.

Parameters
	nodeURI

	Optional: no
Type: DOMString
Description: The relative URI of the node within the DMObject



Returned Value
void

[bookmark: _Toc303066107]DMUpdateListener
This interface SHALL be implemented by an application in order to handle the update notifications. 
The handleDMUpdate method is invoked by underlying implementation in order to notify an update.

Table 14: DMUpdateListener interface
	Web IDL Specification

[NoInterfaceObject] interface DMUpdateListener {

                 void handleDMUpdate(in MOUpdateInfo dmUpdate);
        };




Attributes
n/a
Methods
handleDMUpdate
Table 15: handleDMUpdate method
	Web IDL Specification

void handleDMUpdate(in MOUpdateInfo dmUpdate);




This method is invoked when the DMUpdateInfo occurs on the DMUpdateTarget for which the DMUpdateListener was registered.

Parameters
	dmUpdate

	Optional: no
Type: MOUpdateInfo
Description: The MOUpdateInfo object representing the DM update for which this method was called



Returned Value
void

[bookmark: _Ref302432369][bookmark: _Toc303066108]DMUpdateTarget
This interface allows registering and deregistering DMUpdateListeners based on a specific MOUpdateInfo operation.
This interface SHALL be implemented by all DMObjects which could be target of DMUpdate operations.

Table 16: DMUpdateTarget interface
	Web IDL Specification

[NoInterfaceObject] interface DMUpdateTarget {

                void addDMUpdateListener (in unsigned short type, in DMUpdateListener listener)  raises (OmaAPIError);

                void removeDMUpdateListener (in unsigned short type, in DMUpdateListener listener)  raises (OmaAPIError);
        };




Attributes
n/a
Methods
addDMUpdateListener
Table 17: addDMUpdateListener method
	Web IDL Specification

void addDMUpdateListener (in unsigned short type, in DMUpdateListener listener)  raises (OmaAPIError);




This method allows registering a DMUpdateListener for the specified DMUpdate operation.

Parameters
	type

	Optional: no
Type: unsigned short
Description: The DMUpdate operation for which the application asks the registration

	listener

	Optional: no
Type: DMUpdateListener
Description: Object implementing the DMUpdateListener interface to be registered



Returned Value
void

removeDMUpdateListener
Table 18: removeDMUpdateListener method
	Web IDL Specification

void removeDMUpdateListener (in unsigned short type, in DMUpdateListener listener)  raises (OmaAPIError);




This method allows deregistering a DMUpdateListener for the specified DMUpdate operation.

Parameters
	type

	Optional: no
Type: unsigned short
Description: The DMUpdate operation for which the application asks the unregistration

	listener

	Optional: no
Type: DMUpdateListener
Description: Object implementing the DMUpdateListener interface to be deregistered



Returned Value
void

[bookmark: _Toc303066109]MOUpdateInfo
This interface contains the details regarding an update to Management Tree which are notified by the DM Client to registered applications.

Table 19: MOUpdateInfo interface
	Web IDL Specification

[NoInterfaceObject] interface MOUpdateInfo {
        
                const unsigned short    OP_CREATE       = 0;
                const unsigned short    OP_REPLACE      = 1;
                const unsigned short    OP_UPDATE       = 2;
                const unsigned short    OP_DELETE       = 3;
        
                readonly attribute unsigned short type;
                
                readonly attribute unsigned long timestamp;
                
                readonly attribute MOUpdateTarget MOUpdateTarget;
        };




Attributes
readonly unsigned short type
	Indicates the type of MOUpdate.
readonly unsigned long timestamp
	Indicates the time and date of update, expressed as a UTC based [ISO8601] basic format.
readonly MOUpdateTarget MOUpdateTarget
	Indicates the MOUpdateTarget associated with the update.
Methods
n/a
[bookmark: _Toc303066110]OmaAPIException
This interface describes the object which is returned when an exception is raised by current operation.
Exception codes list extends OmaAPIError codes defined in [OMAAPI-Module].

Table 20: OmaAPIException interface
	Web IDL Specification

[Supplemental] interface OmaAPIException {

                const unsigned short    UNSUPPORTED_OPERATION   = 1001;
                const unsigned short    CLIENT_NOT_READY                = 1002;
                const unsigned short    NOT_ALLOWED_OPERATION   = 1003;
        };




Attributes
n/a
Methods
n/a
[bookmark: _Toc303066111]MOInstanceCB
This interface SHALL be implemented by function used as success callback for DMClientInterface.getMOByURI method.
The onSuccess method is invoked on getMOByURI normal exit.

Table 21: MOInstanceCB interface
	Web IDL Specification

[Callback=FunctionOnly,NoInterfaceObject] interface MOInstanceCB {

                void onSuccess (in DMObject dmObject);
        };




Attributes
n/a
Methods
onSuccess
Table 22: onSuccess method
	Web IDL Specification

void onSuccess (in DMObject dmObject);




This method is invoked on normal exit by getMOByURI.

Parameters
	dmObject

	Optional: no
Type: DMObject
Description: DMObject representing MO instance.



Returned Value
void

[bookmark: _Toc303066112]MOInstanceListCB
This interface SHALL be implemented by function used as success callback for DMClientInterface.getMOByMOID method. 
The onSuccess method is invoked on getMOByMOID normal exit.

Table 23: MOInstanceListCB interface
	Web IDL Specification

[Callback=FunctionOnly,NoInterfaceObject] interface MOInstanceListCB {

                void onSuccess (in DMObjectArray dmObjectArray);
        };




Attributes
n/a
Methods
onSuccess
Table 24: onSuccess method
	Web IDL Specification

void onSuccess (in DMObjectArray dmObjectArray);




This method is invoked on normal exit by getMOByMOID.

Parameters
	dmObjectArray

	Optional: no
Type: DMObjectArray
Description: Array of DMObjects



Returned Value
void
[bookmark: _Toc303064236][bookmark: _Toc303066113]Application Programming Interfaces (APIs) design
0. [bookmark: _Toc303064237][bookmark: _Toc298827767][bookmark: _Toc51147385][bookmark: _Toc303066114]DMAPI
This interface represents the instance of OmaapiObject specified in [OMAAPI-Module].
[NoInterfaceObject] interface DMAPI {
	Readonly attribute DMClient dmClient;
};
Windows implements DMAPI;

[bookmark: _Toc303064238][bookmark: _Toc303066115]OmaapiObject
This interface represents the instance of OmaapiObject specified in [OMAAPI-Module].
[NoInterfaceObject] interface OmaapiObject {
	Readonly attribute Omaapi omaapi;
};
Windows implements OmaapiObject;
[bookmark: _Toc303064239][bookmark: _Toc303066116]DMClient interface
This interface is the main entry point to DM API and its functions. This interface SHALL be implemented by DM Client API framework.
[NoInterfaceObject] interface DMClient {
	readonly attribute DOMString version;
	PendingOperation startDMSession(in SuccessCallback successCB,in ErrorCallback errorCB, in optional DOMString serverId, in optional DMAlertObject alert) raises (OmaAPIError);
	const unsigned short CONNECTING = 0;
	const unsigned short OPEN = 1;
	const unsigned short CLOSING = 2;
	const unsigned short CLOSED = 3;
	const unsigned short ABORTED = 4;
	attribute unsigned short sessionStatus;
	StringArray listURIByMOID (in DOMString moid) raises (OmaAPIError);
	PendingOperation getMOByURI (in DOMString uri, in MOInstanceCB successCB, in ErrorCallback errorCB) raises (OmaAPIError);
	DOMString createMO(in String moid,in MOData data) raises (OmaAPIError);
};

Methods

startDMSession
	This method allows DM Client to start a DM Session. It’s possible to pass a DMAlertObject object to the DM Client in order to insert a Generic Alert in package#1. Returned PendingOperation object allows to cancel ongoing operation.
 
	Parameter
	Type
	Optional
	Description

	successCB
	SuccessCallback
	✘
	Function to be invoked when DM Session ends successfully.

	errorCB
	ErrorCallback
	✘
	Function to be invoked when DM Session fails.

	serverId
	DOMString
	✔
	If defined, indicates the serverId of server the DM client MUST connect to. If it does not match with any bootstrapped server, it MUST be rejected.

	alertObject
	DMAlertObject
	✔
	If defined, this object contains values which MUST be used to populate generic alert in package#1.



Return type: PendingOperation - object allowing to cancel ongoing operation

listURIByMOID
	This method allows retrieving the list of MO instances URIs for the given MOID. Each returned URI SHALL specify the location of a MO Instance in the DM Tree. This method is synchronous.
 
	Parameter
	Type
	Optional
	Description

	MOID
	DOMString
	✘
	The MO identifier used to retrieve the list of MO Instance URIs: it  MUST be a valid MO URN (e.g. to retrieve a CAB MO, the MOID SHOULD be “urn:oma:mo:oma-cab:1.0”)


Return type: StringArray – array of MO Instance URIs.

getMOByURI
	This method allows retrieving the DMObject (See sub clause 7.4) representing the MO Instance identified by provided URI. This method is asynchronous and therefore returns immediately. The successCB and errorCB callback functions are used to handle the results.
. 
	Parameter
	Type
	Optional
	Description

	URI
	DOMString
	✘
	The absolute URI indicating the location of the MO Instance in the DM Tree.

	successCB
	MOInstanceCB
	✘
	Function to be invoked when the asynchronous operation completes successfully; the DMObject representing the MO Instance is returned as parameter.

	errorCB
	ErrorCallback
	✔
	Function to be invoked when the asynchronous operation fails.


Return type: PendingOperation - object allowing to cancel ongoing operation

createMO
	This method allows DM Client to create the DMObject (See sub clause 7.3) representing the MO Instance identified by provided URI.

	Parameter
	Type
	Optional
	Description

	MOID
	DOMString
	✘
	The MOID identifies the Management Object to be created by the DM Client. 

	data
	MOData
	✘
	MO structured data


Return type: DOMString – created MO root URI

Attributes
version is of type DOMString
Attribute containing protocol version supported by this DMClient interface
sessionStatus is of type unsigned short
Attribute representing the session Status.

[bookmark: _Toc303064240][bookmark: _Toc303066117]DMAlertObject interface
This interface represents the instance of DM Generic Alert Object, to be used to define a generic alert inside package#1 (as defined in [DMPRO]) when a DM Session start is triggered.
[NoInterfaceObject] interface DMAlertObject {
	attribute DOMString metaType;
	attribute DOMString alertType;
	attribute DOMString mark;
	attribute DOMString data;
};
Methods
 None
Attributes
metaType is of type DOMString
Indicates the type of the content information of Generic Alert object. Its value MUST be compliant to [DMPRO].
alertType of type DOMString
Indicates the media type of the content information within the Generic Alert.
mark of type DOMString
Indicates the value of Mark element of Generic Alert. Its value MUST be compliant to [DMPRO].
data of type DOMString
Represents the container for data to be conveyed in Generic Alert.

[bookmark: _Ref298312711][bookmark: _Ref298312726][bookmark: _Ref298312947][bookmark: _Toc303064241][bookmark: _Toc303066118]DMObject interface
This interface represents the instance of DM MO; the methods defined by this interface can be used to interact with the MO instance, e.g. to read the values of nodes. This interface implements the MOUpdateTarget interface (See section 7.6).
[NoInterfaceObject] interface DMObject: MOUpdateTarget {
	attribute DOMString moid;
	attribute DOMString uri;
	MOData getNodeValue (in DOMString nodeURI) raises (OmaAPIError);
	void setNodeValues(in StringArray nodeURIs, in StringArray values) raises (OmaAPIError);
	void setNodeSubTree(in DOMString nodeURI,in MOData subtree) raises (OmaAPIError);
	void deleteNode(in DOMString nodeURI) raises (OmaAPIError);
};
Methods

getNodeValue
	Returns the value of the node, whose location, within the scope of the DMObject, is specified by the nodeURI.

	Parameter
	Type
	Optional
	Description

	nodeURI
	DOMString
	✘
	The relative URI of the node within the DMObject.


Return type: MOData

setNodeValues
	Sets values for the specific nodes identified by nodeURIs. If node already exists, this method overwrites actual value; if node doesn’t exist, a new node is created; if value is null, nodeURI identifies an interior node.

	Parameter
	Type
	Optional
	Description

	nodeURI
	StringArray
	✘
	A String Array containing relative URIs of the nodes within the DMObject.

	Value
	StringArray
	✘
	A String Array containing node values. If an array element is null, related node is interior


Return type: void

setNodeSubTree
	Sets subtree for the node identified by nodeURI. If node already exists, this method overwrites actual subtree structure; if node doesn’t exist, a new node is created; if value is null, nodeURI identifies an interior node.

	Parameter
	Type
	Optional
	Description

	nodeURI
	DOMString
	✘
	The relative URI of the node within the DMObject.

	subtree
	MOData
	✘
	Node subtree represented by MOData. If null, node is interior


Return type: void

deleteNode
	Deletes node identified by nodeURI. If the target node is the interior node, then the subtree of this node will be deleted.

	Parameter
	Type
	Optional
	Description

	nodeURI
	DOMString
	✘
	The relative URI of the node within the DMObject.


Return type: void

Attributes
moid is of type DOMString
Management Object MOID URN.
uri is of type DOMString
Management Object Instance URI..


[bookmark: _Ref298312786][bookmark: _Toc303064242][bookmark: _Toc303066119]DMUpdateTarget interface
This interface allows registering and unregistering DMUpdateListeners based on a specific MOUpdateInfo operation. This interface SHALL be implemented by all DMObjects which could be target of DMUpdate operations.
[NoInterfaceObject] interface DMUpdateTarget {
	void addDMUpdateListener (in unsigned short type, in DMUpdateListener listener);
	void removeDMUpdateListener (in unsigned short type, in DMUpdateListener listener);
};

Methods
addDMUpdateListener
	This method allows registering a DMUpdateListener for the specified DMUpdate operation.
	Parameter
	Type
	Optional
	Description

	type
	unsigned short
	✘
	The DMUpdate operation for which the application asks the registration

	listener
	DMUpdateListener
	✘
	Object implementing the DMUpdateListener interface to be registered.


Return type: void

removeDMUpdateListener
	This method allows unregistering a DMUpdateListener for the specified DMUpdate operation.
	Parameter
	Type
	Optional
	Description

	type
	unsigned short
	✘
	The DMUpdate operation for which the application asks the unregistration

	listener
	DMUpdateListener
	✘
	Object implementing the DMUpdateListener interface to be unregistered


Return type: void

Attributes
 None

[bookmark: _Ref298312824][bookmark: _Toc303064243][bookmark: _Toc303066120]DMUpdateListener interface
This interface SHALL be implemented by an application in order to handle the update notifications. The handleDMUpdate method is invoked by underlying implementation in order to notify an update.
[NoInterfaceObject] interface DMUpdateListener {
	void handleDMUpdate(in MOUpdateInfo dmUpdate);
};

Methods
handleDMUpdate
	This method is invoked when the MOUpdateInfo occurs on the DMUpdateTarget for which the DMUpdateListener was registered. 

	Parameter
	Type
	Optional
	Description

	dmUpdate
	MOUpdateInfo
	✘
	The MOUpdateInfo object representing the DM update for which this method was called.


Return type: void

Attributes
 None

[bookmark: _Ref298312856][bookmark: _Toc303064244][bookmark: _Toc303066121]MOUpdateInfo interface
This interface contains the details regarding an update to DM Tree which are notified by DM Client to registered applications. 
[NoInterfaceObject] interface MOUpdateInfo {
	const unsigned short	OP_CREATE	= 0;
	const unsigned short	OP_REPLACE	= 1;
	const unsigned short	OP_UPDATE	= 2;
	const unsigned short	OP_DELETE	= 3;
 	readonly attribute unsigned short type;
 	readonly attribute unsigned long timestamp;
	readonly attribute MOUpdateTarget MOUpdateTarget;
};

Methods
 None
Attributes
type is of type unsigned short, readonly
Indicates the type of MOUpdate.
timestamp of type unsigned long, readonly
Indicates the time and date of update, expressed as a UTC based [ISO8601] basic format.
MOUpdateTarget of type MOUpdateTarget, readonly
Indicates the MOUpdateTarget associated with the update.
[bookmark: _Toc303064245][bookmark: _Toc303066122]OmaAPIError interface
This interface describes the object which is returned when an exception is raised by current operation. Exception codes list extends OmaAPIError codes defined in [OMAAPI-Module].
[Supplemental] interface OmaAPIError {

	// ExceptionCode
	const unsigned short	UNSUPPORTED_OPERATION	= 1001;
	const unsigned short	CLIENT_NOT_READY	= 1002;
	const unsigned short	NOT_ALLOWED_OPERATION	= 1003;
};

[bookmark: _Toc303064246][bookmark: _Toc303066123]MOInstanceCB interface
This interface SHALL be implemented by function used as success callback for DMClientInterface.getMOByURI method. The onSuccess method is invoked on getMOByURI normal exit.
[Callback=FunctionOnly,NoInterfaceObject] interface MOInstanceCB {
	// handler
	void onSuccess (DMObject dmObject);
};
Methods
onSuccess
	This method is invoked on normal exit by getMOByURI. 

	Parameter
	Type
	Optional
	Description

	dmObject
	DMObject
	✘
	DMObject representing MO Instance.


Return type: void

Attributes
 None

[bookmark: _Toc303064247][bookmark: _Toc303066124]MOInstanceListCB interface
This interface SHALL be implemented by function used as success callback for DMClientInterface.getMOByMOID method. The onSuccess method is invoked on getMOByMOID normal exit.
[Callback=FunctionOnly,NoInterfaceObject] interface MOInstanceListCB {
	// handler
	void onSuccess (DMObjectArray dmObjectArray);
};
Methods
onSuccess
	This method is invoked on normal exit by getMOByMOID

	Parameter
	Type
	Optional
	Description

	dmObjectArray
	DMObjectArray
	✘
	Array of DMObjects.


Return type: void

Attributes
 None

[bookmark: _Toc303064248][bookmark: _Toc303066125]Type Definitions
[bookmark: _Toc303064249][bookmark: _Toc303066126]DMObjectArray
Definition of array of DMObject.

	typedef sequence<DMObject> DMObjectArray;

[bookmark: _Toc303064250][bookmark: _Toc303066127]MOData
MOData is native object which can be mapped and serialized/deserialized JSON Object as defined in [RFC4627].

	typedef Object MOData;


[bookmark: _Toc303066128]Flow(s)	(Informative)
The following flow describes the interactions between the Local Application and the DMClient API, particularly the following operations:

1) Retrieving a DMObject representing an MO instance from the DM tree maintained by the DM Client
2) Local Application registration of a “listener/handler” for notification of updates (e.g. create, replace, update, delete) to the retrieved MO instance
3) Notification of updates to the registered MO instance to the Local Application
4) Execution of logic (e.g. Local Application’s interaction with the DMObject)

 (
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Figure 1: Flow between a device’s application and the DM Client
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A user installs an application on her mobile device, instead of having to manually enter configuration settings to make the application function properly, the application itself would automatically register with the OMA DM Client to access the application specific Management Object (MO). If authorized, the application would then retrieve the parameters from the MO, to configure itself.
[bookmark: _Toc196557524][bookmark: _Toc196800308][bookmark: _Toc303066139]Scenario
1. The User installs an application on her mobile device.
2. The application interacts with the DM Client to get the corresponding MO instance identified by MOID.
3. The application obtained the MO instance and retrieves the parameters of the MO instance.
4. The application registers itself to be notified in case of MO updates.
5. If MO content is modified, i.e. by DM Server after a DM Session, DM Client notifies the application with new settings.

[bookmark: _Toc303066140]Market benefits
The User does not have to configure the application manually.

[bookmark: _Toc196557525][bookmark: _Toc196800309][bookmark: _Toc303066141]Configuration of Installed Software: initial settings are provided by application
The application provides the initial set of parameters which can be updated by the DM Server later.
[bookmark: _Toc303066142]Short Description
A user installs an application on her mobile device, instead of having to manually enter configuration settings to make the application function properly, the application would create, if authorized, a MO in the DManagement Tree and asks the DMClient to perform a DM 　Session with the DM Server in order to retrieve latest settings. Since the application already registered with the OMA DM Client to be notified of any update in the MO parameters, the new settings will be sent to the application after the DM session is finished.
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1. The User installs an application on her mobile device.
2. The application interacts with the DM Client to get the MO instance identified by MOID.
3. The application does n’t not find any instances of the requested MO.
4. The application asks to the DM Client to create the new MO with initial values provided by the application. The DM Client will return the URI of the created MO instance.
5. The application registers itself to be notified in case of MO updates.
6. The application triggers the DM Client to start a DM session.
7. The DM Client performs a DM session with the DM Server, which handles the new MO update if necessary.
8. If updates have been applied, the DM Client notifies it to the application with new settings.
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	OMA-ERDEF-DMClientAPIfw-C-002-M
	DM Client
	DMClientAPIfw1_0-HLF-4

	OMA-ERDEF-DMClientAPIfw-C-003-M
	DM Client
	DMClientAPIfw1_0-HLF-5

	OMA-ERDEF-DMClientAPIfw-C-004-M
	DM Client
	DMClientAPIfw1_0-HLF-6

	OMA-ERDEF-DMClientAPIfw-C-005-M
	DM Client
	DMClientAPIfw1_0-HLF-7

	OMA-ERDEF-DMClientAPIfw-C-006-M
	DM Client
	DMClientAPIfw1_0-HLF-8

	OMA-ERDEF-DMClientAPIfw-C-007-M
	DM Client
	DMClientAPIfw1_0-HLF-9

	OMA-ERDEF-DMClientAPIfw-C-008-M
	DM Client
	DMClientAPIfw1_0-HLF-10

	
	
	

	DM-7 Client-App Registration

	OMA-ERDEF-DMClientAPIfw-C-010-M
	DM Client
	DMClientAPIfw1_0-HLF-1

	OMA-ERDEF-DMClientAPIfw-C-011-M
	DM Client
	DM7-API-001

	OMA-ERDEF-DMClientAPIfw-C-012-M
	DM Client
	DM7-API-002

	OMA-ERDEF-DMClientAPIfw-C-013-M
	DM Client
	DM7-API-003

	OMA-ERDEF-DMClientAPIfw-C-014-M
	DM Client
	DM7-API-004

	OMA-ERDEF-DMClientAPIfw-C-015-M
	DM Client
	DM7-API-005

	DM-8 Client-App Notification

	OMA-ERDEF-DMClientAPIfw-C-016-M
	DM Client
	DMClientAPIfw1_0-HLF-3

	OMA-ERDEF-DMClientAPIfw-C-017-M
	DM Client
	DM8-API-001

	OMA-ERDEF-DMClientAPIfw-C-018-M
	DM Client
	DM8-API-002

	OMA-ERDEF-DMClientAPIfw-C-019-M
	DM Client
	DM8-API-003

	OMA-ERDEF-DMClientAPIfw-C-020-M
	DM Client
	DM8-API-004

	OMA-ERDEF-DMClientAPIfw-C-021-M
	DM Client
	DM8-API-005

	OMA-ERDEF-DMClientAPIfw-C-022-M
	DM Client
	DM8-API-006

	OMA-ERDEF-DMClientAPIfw-C-023-M
	DM Client
	DM8-API-007

	DM-9 Client-App Interaction

	OMA-ERDEF-DMClientAPIfw-C-024-M
	DM Client
	DM9-API-001

	OMA-ERDEF-DMClientAPIfw-C-025-M
	DM Client
	DM9-API-002

	OMA-ERDEF-DMClientAPIfw-C-026-M
	DM Client
	DM9-API-003

	OMA-ERDEF-DMClientAPIfw-C-027-M
	DM Client
	DM9-API-004

	OMA-ERDEF-DMClientAPIfw-C-028-M
	DM Client
	DM9-API-005

	OMA-ERDEF-DMClientAPIfw-C-029-M
	DM Client
	DM9-API-006

	OMA-ERDEF-DMClientAPIfw-C-030-M
	DM Client
	DM9-API-007

	OMA-ERDEF-DMClientAPIfw-C-031-M
	DM Client
	DM9-API-008

	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-C-001-<<M/O>>
	<<ENABLER>> Client
	

	
	
	


[bookmark: _Toc165867191][bookmark: _Toc242841341]Table 263: ERDEF for DMClientAPIfw<<ENABLER>> Client-side Requirements

[bookmark: _Ref21868458][bookmark: _Toc201729086][bookmark: _Toc303064270][bookmark: _Toc303066147]ERDEF for <<ENABLER>> - Server Requirements
This section is normative.
	Item
	Feature / Application
	Requirement

	OMA-ERDEF-<<ENABLER>>-S-001-<<M/O>>
	<<ENABLER>> Server
	

	
	
	



[bookmark: _Toc165867192][bookmark: _Toc242841342]Table 4: ERDEF for <<ENABLER>> Server-side Requirements
[bookmark: _Toc303066148]SCR for XYZ DM Client
	Item
	Function
	Reference
	Requirement

	DMClientAPIfw-C-001-MXYZ-C-001-M
	This interface is the main entry point to DMAPI and its functionsSomething mandatory
	Section 7.3Section x.y
	DMClientAPIfw-C-001-M(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	DMClientAPIfw-C-002-MXYZ-C-002-O
	This interface allows registering and deregistering DMUpdateListeners based on a specific MOUpdateInfo operationSomething optional
	Section 7.6Section x.y
	DMClientAPIfw-C-002-M

	DMClientAPIfw-C-003-MXYZ-C-003-M
	This interface allows an application to handle the update notificationsDependencies on ZYX
	Section 7.7Section x.y
	DMClientAPIfw-C-003-MZYX:MCF

	DMClientAPIfw-C-004-MXYZ-C-004-O
	This interface is implemented by the function used as success callback for DMClientInterface.getMOByURI methodDependencies on ZYX
	Section 7.10Section x.y
	DMClientAPIfw-C-004-MZYX:OCF

	DMClientAPIfw-C-005-M
	This interface is implemented by the function used as success callback for DMClientInterface.getMOByMOID method
	Section 7.11
	DMClientAPIfw-C-005-M


[bookmark: _Toc303064272][bookmark: _Toc303066149]<Additional Information>
[bookmark: _Toc61141535]If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.
Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
DELETE THIS COMMENT
[bookmark: _Toc303064273][bookmark: _Toc303066150]App Headers
<More text>
[bookmark: _Toc61141536][bookmark: _Toc303064274][bookmark: _Toc303066151]More Headers
<More text>
Even More Headers
<More text>
[bookmark: _Toc303066152]DMClientAPI Full WIDL
Table 25: DMClientAPI module
	Web IDL Specification

        typedef sequence<DMObject> DMObjectArray;

        typedef Object MOData;
        
        [NoInterfaceObject] interface DMAPI {
                readonly attribute DMClient dmClient;
        };
        Window implements DMAPI;
        
        [NoInterfaceObject] interface OmaapiObject {
                readonly attribute Omaapi omaapi;
        };
        Window implements OmaapiObject;
        
        [NoInterfaceObject] interface DMClient {

                readonly attribute DOMString version;  

                const unsigned short CONNECTING = 0;
                const unsigned short OPEN = 1;
                const unsigned short CLOSING = 2;
                const unsigned short CLOSED = 3;
                const unsigned short ABORTED = 4;

                readonly attribute unsigned short sessionStatus;

                PendingOperation startDMSession(in SuccessCallback successCB,in ErrorCallback errorCB, in DOMString serverId, in optional DMAlertObject alert) raises (OmaAPIError);

                StringArray listURIByMOID(in DOMString moid) raises (OmaAPIError);

                PendingOperation getMOByURI(in DOMString uri, in MOInstanceCB successCB, in ErrorCallback errorCB) raises (OmaAPIError);

                DOMString createMO(in String moid,in MOData data) raises (OmaAPIError);              
        };

        [NoInterfaceObject] interface DMAlertObject {
                attribute DOMString metaType;

                attribute DOMString alertType;

                attribute DOMString mark;

                attribute DOMString data;
        };

        [NoInterfaceObject] interface DMObject: MOUpdateTarget {
                attribute DOMString moid;

                attribute DOMString uri;

                MOData getNodeValue(in DOMString nodeURI) raises (OmaAPIError);

                void setNodeValues(in StringArray nodeURIs, in StringArray values) raises (OmaAPIError);

                void setNodeValues(in DOMString nodeURI,in MOData subtree) raises (OmaAPIError);

                void deleteNode(in DOMString nodeURI) raises (OmaAPIError);
        };

        [NoInterfaceObject] interface DMUpdateListener {
                 void handleDMUpdate(in MOUpdateInfo dmUpdate);
        };

        [NoInterfaceObject] interface DMUpdateTarget {
                void addDMUpdateListener (in unsigned short type, in DMUpdateListener listener)  raises (OmaAPIError);

                void removeDMUpdateListener (in unsigned short type, in DMUpdateListener listener)  raises (OmaAPIError);
        };   

        [NoInterfaceObject] interface MOUpdateInfo {
        
                const unsigned short    OP_CREATE       = 0;
                const unsigned short    OP_REPLACE      = 1;
                const unsigned short    OP_UPDATE       = 2;
                const unsigned short    OP_DELETE       = 3;
        
                readonly attribute unsigned short type;
                
                readonly attribute unsigned long timestamp;
                
                readonly attribute MOUpdateTarget MOUpdateTarget;
        };

        [Supplemental] interface OmaAPIException {

                const unsigned short    UNSUPPORTED_OPERATION   = 1001;
                const unsigned short    CLIENT_NOT_READY                = 1002;
                const unsigned short    NOT_ALLOWED_OPERATION   = 1003;
        }; 

        [Callback=FunctionOnly,NoInterfaceObject] interface MOInstanceCB {
                void onSuccess (in DMObject dmObject);
        };

        [Callback=FunctionOnly,NoInterfaceObject] interface MOInstanceListCB {
                void onSuccess (in DMObjectArray dmObjectArray);
        };          
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