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1 Reason for Change

The CR adds additional requirements to the DM 2.0 RD, especially in the Security section.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the DM 2.0 RD be updated accordingly.
6 Detailed Change Proposal

Change 1:  Rephrasing some existing requirements and introducing some new requirements in Section 6.2
6.2    High-Level Functional Requirements
	Label
	Description
	Release
	Functional module

	DM-HLF-001
	DM Enabler SHALL be access technology agnostic.
	DM 2.0
	General

	DM-HLF-002
	DM Enabler SHOULD support a mechanism to allow DM sessions against a device placed behind a firewall or NAT (“Network Address Translator”).
	DM 2.0
	General

	DM-HLF-003
	DM Enabler SHOULD support a mechanism to manage devices without user interface.
	DM 2.0
	General

	DM-HLF-004
	DM Enabler SHALL support a mechanism allowing a server to retrieve the state of DM MOs (all or subset) from a client with a focus on the query and response consuming minimum bandwidth and processing resources.
	DM 2.0
	General

	DM-HLF-005
	The DM client SHALL allow local device’s applications to interact with the Management Objects.
	DM 2.0
	General

	DM-HLF-006
	DM Enabler SHALL support a mechanism to manage the device with more than one operating system/environment.
	DM 2.0
	General

	DM-HLF-007
	DM Enabler SHALL support a mechanism to manage the device with more than one access technologies. 
	DM 2.0
	General

	DM-HLF-008
	The DM Enabler SHALL specify a mechanism to allow continuous management of devices, even if the devices are moved across networks.
	DM 2.0
	General

	DM-HLF-009
	The DM Enabler SHALL support a mechanism to control which type of Management Objects can be managed by a specified DM Server.
	2.0
	Management Authority

	DM-HLF-010
	The DM Enabler SHALL support multiple Management Authorities.
	2.0
	Management Authority

	DM-HLF-011
	The DM enabler SHALL support multiple Management Authorities managing different instances of the same Management Object.
	2.0
	Management Authority

	DM-HLF-012
	The DM Client SHALL support multiple Management Authorities.
	2.0
	Management Authority

	DM-HLF-013
	The DM Client SHALL support the delegation of a management authority’s control to other Management Authorities.
	2.0
	Management Authority

	DM-HLF-014
	The DM Enabler SHALL support a mechanism to prioritize Management Authorities that access the same instance of a management object.
	2.0
	Management Authority

	DM-HLF-015
	The DM Client SHALL process DM messages only from authorized DM Servers.
	2.0
	Security

	DM-HLF-xx
	The DM Server SHALL process commands only from authorized Management Authorities.
	2.0
	Security

	DM-HLF-016
	The DM enabler SHALL provide a mechanism for local applications in the device to register for notifications to changes to an instance of  a registered MO.
	2.0
	General

	DM-HLF-017
	The DM enabler SHALL provide a mechanism to notify registered applications in the device for changes to an instance of a  registered MO.
	2.0
	General

	DM-HLF-018
	The DM Client SHALL be able to choose the appropriate DM Server for a DM Client initiated management session.
	2.0
	General

	DM-HLF-019
	The DM enabler SHALL provide a mechanism for the discovery of optional DM features supported by the client
	2.0
	General

	DM-HLF-020
	The DM Enabler SHALL allow for a device to be managed through a gateway device, if present.
	2.0
	Gateway

	DM-HLF-021
	The DM Enabler SHALL provide a mechanism to interwork with device management systems other than OMA DM through the gateway if present. 
	2.0
	Gateway

	DM-HLF-022
	DM Enabler SHALL support the capability to suspend and resume the transfer of large objects
	2.0
	General

	DM-HLF-023
	The DM Enabler SHALL provide a mechanism to notify the DM server of the correlation between a gateway and devices connected to that gateway.
	2.0
	Gateway

	DM-HLF-024
	The DM Enabler SHALL provide a mechanism to have constructed format types for management object values. 
	2.0
	General

	DM-HLF-0yy
	The DM enabler shall support a mechanism for users to control a management object, when required.
	2.0 
	General

	DM-HLF-0yy
	The DM 2.0 Enabler SHALL support transport bindings for the following protocols:

· HTTP

· HTTPS
· UDP

· SIP
· OBEX

· WiFi

· Bluetooth
	2.0 
	General


Table 1: High-Level Functional Requirements
Change 2:  Moving DM-SEC-002 (old) to Section 6.2.1.2, rephrasing some existing requirements and introducing some new requirements in Section 6.2.1
6.2.1
  Security
	Label
	Description
	Release
	Functional module

	DM-SEC-001
	The DM Enabler SHALL support a mechanism to authenticate a Management Authority.
	2.0
	Security

	
	
	
	

	DM-SEC-002
	The DM session between the DM Client and the DM Server SHOULD be secure.
	2.0
	Security


Table 2: High-Level Functional Requirements – Security Items

Change 3:  Introducing some new requirements in Section 6.2.1.1

6.2.1.1   Authentication


	Label
	Description
	Release
	Functional module

	DM-SECACATE-001
	If the DM session between the DM Client and the DM Server is not secure, the DM Client SHALL authenticate all messages from the DM Server.
	2.0
	Security

	DM-SECACATE-002
	If the DM session between the DM Client and the DM Server is not secure, the DM server SHALL authenticate all messages from the DM Client.
	2.0
	Security

	DM-SECACATE-003
	The DM Server SHALL authenticate Management Authorities.
	2,0
	Security

	DM-SECACATE-004
	The DM Server SHALL authenticate DM Gateways.
	2,0
	Security


Change 4:  Moving DM-SEC-002 (old) from Section 6.2.1 to Section 6.2.1.2 and introducing some new requirements in Section 6.2.1.2

6.2.1.2   Authorization


	Label
	Description
	Release
	Functional module

	DM-SECARIZE-001
	The DM Client MUST protect a Management Authority's data from unauthorized access.
	2.0
	Security

	DM-SECARIZE-002
	The DM Client SHALL support an authorization mechanism for controlling access to device configuration and device services.
	2.0
	Security


Change 5:  Introducing some new requirements in Section 6.2.1.3

6.2.1.3   Data Integrity

	Label
	Description
	Release
	Functional module

	DM-DI-001
	If the DM session between the DM Client and the DM Server is not secure, the DM Client SHALL verify the integrity of every message received from the DM Server.
	2.0
	Security

	DM-DI-002
	If the DM session between the DM Client and the DM Server is not secure, the DM Server SHALL verify the integrity of every message received from the DM Client.
	2.0
	Security

	DM-DI-003
	The DM Client SHALL ensure the integrity of the data stored in the Management Tree.
	2.0
	Security


Change 6:  Introducing some new requirements in Section 6.2.1.4

6.2.1.4   Confidentiality

	Label
	Description
	Release
	Functional module

	DM-SECCONF-001
	If the DM session between the DM Client and the DM Server is not secure, the DM Client SHALL support a mechanism to encrypt all messages sent to the DM Server.
	2.0
	Security

	DM-SECCONF-002
	If the DM session between the DM Client and the DM Server is not secure, the DM Client SHALL support a mechanism to decrypt all messages received from the DM Server.
	2.0
	Security

	DM-SECCONF-003
	If the DM session between the DM Client and the DM Server is not secure, the DM Server SHALL support a mechanism to encrypt all messages sent to the DM Client.
	2.0
	Security

	DM-SECCONF-004
	If the DM session between the DM Client and the DM Server is not secure, the DM Server SHALL support a mechanism to decrypt all messages received from the DM Client.
	2.0
	Security

	DM-SECCONF-005
	The DM client SHOULD support a mechanism to protect unauthorized disclosure of sensitive information stored in the client.
	2,0
	Security


Change 7:  Introducing some new requirements in Section 6.2.3

6.2.3   Administration and Configuration


	Label
	Description
	Release
	Functional module

	DM-A&C-001
	The DM 2.0 Enabler SHALL support on-demand retrieval of device configuration data.
	2.0
	General

	DM-A&C-002
	The DM 2.0 Enabler SHALL support on-demand modification of device configuration data.
	2.0
	General

	DM-A&C-003
	The DM 2.0 Enabler SHALL support on-demand invocation of operations on the Device.
	2.0
	General


Change 8:  Introducing some new requirements in Section 6.2.5

6.2.5   Interoperability

	Label
	Description
	Release
	Functional module

	DM-IOP-001
	The network or access technology agnostic elements of DM 2.0 SHALL be interoperable across networks and access technologies.
	2.0
	General

	DM-IOP-002
	The DM 2.0 Enabler SHALL be interoperable with other OMA enablers, when applicable.
	2.0
	General

	DM-IOP-003
	The DM 2.0 Enabler SHALL be interoperable with other remote management protocols, when applicable.
	2.0
	General


Change 9:  Introducing some new requirements in Section 6.2.6

6.2.6   Privacy

	Label
	Description
	Release
	Functional module

	DM-PRIV-001
	The DM Client shall expose personally identifiable information only to entities to which the user has given consent.
	2.0
	General

	DM-PRIV-002
	Personally identifiable information related to DM shall be processed only by those entities for which the user has given consent and only for the purposes explained to the user.
	2.0
	General
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