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1. Scope
(Informative)

The scope of the Device Management architecture document is to define the architecture for the Device Management v2.0 enabler. This document fulfils the functional capabilities and information flows needed to support this enabler as described in the Device Management requirements document [DM-RD].
2. References

2.1 Normative References

	[DM-RD]
	“Device Management Requirements”, Open Mobile Alliance™, OMA-RD-DM-V2_0,
URL:http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	
	


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, OMA-ArchitecturePrinciples-V1_2,, URL:http://www.openmobilealliance.org/

	[DM-DICT]
	“Device Management Dictionary”, Version 1.0, Open Mobile Alliance™, OMA-SUP-DM-DM_Dictionary-V2_0, URL:http://www.openmobilealliance.org/

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/

	
	


Terminology and Conventions

2.3 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

2.4 Definitions

	Device
	See [OMA-DICT]

	Device Management Client
	See [DM-DICT].

	Device Management Server
	See [DM-DICT].

	Interface
	See [OMA-DICT].

	Management Object
	See [OMA-DICT].

	
	


2.5 Abbreviations

	OMA
	Open Mobile Alliance

	DM
	Device Management

	MO
	Management Object

	
	


3. Introduction
(Informative)
Device Management refers to the management of Device configuration and other managed objects of Devices from the point of view of the Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices, execute primitives on Devices, and processing events and alarms generated by Devices.  In addition the Device Management v2.0 enabler brings Multiple Management Authority mechanisms.

Device management allows wireless operators, service providers or corporate information management departments to carry out the procedures of configuring devices on behalf of the end user (customer).
3.1 Version 1.3
OMA DM Version 1.3 makes no change to the architecture from OMA DM 1.2, but does introduce new notification and transport protocols.

3.2 Version 2.0
The OMA DM Version 2.0 architecture is based on OMA DM 1.3. It introduces a new DM Server to DM Server interface and two optional DM Client to application interfaces.  It also removes the CP-1 interface between the CP Enabler and the DM Client for the CP Bootstrap Profile.

4. Architectural Model

4.1 Dependencies

DM 2.0 has the same dependencies as the Device Management v1.3 enabler.

4.2 Architectural Diagram
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Figure 1: Device Management Architecture using interfaces

4.3 Functional Components and Interfaces/reference points definition
4.3.1 Protocol Endpoints

4.3.1.1 DM Client

The DM Client is the abstract software component that conforms to the requirements for DM Clients specified in the OMA Device Management Enabler.

4.3.1.2 DM Server

The DM Server is the abstract software component that conforms to the requirements for DM Servers specified in the OMA Device Management Enabler.

4.3.2 Interfaces

4.3.2.1 DM-1 Client-Server Notification

This provides an interface over which DM Servers may send device management notification to DM Clients. This is an interface that is bearer neutral and can operate over many protocols such as WAP Push and SIP Push.

4.3.2.2 DM-2 Device Management Client-Server Protocol

This provides an interface over which DM Servers may send device management commands to DM Clients and DM Clients may return status and alerts to DM Servers. This is an interface that is bearer neutral and offers many standardized bindings including HTTP and HTTPS. This interface MAY be exposed over an airlink-based data bearer protocol (e.g. GPRS) to provide over-the-air device management capability.

4.3.2.3 DM-3 DM Bootstrap Profile via Smart Card

The DM Client may be initially provisioned via a file on a Smart Card. This file contains a series of DM Commands to set or replace configuration settings in the DM Client. This is a one-way interface with no feedback from the DM Client. The only expected result is the DM Client connecting to the DM Server at the next practical opportunity.
4.3.2.4 DM-4 DM Bootstrap Profile OTA

The DM Client may be initially provisioned via a file sent by some push protocol. This file contains a series of DM Commands to set or replace configuration settings in the DM Client. This is a one-way interface with no feedback from the DM Client. The only expected result is the DM Client connecting to the DM Server at the next practical opportunity.

4.3.2.5 DM-6 Server-Server Interface

This provides an interface over which DM Servers may send management commands to other DM Servers and receive responses from other DM Servers. This is an interface that is bearer neutral and offers many standardized bindings including HTTP and HTTPS.
Note: The DM-5 interface is an optional interface described in the appendix B.
4.4 Security Considerations

Since the enabler supports one or more Management Authorities that deal with a single DM Client, security aspects are very important as described in [DM-RD].

The Device Management enabler v2.0 supports DM Server to DM Client and DM Server to DM Server mutual authentications.

The Management Authority’s data access requires authorization and protection.

The DM messages and data will have integrity verification and confidentiality protection mechanisms.

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Protocol Version
	Reference
	Date
	Description

	N/A
	N/A
	N/A
	No prior 2.0 version


A.2 Draft/Candidate Version 2.0 History

	Document Identifier
	Date
	Sections
	Description

	OMA-AD-DM-V2_0
	24 Mar 2009
	All
	New baseline

	
	06 Nov 2009
	5.2, 5.3, Appendix B
	Applied the following CRs:
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Appendix B. Management Authority Diagram and Text (informative)

B.1 Architectural Diagram
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Figure 2: Device Management Architecture using interfaces

B.2 Additional Interfaces

B.2.1 DM-5 DM Exposes Management Objects

The MO schemas are exposed by the DM Client through its device management tree.

B.2.2 DM-Func DM Functions

The Standard Management Objects represent interfaces to the Device’s DM Client configuration and the Device’s DM-related information which may be targeted by a Device Management Authority to perform Device Management Functions. The functions available depend upon the DM Standard Object specifications, the access rights assigned to specific parameters for a given Device Management Authority, and on the specific device implementation.

B.2.3 DMA-DMS Interface

The interfaces between a Device Management Authority’s line-of-business systems and a Device Management Server are out of scope. For purposes of illustration, this interface allows the Device Management Authority to submit device management requests to the DM Server and to be apprised of results and device-generated alerts received by the DM Server from the DM Client. For purposes of this reference architecture description, readers should assume that an implementation-specific interface to the DM Server is used by the Device Management Authority to submit DM commands and analyze results returned by the DM Client.

B.2.4 DM Bootstrapping Request
The Device Management Authority sets the initial provisioning information into the DM Bootstrapping Request that can then be used by the DM Client. The details of the DM Boostrapping Request are decided by the Device Management Authority and typically relate to information necessary for the DM Client to connect to the DM Server.

B.2.5 DM-7 Client-App Interaction

This provides an interface over which the device’s local applications may send Management Object registration or deregistration commands to the DM Client.  The device’s local application may issue a Management Object retrieval request.
B.2.6 DM-8 Client-App Notification
This provides an interface over which the DM Client may send Management Object update notification to the registered device’s local application.
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