Doc# OMA-DM-DM20-2010-0051-CR_Protocol_small_updates.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-DM20-2010-0051-CR_Protocol_small_updates.doc
Change Request



Change Request

	Title:
	Small updates
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-TS-DM_Protocol-V2_0-20100823-D

	Submission Date:
	 22 Sept 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	RIM

	Replaces:
	n/a


1 Reason for Change

Some small updates are necessary in sections 8.3, 8.4, 8.5, 8.6 and 12.
It fixes the VerDTD and the VerProto. It also fixes the versions in the backward compatibility section.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  8.3 / 8.4 / 8.5 VerDTD and VerProto versions
8.3 Package 1: Initialization from client to server

The setup phase is virtually identical to that described in the [SYNCPRO]. The purpose of the initialization package sent by the client is:

· To send the DevInfo information (like manufacturer, model etc) to a Device Management Server as specified [DMSTDOBJ]. Client MUST send DevInfo information in the first message of management session.

· To send the DevDetail information (that is specified in [DMSTDOBJ]) to a Device Management Server, if it is requested in Package 0 message (as specified in [DMNOTI]). 
· To identify the client to the server according to the rules specified in Section 9.

· To inform the server whether the management session was initiated by the server (by sending a trigger in Package 0) or by the client (like end user selecting a menu item).

· To inform the server of any optional Client generated alert, for example Generic Alert or Client Event [DMREPPRO].

The detailed requirements for the initialization package from the client to server (Package 1) are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/2.0’.
· SessionID MUST be included to indicate the ID of the management session. If the client is responding to notification, with alert code SERVER-INITIATED MGMT (1200), then SessionID MUST be same as in notification. Otherwise, the client generates a SessionID which should be unique for that client. The same SessionID MUST be used throughout the whole session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target server.

· The Source element MUST be used to identify the source device.

· The Cred element MAY be included in the authentication message from the Device Management client to Device Management server as specified in Section 9.

2. Alert MUST be sent whether the client or the server initiated the management session in the SyncBody. The requirement for the Alert command follows:

· CmdID is REQUIRED.

· The Data element is used to carry the management session type which can be either SERVER-INITIATED MGMT (1200) or CLIENT-INITIATED MGMT (1201).

3. The DevInfo information MUST be sent using the Replace command in the SyncBody. The requirement for the Replace command follows:

· CmdID is REQUIRED.

· An Item element per node found from DevInfo tree. Possible nodes in DevInfo tree are specified in [DMSTDOBJ].

· The Source element in the Item element MUST have a value indicating URI of node.

· The Data element is used to carry the DevInfo data.

4. The DevDetail information MUST only be sent using the Replace command in the SyncBody if requested by the DM Server. The requirement for the Replace command follows:

· CmdID is REQUIRED.
· An Item element per node found from DevDetail tree. Possible nodes in DevDetail tree are specified in [DMSTDOBJ].
· The Source element in the Item element MUST have a value indicating URI of node.
· The Data element is used to carry the DevDetail data.
5. Client MAY include client-generated alerts such as Client Event [DMREPPRO] or Generic Alert.

The Final element MUST be used in the SyncBody for the message, which is the last in this package.

8.4 Package 2: Initialization from server to client

The purpose of the initialization package sent by the server is to:

· Identify the server to the client according to the rules specified in Section 9. 

· Optionally, the server can send user interaction commands.

· Optionally to send management data and commands.

· Send status of Client Initiated Alerts if any of these was received from the client

Package 2 MAY close the management session by containing only the <Final> element (any management command, user interaction command or client authentication challenge will continue the session).  Alternately, the server may send the Session Abort Alert (1223) to force the close of the session in extreme situations.

The detailed requirements for package 2 are:

· The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/2.0’ when complying with this specification.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

· Cred element MAY be included in the authentication message according to the rules described in Section 9. Server is always authenticated to the device but this authentication MAY be accomplished at the transport level.

· The Status MUST be returned in the SyncBody for the SyncHdr and Alerts sent by the client. 

· Any management operation including user interaction in the DM document (e.g. Alert, Sequence, Replace) are placed into the SyncBody.

· CmdID is REQUIRED.

· Source MUST be used if URI is needed to further address the source dataset.

· Target MUST be used if URI is needed to further address the target dataset.

· The Data element inside Item is used to include the data itself unless the command does not require a Data element.

· The Meta element inside an operation or inside an Item MUST be used when the Type or Format are not the default values [META].

· The Final element MUST be used in the SyncBody for the message, which is the last in this package.

8.5 Package 3: Client response sent to server

The content of package 3 is:

· Results of management actions sent from server to client.

· Results of user interaction commands.

· New optional Client generated alert, for example Generic Alert or Client Event [DMREPPRO] that was raised during the session.

This package is sent by the client if Package 2 contained management commands that required a response from the client.

The detailed requirements for package 3 are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/2.0’.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

2. Status MUST be returned for the SyncHdr and Alert command sent by the device management server in the SyncBody.

3. Status MUST be returned in the SyncBody for management operations sent by the server in Package 2.

4. Results MUST be returned in the SyncBody for successful Get operations sent by the server in the previous package and the following requirements apply:

· Results MUST contain Meta element with Type and Format elements describing content of Data element, unless the Type and Format have the default values [META].

· Items in Results MUST contain the Source element that specifies the source URI.

5. Client MAY send client generated alerts, for example Client Event [DMREPPRO] or Generic Alert.

The Final element MUST be used in the SyncBody for the message, which is the last in this package.

8.6 Package 4: Further server management operations

Package 4 is used to close the management session. If the server sends any operation in Package 4 that needs response from the client, the protocol restarts from Package 3 with a new protocol iteration. Server sends results of Client Initiated Alerts if any of these was received from the client in previous package. The detailed requirements for package 4 are:

1. The requirements for the elements within the SyncHdr element.

· The value of the VerDTD element MUST be '1.2'.

· The value of the VerProto element MUST be ‘DM/2.0’.

· SessionID MUST be included to indicate the ID of the management session.

· MsgID MUST be used to unambiguously identify the message belonging to the management session from server to client.

· The Target element MUST be used to identify the target device.

· The Source element MUST be used to identify the source device.

2. Status MUST be returned for the SyncHdr sent by the device management server in the SyncBody and if any Alerts were sent by the client then the server MUST send Status for these Alerts.

3. Any management operation including user interaction in the DM document (e.g. Alert, Sequence, Replace) placed into the SyncBody.

· CmdID is REQUIRED.

· Source MUST be used if URI is needed to further address the source dataset.

· Target MUST be used if URI is needed to further address the target dataset.

· The Data element inside Item is used to include the data itself unless the command does not require a Data element.

· The Meta element inside an operation or inside an Item MUST be used when the Type or Format are not the default values [META].

The Final element MUST be used in the SyncBody for the message, which is the last in this package. Package 4 MAY close the management session by containing only the <Final> element (any management command or user interaction command will continue the session).  Alternately, the server may send the Session Abort Alert (1223) to force the close of the session in extreme situations.

Change 2:  12. Backward compatibility
12. Backward Compatibility

DM Servers MUST be compatible with all older minor and the same versions of the DM protocol. 

DM Clients MUST be compatible with the same version of the DM protocol and SHOULD be compatible with the previous minor version of the DM Protocol and MAY be compatible with older versions of the DM protocol.
For example, a DM Server version 2.0 will have to be able to manage DM 2.0 Clients and can manage DM 1.1, DM 1.2, and DM 1.3 Clients.  A DM Server version 1.3 will have to be able to manage DM 1.1, DM 1.2 and DM 1.3 Clients. 
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