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1 Reason for Change

This CR aims to provide the baseline for the DM NG Authorization. It uses modified ACL properties as DM 1.x. See below files for more backgrounds
· OMA-DM-DMNG-2011-0046R01-INP_Outlook_for_DM_NG_Authorization
· OMA-DM-DMNG-2011-0063-INP_DM_NG_Authorization_Examples
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Updating TND for DM NG Authorization based on right group
7.7.1 ACL
The ACL property has some unique characteristics when compared to the other properties.

The access rights granted by an ACL are granted to Server Identifiers and not to the URI, IP address or certificate of a DM Server. The Server Identifier is an OMA DM specific name for a server. A management session is associated with a DM Server Identifier through OMA DM authentication [DMSEC]. All management commands received in one session are assumed to originate from the same DM Server.

7.7.1.1 ACL and Inheritance
A Node can have the ACL property. If a Node has the ACL property, a non empty ACL value MUST be assigned to it. If a Node doesn’t have the ACL property, the ACL value for the Node MUST be inherited from one of the ancestors, which has the ACL property. The root Node MUST always have the ACL property, which guarantees the ACL inheritance. The DDF file for Management Objects can describe which Nodes implement the ACL property, and the ACL property MUST NOT be dynamically assigned or deleted.
The ACL assigned to a DM Server can be categorized as 4 right groups as shown in the below table. A DM Server can perform a command only if the command is included in the right group that the DM Server belongs. For example, if a DM Server belongs to the W right group for a leaf node, the DM Server can perform Get, Exec, Replace and Delete on the Node.
	Group
	Rights for Leaf node
	Rights for interior node

	R group (Read)
	Get
	Get

	A group (Add)
	Get
	Get, Add

	E group (Exec)
	Get, Exec
	Get, Add

	W group (Write)
	Get, Exec, Replace, Delete
	Get, Add, Delete, Replace






7.7.1.2 The root ACL value

The root Node is special – it is owned by the device.  It is also the only Node that MUST have a value assigned to the ACL. The default value for the root ACL, for a Device that is not bootstrapped, SHOULD be A=*. Any attempt by a DM Server to modify the ACL value of the root SHOULD fail with the status code (405) Command not allowed.
The initial access rights to the Management Tree assigned to the DM Server SHOULD be based on Device policy or it MAY be controlled by the Bootstrap Config MO [DMBOOT].

7.7.1.3 Changing the ACL

Note: this section is basically the same with DM 1.3, but needs to be simplified to some extends.
The rules for changing the ACL of a Node are different for Interior Nodes and Leaf Nodes. 

· Interior Nodes
The ACL is valid for the Node and all properties that the Node may have, i.e. the right to access the ACL is controlled by the ACL itself. If a Server Identifier has Replace access rights according to the Node ACL then this Server Identifier can change the ACL value.

· Leaf Nodes
The ACL is valid for the Node value and all properties that the Node may have, except the ACL property itself. If a Server Identifier has Replace access rights according to the Node ACL then this Server Identifier can change the Node value and all property values, but not the ACL value. 

However, for both types of Nodes the right to change the ACL of the Node is also controlled by the ACL of the parent Node. Note that any parent Node is by definition an Interior Node. This makes it possible for a Server Identifier with sufficient access to a parent Node to take control of a child Node. This is a two-step process where the server first changes the ACL of the child Node and then can access the Node value, list of children or other Node properties.  Note that even if a server has total access to the parent Node according to the parent’s ACL, this does not imply direct access to the child Node value. To change a child Node value the child ACL value MUST be changed first.

The ability for a Server Identifier with access to a parent Node to take control of a child Node implies that any Server Identifier with control of the root Node can take control of the complete Management Tree. Doing so is a laborious process that involves many separate management commands being issued by the server. To avoid such laborious process, once the client received the command to change the ACL value of a Node, the client MUST allow the server to change the ACL of this node in case the server has the Replace right of its parent or ancestor Node.  It also implies that, unless two Server Identifiers agree about passing authority between them, transition of authority cannot take place. This also makes ‘hostile takeovers’ of devices impossible. To provide the end user with the ability to change which Server Identifier that controls the root Node some devices MAY implement a UI for this purpose.

Servers can explicitly set ACL values by performing a Replace operation on the ACL property of any given Node. A successful completion of such an operation is signalled by an (200) OK status code. If the operation fails due to lack of device memory status code (420) Device full is returned. In addition, if the reason for failure is access violation the status code (425) Permission denied is returned. 

If a server successfully creates a new Node with the Add command, the value of the Node’s ACL property is initially set to no value, e.g. <Data/>. This means that the value is inherited from the parent Node. However, there is one exception to this rule. If a server is adding an Interior Node and does not have Replace access rights on the parent of the new Node , the Node MUST not inherit the ACL value from its parent Node. Instead, he ACL of the new Node MUST be automatically set so that the creating server has full access rights on the new Node. 

In cases where the above rule does not apply it is RECOMMENDED that the current Server Identifier explicitly set the new Node ACL. This is achieved by using a Replace command on the ACL URI of the new Node. The current server SHOULD set the ACL value so that itself has Delete, Get and Replace access. 

Note that since the only command available to change an ACL is Replace, all existing Server Identifiers and access rights are overwritten. If a server wishes to keep the existing entries in an ACL it MUST read the ACL, perform the needed changes and then Replace the existing ACL with the new one.

7.7.1.4 Deletion of DM Account

Note: This section is TBD



7.7.1.5 ACL syntax

The ACL structure is a list of Server Identifiers where each identifier is associated with a right group.
The Server Identifier can also have a wildcard value assigned to it. This means that any Server Identifier used to access the Node and/or its properties is granted access.

ACL are carried over OMA DM as a string. The string MUST be formatted according to the following simple grammar.

<acl> ::= <acl-entry> | <acl> & <acl-entry>

<acl-entry> ::= <right_group> = <server-identifiers>

<server-identifiers> ::= <server-identifier> | <server-identifier> + <server-identifiers>

<server-identifier> ::= * | “All printable characters except ‘=’, ‘&’, ‘*’, ‘+’ or white-space characters.”

<right_group> ::= R | A | E | W





 




7.7.1.6 ACL Example

Consider the following Management Tree:
[image: image1.png]‘R='&W=DMS1’

SWi1

‘R='&W=DMSZ’

Delivered

A=

PkgID Name PkgID Name ‘ SW3 ’ ‘ SW4 ’ SW5
R=*&W=DMS3] W=DMS4 R=*&W=DMS5|
PkgID Data PkgID Data D PkgIDRef





Figure 2: Example Management Tree with ACLs

The following statements about this Management Tree are true:

· Any server can Get the list of child nodes of ./SCOMO/Download
· Any server can Add to ./SCOMO/Inventory/Delivered
· Only DMS3 can modify ./SCOMO/Inventory/Delivered/SW3
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