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1 Reason for Change

This contribution introduces enabling or disabling DM Server. There are some use cases and reasons that explain why this functionality is needed.
Use case 1:

John has a mobile phone and it connects to enterprise DM Server. The enterprise DM server should connect, control and monitor his phone while he is in the office. When he goes out of the office, John doesn’t want the enterprise DM Server to control and monitor his phone any more. So he would make sure that DM Server can’t connect his phone outside of the office by disabling the enterprise’s DM Server account so that he can use his phone feely. When he goes inside of the office, the enterprise DM Server should monitor and control his phone so DM Server should be activated by enabling the enterprise’s DM Server.
Use case 2:

Bob has a mobile phone and he goes theatre to watch the film. To protect the film’s copyright and keep the environment quite, the theatre’s DM Server is enabled and disables his phone’s camera and makes it mute or vibrate mode. When he goes out, the theatre’s DM Server should give up its right to control Bob’s mobile phone by disabling theatre’s DM Server.
There is a solution for these use cases currently: delegation and delegation revocation

But delegation and delegation revocation process is complex. When it comes to the delegation, the process includes provisioning DM account (Bootstrap) and setting proper access right to DM Tree. And when it comes to the delegation revocation, the process includes deleting DM account and deleting access right to DM Tree at least.
So this CR suggests DM Server enable/disable mechanism by setting one node. It could make DM Server temporally disable or enable to reduce the burden for the mobile devices.
There are 3 options: enabled, disabled immediately, disabled after current DM session.
If the DM Server is enabled, DM Client can receive its message and initiate the DM session with and send the message to DM Server.
If the DM Server is disabled immediately, DM Client discards all the messages from DM Server and DM Client is not allowed to initiate DM Session with and send the message to DM Server.

If the DM Server is disabled after current DM session, DM Client discards notification message only from DM Server and DM Client is not allowed to initiate DM Session. This option makes DM Server finish its job completely in the current DM session. (If DM Client discards all the messages from the DM Server during DM sessions, it could lead to device malfunction for example stopping DM session during firmware update.)
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Adding enable node in DM acc
8. DM 2.0 Standard Management Objects 

8.1 DM Account Management Object

The following figure shows an overview of the management object.
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Figure 4: The DM Account Management Object

	<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more instances of this object. Management Object Identifier for this management object MUST be: “urn:oma:mo:oma-dm-dmacc:2.0”.


	ServerID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies a server identifier for the management server used in the management session. This identifier MUST be uniquie within the DM Client.


	Name

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	chr
	Get
	

	
	This node specifies user displayable name for the management server.


	Enable

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrOne
	int
	Get
	

	
	This node specifies whether this DM Server is enabled or disabled. However in order to disable this DM Server safely (e.g.in the middle of firmware update), there are another option that the DM Server is disabled after the current session.

If the value of the node is 0 or the node doesn’t exist, then the DM Client processes the message sent from this DM Server and the DM Client is allowed to initiate DM session with and send the message to this DM Server. If the value of the node is 1, DM Client discards all the messages sent from this DM Server and DM Client MUST not be allowed to initiate DM session with and send the message to this DM Server. If the value of the node is 2, DM Client only discards the Notification message sent from this DM Server and DM Client MUST not be allowed to initiate DM session with this DM Server.

The following table contains the numeric value associated with each report channel.
Values

Description
0

Enabled
1

Disabled with discarding all the message
2

Disabled with discarding Notification


	Permissions

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This node is the parent node for the management object that this DM Server request access rights to. This node and all childe nodes MUST NOT be exposed in the DM Client. This part is used for the bootstrap only. 


	Permissions/<y>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	Get
	

	
	This node goups the accessrigts for a specific MOID. 


	Permissions/<y>/MOID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the MOID for this group. 
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