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1 Reason for Change

Bootstrap Message can be used to provide some assistance information for the access control. MOID is one of such assistance information, and can be included in the Bootstrap Message. This CR is to clarify this mechanism based on the following CR:

· OMA-DM-DMNG-2012-0020-CR_AC_Bootstrap 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Access Control aided by Bootstrapping
X. Access Control
X.1 Assistance Information in Bootstrap Message
Bootstrap Message can be sent to the DM Client to set the DM Account Management Object and other configurations such as connectivity settings. This Bootstrap Message can include the DM account information, and as a part of this DM account information, the assistance information for the access control can be delivered to the DM Client. The DM Client can use this assistance information to manage the access control (e.g. to accept the management requests for an MO instance from the DM Server).
The DM account information in Bootstrap Message can contain the MOIDs as the assistance information (AI_MOID). The AI_MOID can inform the device of the MOs that the DM Server may manage. However, the scope of the MOs that the DM Server can manage is not restricted to the AI_MOID, and the DM Server can get the access rights for an MO that is not in the AI_MOID if it is properly granted by the device.
Bootstrap Message may be accepted or rejected, and how to accept or reject Bootstrap Message is the outside of this specification. Once Bootstrap Message is accepted, the DM Client MUST NOT change the AI_MOID and MUST store the AI_MOID as part of the DM Account Management Object as specified in the section 8.1. If the AI_MOID contains the wildcard, the wildcard MUST be discarded. The DM Client MUST protect the AI_MOID from any modifications after Bootstrap Message is accepted.
This specification only specifies how to deliver the AI_MOID from the DM Server to the DM Client, and how the device utilizes the AI_MOID for managing the access control is the outside of this specification.
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