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1 Reason for Change

This CR proposes to add a new section for the access rights represented by the right group. There are three right groups; R, W and D. The access rights are represented in terms of these right groups.
Some examples are

1. “R=DMS1&WEDMS2&D=DMS3” for a FUMO instance

· DMS1 can read the FUMO instance,

· DMS2 can read, write and execute to the FUMO instance,
· DMS3 can read, write, execute and delegate the FUMO instance.

Write Only Cases:
Below is the simplified DM Account MO instance for a DM Server:
RO, RW, WO, etc. are the AccessType assigned to each Node, and it can be supplementally used to grant the DM command from the DM Server. Hence, for the below MO instance, DMS1 belongs to W right group, but it cannot read the “./DMAcc/AuthData” since it is WO (WriteOnly).
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Comparison with OMA-DM-DMNG-2012-0021-CR_TS_AC_Levels:
	Short Description
	Value
	Description

	Read
	1
	All operation that allow retrieval of the data

	Write
	2
	All operations that allow any modification of the data. For example adding, replacing or deleting the data.

	Execute
	4
	OMA DM execute operation

	Delegation Permission
	8
	Ability to delegate this to another Management Authority.


The main differences between these two approaches are the representation of the Access Rights.

Below table is the summary of the comparisons:

	The proposals
	OMA-DM-DMNG-2012-0021-CR_TS_AC_Levels:

	There are 5 possible cases
R, W, D, RE, WE
	There are 15 (2^4-1) possible cases. On and off for each access right

	Command dependency is considered
It can prevent not properly assigned access right value.
	No command dependency.

Hence, to prohibit improper access right value, the DM Server should carefully set access right value, for example, when giving the Write permission, it should also give the Read permission.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Descriptions for this change here
X. Access Control

X.2 Right Groups for Access Rights
For an MO instance, the access rights associated with a DM Server describe which DM commands are allowed or denied for the DM Server. In OMA DM 2.0, the access rights are expressed in terms of the right group. The right group is the group of the DM commands that the DM Server is allowed to execute, and it is designed in considerations of the dependency between the DM commands. When the DM Server has the access right to update an MO instance, the DM Server also needs to have the access right to read the MO instance. This kind of the DM command dependency must be taken into account to provide the reliable access control mechanism.

Three right groups are specified in this specification, and the DM Server can belong to one of them per each MO instance. If the DM Server doesn’t belong to any of the right groups, the DM Client MUST reject any access to the MO instance. The detailed explanations for each right group are as follows:
· R right group: the DM Server associated with this right group can read data from the MO instance
· W right group: the DM Server associated with this right group inherits all access rights from the R group. In addition, the DM Server can modify the existing MO instance and also add a new data to the MO instance

· D right group: the DM Server associated with this right group inherits all access rights from the W group. In addition, the DM Server can modify its own access rights or delegate the management control of the MO instance to other DM Servers
The DM commands allowed for the DM Server in each right group are as follows:
	Right Group
	DM commands allowed for the DM Server

	R
	GET, HPUT, HPOST

	W
	GET, HPUT, HPOST, HGET, DELETE

	D
	GET, HPUT, HPOST, HGET, DELETE, EXEC + (Delegation)


In addition to the right group, the DM Server associated with the R and W right group can have independent rights. The independent rights are as follows:
	Independent Right
	DM commands allowed for the DM Server

	E
	EXEC
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