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1 Reason for Change

The present CR aims to fix some normative language in chapter 11 and 12 and to introduce related SCRs. In addition the Access Control Mechanism specification is separated from MO description.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG should review the present CR and agree on its content.
6 Detailed Change Proposal
Change 1:  Section 11.1
DevInfo Management Object
The DM Server and the DM Client MUST support this MO.

The following figure shows an overview of the MO.
Change 2:  Section 11.2
DM Account Management Object

The DM Server and the DM Client MUST support this MO.

The following figure shows an overview of the MO.

Change 3:  Section 11.3
Delegation Access Control MO
The Delegation Access Control MO is used by the DM Client to expose the permission information to the DM Server. It is used by the “Access Control Mechanism” specified in section 12.

The DM Server MUST support this MO. If the DM Client support the “Access Control Mechanism” , MUST support this MO.
· 
· 
· 
· 


The following figure shows an overview of the Management Object.
Change 4:  Section 11.4
Session Information Management Object
Session Information MO exposes the DM session information to the DM Server. The DM Server can request to include this MO in the Package#1 by using the REQ-MO Option in the Notification.

The DM Server and the DM Client MUST support this MO.

The pictorial description for this MO is as follows:
Change 5:  New Section 11 (move exiting chapter 11 to 13)
Delegation Access Control MO
The Access Control Mechanism ensures that only authorized DM Servers can invoke DM commands on the MO instances. The Access Control Mechanism is designed with the following principles:

· The DM Bootstrap contains a list of MOIDs (the Permissions/<x>/MOID node in DM Account MO) requested to be managed by the DM Server. Accepting this DM Bootstrap does not mean that the DM Server can immediately manage the MO instances for the provisioned MOIDs. To manage a specific MO instance for the provisioned MOID, the DM Server MUST get permissions for the MO instance. The DM Client MUST ensure that the DM Server SHALL NOT manage Management Objects whose MOID is not provisioned at the bootstrap
· The creator (i.e., the DM Server, an application running locally on the Device) of a MO instance automatically gets the exclusive full permissions for the new MO instance by default
· The access rights are assigned on MO instance base and enforce the authorization of the execution of DM Commands targeting nodes contained in that instance. It is possible, however, to assign access rights to a part of MO instance (e.g., a sub-tree or a leaf node) overwriting the access rights assigned to the MO instance; this is necessary to guarantee interwork with DM 1.x ACL mechanism (refer to the section 14.2 for details)
The DM Client MUST use the Delegation Access Control MO (see section 12.3) to expose to the DM Server the MO instance the DM Server can have access to and the relate access rights. 
The DM Server MUST support the Access Control Mechanism. 
The DM Client SHOULD support the Access Control Mechanism; if the DM Client does not support the Access Control Mechanism, the DM Client MUST grant full permissions to all MO instances to every bootstrapped DM Server.
Change 6:  Section 12
Management Object Cache
When the DM Server retrieves a MO data (an entire MO or a part of a MO) from the DM Client, the Management Object Cache mechanism can be used to reduce network traffic and the response latency. The MO Client can store locally a copy (i.e. cache) of the MO data, and the subsequent requests for the same MO can refer to the cached data if certain conditions (the cache hit) are met.

The DM Server SHOULD support this mechanism. The DM Client MAY support this mechanism.

Cache Validator

A cache validator is an entity which gives the freshness information for the local cache. Typical examples of cache validator are timestamp or opaque identifier like the HTTP ETag [HTTP].
Only MO instances can be cached and these MO instances are called “cacheable MO Instances”: the process of selection of the cacheable MO Instances is out-of-scope of this specification. For each cacheable MO instance, the DM Client MUST assign a “cache validator” which MUST be updated every time a change in the MO instance occurs.

The cache validation is the process of checking whether the cached copy is valid or stale: the cache validation MUST result true if the whole MO instance have not been modified compared to the local cache; otherwise, the cache validation MUST return false.

Although the cache validator is assigned to a cacheable MO instance, the cache validator can be used for all read operations (i.e., GET/HPUT/HPOST) targeting any node in a cacheable MO instance. For example, if the ClientURI of a GET command targets a leaf node in the cacheable MO instance, the cache validator for the MO instance can be provided in the cv field, and the DM Server will receive "304 Not Modified" if the whole MO instance is not modified.
The cv field in the ClientURI provides the cache validator for the MO instance. 
2.1 Request and Response with Cache

The following describes the DM Server part of Cache Mechanism flow.
Step 1: The DM Server wants to request a MO data identified by a ClientURI.

Step 2a: If the DM Server knows the cache validator for the MO instance containing the node targeted by the ClientURI, the DM Server SHOULD add the cv field to the ClientURI. 
Step 2b: If the DM Server doesn’t know the cache validator for the MO instance, then the DM Server SHALL NOT include the cv field in the ClientURI.


The following describes the DM Client part of Cache Mechanism flow.
Step 1: The DM Client receives a DM command requesting a MO data identified by a ClientURI.

Step 2a: If the ClientURI does not have the cv field, the DM Client MUST return the requested MO data. If the ClientURI targets a cacheable MO instance, the DM Client SHOULD return also the cache validator for that MO instance. 
Step 2b: If the ClientURI has the cv field, the DM Client MUST run the cache validation process:
· if the cache validation process returns true, the DM Client MUST return "304 Not Modified", and SHALL NOT send the requested MO data.

· if the cache validation returns false, the DM Client MUST return the requested MO data. If the ClientURI targets a cacheable MO instance, the DM Client SHOULD return also the cache validator for that MO instance.
Change 7:  SCR
Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for DM Client
B.1.1 Mechanisms
	Item
	Function
	Reference
	Requirement

	DM-MEC-001-C-O
	Support of Access Control Mechanism
	Section 11
	

	DM-MEC-002-C-O
	Support of MO Cache Mechanism
	Section 12
	


B.1.2 Standard Object
	Item
	Function
	Reference
	Requirement

	DM-STDOBJ-001-C-M
	Support of DevInfo MO
	Section 13.1
	

	DM-STDOBJ-002-C-M
	Support of DM Account MO
	Section 13.2
	

	DM-STDOBJ-003-C-M
	Support of Delegation Access Control MO
	Section 13.3
	DM-MEC-001-C-O

	DM-STDOBJ-004-C-M
	Support of Session Information MO
	Section 13.4
	


B.2 SCR for DM Server
B.2.1 Mechanisms
	Item
	Function
	Reference
	Requirement

	DM-MEC-001-S-M
	Support of Access Control Mechanism
	Section 11
	

	DM-MEC-002-S-O
	Support of MO Cache Mechanism
	Section 12
	


B.2.2 Standard Object
	Item
	Function
	Reference
	Requirement

	DM-STDOBJ-001-S-M
	Support of DevInfo MO
	Section 13.1
	

	DM-STDOBJ-002-S-M
	Support of DM Account MO
	Section 13.2
	

	DM-STDOBJ-003-S-M
	Support of Delegation Access Control MO
	Section 13.3
	

	DM-STDOBJ-004-S-M
	Support of Session Information MO
	Section 13.4
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