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1 Reason for Change

The present CR aims to introduce notification SCRs.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG should review the present CR and agree on its content.
6 Detailed Change Proposal
Change 1:  SCR
Appendix B. DM Notification Delivery and Transport
(Normative)
DM Notification can be delivered from the DM Server to the DM Client using various transports. In this specification some transport bindings area provided. Other transports are not precluded and can be used on their availabilities.
If Device supports any of the described transports, the DM Client MUST support at least one of specified Notification Delivery mechanism.
B.1 Connectionless WAP Push
The DM Notification can  be sent to the DM Client using the Push OTA Protocol over WSP (OTA-WSP) [PUSHOTA] with the following additional rules:

· The package MUST be sent using the non-secure connectionless push.  

· Application-ID 0x07 MUST be used. 

· Content-Type Code 0x58 MUST be used (application/vnd.syncml.dm.notification).

· Other Push header fields may be included; however the total length of the Push header MUST NOT exceed 48 bytes (to ensure that there is sufficient space for the Push message body that contains the DM Notification).
The DM Server MAY support Connectionless WAP Push mechanism. The DM Client MAY support Connectionless WAP Push mechanism.

For devices on cellular networks, connectionless WAP Push is typically delivered over SMS. For IP-capable devices, connectionless WAP Push can be delivered over UDP. In order to receive non-secure connectionless WAP Push over UDP, an IP-capable device MUST listen to the IANA registered port number for connectionless WAP Push (i.e. 2948).
B.1.1 Using non WAP Push capable devices
If the receiver is not a WAP device, it is very unlikely that any other application would be active on the same port, which has been publicly registered with IANA. The decoding of the message headers is very straightforward even if the device lacks a full WAP stack and therefore the device MUST examine if the message has been sent to the default WAP push port (2948) and if the Application-ID and the Media Type are one assigned to the OMA DM Notification Initiation Package. If this information is correct then the message MUST be routed to the OMA Device Management application.
B.2 Google Cloud Messaging

Google Cloud Messaging for Android [GCM] is a service that allows the 3rd party application server to send data to Android applications running on Android based device. Using GCM, the DM Notification can be delivered from the DM Server to the DM Client: in this case, the DM Server takes the role of the 3rd party application server, and the DM Client runs as an Android application in the device.
DM Servers MAY support GCM. DM Client MAY support GCM. 

The following chapters specify the usage of GCM.

B.2.1 GCM Overview


This is an example message flow based on  GCM architecture:
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B.2.2 Message Flow

The procedure to support GCM is:

1 The DM Server MUST deliver the DM Server specific GCM configuration as part of the DM Bootstrap

2 The DM Client MUST register itself to the GCM service

3-5
When the DM Client receives the OnRegister or UnRegister events from the GCM service, it MUST respectively register or unregister itself to the DM Server. This registration MUST contain the RegID which is the GCM identifier for the specific DM Client instance and which the DM Server MUST store

6-10 When the DM Server wants to initiate a DM Session to a specific DM Client it MUST send a DM Notification via the GCM interface using the previous stored identified 

11 The DM Client MUST handle the DM Notification received

B.2.3 Bootstrap (Interface 1)

The DM Server MAY indicate for the DM Client that the DM Servers supports GCM to send DM Notification populating the related nodes in DM Account MO as part of the DM Bootstrap. Registration and Unregistration (Interface 4)

The DM Client MUST send an HTTP POST to the Push/GCM/RegURL or to the Push/GCM/UnREgURL that is provisioned during the bootstrap for registration or unregistration respectively. The Media Type MUST be “application/x-www-form-urlencoded;charset=UTF-8”. The HTTP body MUST contain the key “RegId” with the value of the RegId that was received from the GCM Service with the value of the Push/GCM/RegParams node if that was included in the bootstrap. This string MUST be encoded as a query string as defined in the URI. The same security specified for DM-2 MUST implemented. 

B.2.4 Push Notification (Interface 8,10)

The content of the DM Notification MUST be encoded as base64 string. The DM Server MUST send the Push Message to the GCM Service including the key “SMS” with the value of the base64 encoded DM Notification. DM Client MUST process the push message once received from the GCM Service. 

Informative Note: other encoding MAY be used according to GCM Service specification.
B.3 Other Transport Mechanisms
DM Server and DM Client MAY use other transport mechanism to convey DM Notification.
Change 2:  SCR
Appendix C. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

C.1 SCR for DM Client
C.1.1 Mechanisms
	Item
	Function
	Reference
	Requirement

	DM-MEC-002-C-O
	Support of at least one notification mechanism
	Appendix E
	

	DM-MEC-003-C-O
	Support of Connectionless WAP Push mechanism
	Appendix E
	DM-MEC-002-C-O

	DM-MEC-004-C-O
	Support of Google Cloud Messaging notification mechanism
	Appendix E
	DM-MEC-002-C-O

	DM-MEC-005-C-O
	Support of other notification mechanism
	Appendix E
	DM-MEC-002-C-O


C.2 SCR for DM Server
C.2.1 Mechanisms
	Item
	Function
	Reference
	Requirement

	DM-MEC-004-S-M
	Support of Connectionless WAP Push mechanism
	Appendix E
	

	DM-MEC-004-S-O
	Support of Google Cloud Messaging notification mechanism
	Appendix E
	

	DM-MEC-005-C-O
	Support of other notification mechanism
	Appendix E
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