Doc# OMA-Template-ChangeRequest-20100101-I.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-Template-ChangeRequest-20091105-I.doc
Change Request



Change Request

	Title:
	Bootstrap Security
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-TS-DM_Protocol-V2_0-20130820-D

	Submission Date:
	27 Aug 2013

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Seungkyu Park, seungk.park@lge.com
Seongyoon Kim, seongyoon.kim@lge.com

	Replaces:
	n/a


1 Reason for Change

This CR is to provide the security for Bootstrap.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to review and agree this CR
6 Detailed Change Proposal

Change 1:  Descriptions for this change here
9.3 Security for Bootstrap

Bootstrapping is a sensitive process that may involve communication between two parties without any previous relationship or knowledge about each other. In this context, security is very important. The receiver of a bootstrap message needs to know that the information originates from the correct source and that it has not been tampered with en-route. The sender also wants end-to-end confidentiality to prevent impersonation by eavesdroppers who could see the contents of the bootstrap message containing credentials to access the DM Server. It is important that DM Clients accept bootstrapping commands only from authorized DM or CP Servers.





9.3.1 Bootstrap via DM
9.3.1.1 Transports

The Bootstrap message MUST be sent to the DM Client via secure transport.

Transport neutral security MAY also be applied to the Bootstrap message.

Transport specific security MUST be used such as HTTPS.
9.3.1.2 Smartcards

Smartcard is a secure transport. A Smartcard allows for very secure delivery of a Bootstrap message.

For specific specification of a Smartcard, please refer to [OMADICT]. 

Bootstrap data MAY be stored on the smartcard. The behaviour of a DM Client regarding bootstrap data is specified in the section 8.1.
9.3.1.3 Transport Neutral Security

It is very important for the DM Client to be able to verify the data integrity and the authenticity of the Bootstrap Message.  OMA-DM defines the following types of shared secrets for use between the DM Client and the network provider during the DM Bootstrap process. It needs to be emphasized that other types of shared secrets are not precluded.

NETWORKID: In this case the shared secret is known by the Device and the network provider before the bootstrap process starts.  What the shared secret actually is depends on the network provider and the particular Device. This could be things like IMSI (for GSM) or ESN (for CDMA). One advantage with this method is that it does not involve any user intervention.
USERPIN:  In this case the shared secret is selected by the user or selected by the network operator and then communicated to the user. The PIN is either communicated via some user out-of-band mechanism, or agreed upon before the bootstrap process starts.

USERPIN_NETWORKID: In this case the shared secret is the concatenation of the USERPIN and the NETWORKID, delimited by the ":" character.  For example, if the USERPIN is abc and the NETWORKID is xyz, the shared secret is "abc:xyz". 
9.3.1.3.1 Basic Requirements
The DM Server and DM Client MUST support NETWORKID and USERPIN. 
The DM Server and DM Client MAY support USERPIN_NETWORKID.

Other methods MAY be used as long as they employ a level of security appropriate for bootstrap. The combined security of the secret (e.g., randomness, difficulty of obtaining, etc.), the transport and the environment of use needs to be among the considerations when a bootstrapping service is being implemented.





· 
· 
· 
· 


· 
· 

9.3.1.4 Network Dependent Security

9.3.1.4.1 3GPP_GBA

This method applies only to 3GPP Networks and devices that support GBA Push.

It is assumed that the DM Server has access to both a DM Bootstrap Integrity Key (DMBIK) and a DM Bootstrap Encryption Key (DMBEK) which have been derived from the long-term secret that is shared between the device smartcard and the network using the 3GPP Generic Bootstrapping Architecture (GBA) Push specifications [TS33.223].
The GBA Push procedures MUST be executed prior to sending the bootstrap message itself in order for terminal and network to agree on the DMBIK and DMBEK that SHALL be used to protect the bootstrap message. For more information on how a DM Server can interact with GBA Push see [DM1.3].

The security method and combined integrity and confidentiality are passed as parameters to the content type in the format like this:

Content-Type: MIME type; SEC=type

Where:

MIME type is ‘application/vnd.syncml.dm+wbxml’
SEC = “3GPP_GBA” 

GBA Push allows the generation of a so called Ks_(ext/int)_NAF shared secret both in the network and in the device. From this master key Ks_(ext/int)_NAF, two shared secrets are generated: the DMBIK and the DMBEK.

This 3GPP_GBA method requires:

· The NAF_Id SHALL be constructed using as FQDN the DM Server FQDN and as GBA Ua security protocol identifier the one defined for DM in Open Mobile Naming Authority (OMNA).

· An integrity and confidentiality protected bootstrap message using DMBIK and DMBEK shared secrets and derived from the Ks_(ext/int)_NAF using the GBA key derivation function (see Annex B of [TS33.220] as follows (see notation style and how parameters are used in Annex B of TS 33.220):

· FC = 0x01

· For DMBIK: P0 = "dmbik" (i.e. 0x64 0x6D 0x2D 0x62 0x69 0x6B)

· For DMBEK: P0 = "dmbek" (i.e. 0x64 0x6D 0x2D 0x62 0x65 0x6B )

· L0 = length of P0 is 6 octets (i.e. 0x00 0x06).

The Key to be used in key derivation SHALL be:

· Ks_(ext/int)_NAF

In summary, the DMBIK and DMBEK and SHALL be derived from the Ks_(ext/int)_NAF and static strings "dmbik" and "dmbek" respectively as follows:

· DMBIK = KDF (Ks_(ext/int)_NAF, "dmbik")

· DMBEK = KDF (Ks_(ext/int)_NAF, "dmbek")

The protocol used to send the bootstrap message MUST be capable of transporting the protected OMA DM bootstrap package.

Value = MIMEtype ";" Keytype ";" Digest


MIMEtype = "application/vnd.syncml.dm+wbxml"


; Cannot use XML for bootstrap


Keytype = "NETWORKID" / "USERPIN" / "USERPIN_NETWORKID" / Other_Key


; Indicates the type of shared secret that is employed


; for the Bootstrap process.  Keys other than NETWORKID, 


; USERPIN and USERPIN_NETWORKID may also be used


Other_Key = 1*VCHAR


; Keys other than NETWORKID, USERPIN and


; USERPIN_NETWORKID may also be used


; (RFC 5234 defines VCHAR as any visible character


;  i.e. any character with ASCII value in the range


;  0x21 through 0x7E) 


Digest=40HEXDIG


; The digest is the HMAC value that is computed as per the 


; method described in this section
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