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1 Reason for Change

The present CR aims to simplify the Protocol Overview section, introducing also the context of DM Session.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is asked to review this contribution and agree on its content.
6 Detailed Change Proposal

Change 1:  Section 5.1
7.1 Protocol Overview
7.1.1 Transaction Model

OMA DM 2.0 Protocol runs within the context of a DM Session. DM Sessions are always initiated by the DM Client. However, a DM Server can trigger the DM Client to initiate a DM Session by sending the DM Notification to the DM Client. Once a DM Session is established, the DM Server sends DM Commands to the DM Client and receives responses from the DM Client. The DM Client also informs the DM Sever about events that have occurred on the device, via Generic Alerts. Only the DM Server sends DM Commands to the DM Client, and the DM Client cannot send any DM Commands. The DM Server terminates the DM Session by sending the END command to the DM Client.
The OMA DM 2.0 supports the notion of DM Packages. The originator of this DM package should wait for the response from the recipient before sending another DM package. Since processing of DM packages can consume unpredictable amount of time, the OMA DM Protocol does not specify any timeouts between DM packages.
The DM package is closely related to the HTTP message, and can only be transferred on top of the HTTP compatible protocols.

7.1.2 Security Considerations
Management of device is a sensitive operation which can involve secrets and confidential data (i.e. password), so it is recommended to perform DM operation in a secure and authenticated context. OMA DM specifications does not provide the full security features for the secure management operations, provided that underlying layer mechanisms can be employed.Please refer to Section 9 for Security.
7.1.3 DM Protocol Interface


· 
· 
· 
· 
· 
Please refer to the OMA DM 2.0 AD [DM-AD] specification for protocol interfaces details.
7.1.4 Management Data Delivery using HTTP
The DM Server can send specific DM Commands (defined in this specification) to the DM Client for retrieving or sending management data from or to the Data Repository: this management data is carried over HTTP protocol. 
In this specification, some serialization formats (MIME) allowing the transfer of management data over HTTP protocol are defined,but, others are not precluded.
7.1.5 Web-based User Interaction

OMA DM 2.0 supports the web-based user interaction, which enables the DM Server to use the web pages to interact with the user. For this reason, the Web Browser Component and the Web Server Component are introduced, and the DM Command SHOW is specified. The interface between the Web Browser Component and the Web Server Component is out-of-scope of this specification, and the UI session for performing the user interaction is separated from the DM session. The Web Browser Component can be integrated in the DM Client or can run as a standalone application. More details are specified in the section 5.3.7.
7.2 Package Flow

The package flow between the DM Server and the DM Client are shown below. The contents for each DM Package are described in the section 8.
The DM Server and the DM Client MUST support this package flow.
The DM Session is defined by this package flow; the HTTP transactions initiated by DM Client to execute the provided DM Commands are not part of the DM Session.
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Figure 1: DM Package Flow
Step 0 (Package#0): the DM Server requests the DM Session by sending the DM notification to the DM Client. This DM Notification is conventionally called as the Package#0. This is an optional package flow since the DM Notification is not needed in the client initiated case.

Step 1 (Package#1): the DM Client MAY initiate the DM session by sending the Package#1. The DM Package that initiates the DM Session is conventionally called as the Package#1. This Package#1 can contain the the information for the supported MO that can be used by the DM Server for management operations.
Step 2 (Package#2): after receiving the Package#1 or the Package#3, the DM Server sends the Package#2 to the DM Client for the management commands. The DM Package containing the DM Commands is conventionally called as the Package#2.

Step 3 (Command Processing): the DM Client processes the DM Commands received in the Package#2, the DM Client processes sequentially the DM Command according to the order specified in the Package#2. To process the DM Command, the DM Client MAY interact with external components other than the DM Server (e.g., the Web Browser Component in case of the SHOW command, the Data Repository in case of the HGET/HPOST/HPUT command).

Step 4 (Package#3): if the Package#2 does not include the END command, the DM Session MUST continue and the DM Client MUST response to the DM Server by sending the Package#3. The DM Package containing the results for the DM Command is conventionally called as the Package#3. After the Package#3 is sent to the DM Server, the package flow goes back to the Step 2, and the DM Server MUST send the Package#2 again.
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