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	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-TS-DM_Protocol-V2_0-20130927-D

	Submission Date:
	<02 Oct 2013>

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Salvatore Scarpina, Telecom Italia S.p.A., salvatore.scarpina@telecomitalia.it 

Marco Sapienza, Telecom Italia S.p.A., marco1.sapienza@telecomitalia.it

	Replaces:
	n/a


1 Reason for Change

The present CR aims to fix DM Account MO diagram which is out of date and editorials.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is asked to review this contribution and agree on its content.
6 Detailed Change Proposal

Change 1:  Fix DMAcct MO diagram
12.2 DM Account Management Object

The DM Server and the DM Client MUST support this MO.

The following figure shows an overview of the MO.
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Figure 12: The DM Account Management Object
	<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	node
	Get
	

	
	This interior node acts as a placeholder for one or more instances of this object. Management Object Identifier for this management object MUST be: "urn:oma:mo:oma-dm-dmacc:1.2".


	<x>/SrvID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies a server identifier for the management server used in the management session. This identifier MUST be unique within the DM Client.


	<x>/SrvURI

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies the DM Server endpoint the DM Client MUST connect in order to start the DM Session. It MUST be encoded as URI [RFC3986].


	<x>/Name

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specifies user displayable name for the management server.


	<x>/Perm

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	node
	No Get
	

	
	This interior node is the parent node for the permission related information that is provided during the bootstrap only. The actors such as a user MAY reject the bootstrap message based on the information. This node and all child nodes MUST NOT be exposed in the DM Client.


	<x>/Perm/<x>

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	OneOrMore
	node
	No Get
	

	
	This node groups the permission related information for a specific MOID.


	<x>/Perm/<x>/MOID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	No Get
	

	
	This node specifies the MOID for this group. Based on this node, the MOS (Management Object Supported) information is exposed to the DM Server as specified in the section 5.2.2, and the DM Server gets the access rights for MO instances as specified in the section11.3.
The wildcard "*" MAY be used for the value of this node, and it MUST be interpreted for all MOIDs that the DM Client supports.


	<x>/Auth

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is the parent node for authentication managed by the DM Server.


	<x>/Auth/Bootstrap

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is the parent node where are stored the keying materials and secret data used to establish a SSL/TLS session with a DM server acting as a bootstrap server. If this node is present:

· the DM Client MUST use the data specified in the child nodes for executing all the necessary functions to ensure the DM Server Authentication,

· the DM Server SHOULD use the data specified in the child nodes for executing all the necessary functions to ensure the DM Client Authentication.

· the DM client MUST use the data specified in the child nodes for executing Authorization, Confidentiality and Integrity of the peer DM Server/DM Client as specified in section 9.3. 

If this node is not present, the credentials for the Bootstrap security MUST be delivered via another mechanism out-of-scope of this specification.


	<x>/Auth/Bootstrap/ServerURI

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node specified the URI of the DM Server acting as Bootstrap server. For example: https://www.bsdmserver.com:443 or “111.222.333.444” (IPv4 address)


	<x>/Auth/Bootstrap/SecMode

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	Get
	

	
	This node specifies the security mode of SSL/TLS. For example, PSK mode, X.509 mode.


	<x>/Auth/Bootstrap/ClientPublicKeyPSKIdentity

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	No Get
	

	
	This interior is the placeholder of the DM Client Certificate (X.509 Certificate mode) or PSK Identity (PSK mode). The format of this node is defined in Section 12.1.1.


	<x>/Auth/Bootstrap/ServerPublicKeyPSKIdentity

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	No Get
	

	
	This interior is the placeholder of the DM Server Certificate (X.509 Certificate mode) or PSK Identity (PSK mode). The format of this node is defined in Section 12.1.1.


	<x>/Auth/Bootstrap/ClientSecretKey

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	ZeroOrMore
	bin
	No Get
	

	
	This interior is the placeholder of the DM Client secret key (PreShared Key in PSK mode or Private Key in X.509 Mode). The format of this node is defined in Section 12.1.1.


	<x>/Auth/Noti

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is the parent node for credentials used for DM Notification. If this interior node is presented and the SHA256-DIGEST Option is specified in the DM Notification, then the DM Client MUST authenticate the DM Notification using the SHA256-DIGEST Option.


	<x>/Auth/Noti/Type

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	int
	Get
	

	
	This node specifies the authentication type. The Value of this node MUST be one of the following:

Valid Value
Descriptions

0

SHA256 digest as specified in [RFC6234]




	<x>/Auth/Noti/Data

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	Get
	

	
	This node specifies the authentication data related to the authentication type indicated by the <x>/Auth/Noti/Type node.


	<x>/Auth/Noti/Secret

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	Get
	

	
	This node specifies the authentication secret related to the authentication type indicated by the <x>/Auth/Noti/Type node.


	<x>/Auth/Trsp

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is the parent node for credentials used for securing the DM session by the transport layer. If this node is present, the DM Client MUST use credentials specified in the child nodes for transport layer security mechanism. If this node is not present, the credentials for the transport layer security MUST be delivered via the out-of-scope mechanisms.


	<x>/Auth/Trsp/Data

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	Get
	

	
	This node specifies the authentication data used for the transport layer security. For example, this node can store the certificate or the public key for the DM Client, which can be used for the transport security.


	<x>/Auth/Trsp/Secret

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	bin
	No Get
	

	
	This node specifies the authentication secret used for the transport layer security. For example, this node can store the private key for the DM Client, which can be used for the transport security.


	<x>/Push

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This node is a placeholder node for platform or vendor specific push mechanism.


	<x>/Push/GCM

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This node is a placeholder node for GCM push mechanism configuration (see Appendix E).


	<x>/Push/GCM/SenderID

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node contains the sender ID [GCM] to identify the service.


	<x>/Push/GCM/RegURI

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node contains the URI for where the DM Client MUST register itself after receiving a Register [GCM] event.


	<x>/Push/GCM/UnRegURI

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node contains the URI for where the DM Client unregisters itself once received an UnRegister [GCM] event.


	<x>/Push/GCM/RegParams

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Required
	One
	chr
	Get
	

	
	This node contains additional registrations parameters that the DM Client MUST use during register and unregister. If this string exists, it MUST be encoded as the URI query component [RFC3986].


	<x>/Push/GCM/Ext

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is for vendor-specific extensions to store the device related information.


	<x>/Push/Ext

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is for vendor-specific extensions to store the device related information.


	<x>/Ext

	
	Status
	Occurrence
	Format
	Min. Access Types
	

	
	Optional
	One
	node
	Get
	

	
	This interior node is for vendor-specific extensions to store the device related information.
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