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1. Reason for Change

In the current version of the DM Diagnostics and Monitoring baseline AD, there is only a placeholder for the flow sections.  This CR addresses these shortcomings as well as adding descriptions for various interfaces shown in the architecture diagram.
2. Impact on Backward Compatibility

There is no impact on backward compatibility.
3. Impact on Other Specifications

N/A
4. Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5. Recommendation

The DM WG review and agree the CR described in section 6.
6. Detailed Change Proposal

5.3.1 Interfaces

5.3.2.1 DIAG-1 Interface

The interface DIAG-1 describes interactions between the Device Management System or server and the device (e.g. DM Client) in setting up the DM sessions, delivering diagnostics and monitoring packages, and communicating results for the DiagMon activities invoked.  
5.3.2.2 DM-1 Interface

This interface describes the client-server protocol and is out of scope for the Diagnostics and Monitoring enabler as it is defined by DM 1.2 enabler release [OMA-DM].  However, the DM-1 interface is leveraged in Diagnostics and Monitoring activities.
5.3.2.3 DM-2 Interface

This interface exposes diagnostics and monitoring management objects via the DM client, but is out of scope for the Diagnostics and Monitoring enabler as it is defined by DM 1.2 enabler release [OMA-DM].  However, the DM-2 interface is leveraged in Diagnostics and Monitoring activities.
5.3.2.4 DM-3 Interface

This interface is between the smart card and the DM client, but is out of scope for the Diagnostics and Monitoring enabler as it is defined by DM 1.2 enabler release [OMA-DM].

5.3.2.5 DM-4 Interface

This is the interface between the DM client and an OTA Provisioning Server, but is out of scope for the Diagnostics and Monitoring enabler and defined by DM 1.2 enabler release [OMA-DM].

5.4 Flows
5.4.1 Diagnostics Fault Detection, Querying and Reporting

This flow describes the interaction between DM client and the DM server over the OMA-DM protocols to the device in a typical remote diagnostics session.
5.4.1.1 Functional DM Diagnostics and Monitoring Architecture

The following architectural diagram shows how OMA DM is used to detect, query the DM client and report diagnostics relevant information to a DM server or external entity.
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5.4.1.2 Normal Flow

1. End user calls Customer Care.

2. Management Authority (Customer Care/DM Server) sends a query to Device for configuration or other reporting information

3. The device then gathers performance and QoS related information.   

4. Device reports its configuration information and/or performance data to the Customer Care/DM server

5. Customer Care sends request to User for authorization to download application to Device

6. User grants authorization

7. Customer Care downloads application to device, installs and executes it

8. Device sends acknowledgement to Customer Care/DM server
5.4.1.3 Alternative Flow – Management Object
The device triggers a DM session based on certain predetermined collection and reporting criteria as determined by a management object
5.4.1.4 Alternative Flow – Automatic Reporting
1.
A device is used to access a service, an unknown error occurs; 
2.
Device collects the fault information, such as memory dump, error code, application type, vendor etc.

3.
Device transfers this information to the Management Authority.
4.
Management Authority analyzes the fault information.
5.
The Management Authority confirms the fault, identifies a, solution, if available, and provides the solution (executes management operations as necessary).
5.4.2 Network Monitoring

This flow describes the interaction between DM client and the DM server over the OMA-DM protocols to the device in a typical remote diagnostics session.

5.4.2.1 Normal Flow
1. DMS configures device with policy(s) for recording information and reporting information

2. The device starts recording performance information per policy

3. According to reporting policy, the device initiates contact with DM Server.   

4. Device reports its performance data (and device information) per policy 

5. DMS closes the session or requests additional details based on contents of the reports

6. Device sends acknowledgement to the DM server
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