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1 Reason for Change

This CR enhances and adds new requirements to: High Level Functional Requirements, Security, Admin and Config, Usability, and IOP sections.

Note: The current version of the DiagMon-20060303 document doesn’t contain the latest CR approved in Beijing, OMA-DM-Diag-2006-0009R01-CR-DiagMon-Interoperability-requirement-update.

2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review and approve the following requirements.

6 Detailed Change Proposal

Change 1:  Introduction of new concepts that should be defined.

7.1 Definitions

	
	

	
	

	
	

	
	

	
	

	
	


6. Requirements
(Normative)

Change 2:  Clarify GEN-7 and add two new requirements, GEN-12 and GEN-13

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DIAG-GEN-1
	Diagnostics information SHOULD be collected from a device as defined by DM managed objects. 
	DiagMon Version 1.0

	DIAG-GEN-2
	Network monitoring information SHOULD be collected from a device as defined by DM managed objects.
	DiagMon Version 1.0

	DIAG-GEN-3
	Diagnostics and Monitoring information from a device SHOULD be collected per the policies set by management authority.
	DiagMon Version 1.0

	DIAG-GEN-4
	Recording trap information MAY be time based or time sensitive or based on events.
	DiagMon Version 1.0

	DIAG-GEN-5
	Logging or storage of trap information MAY be triggered by pre-defined events or series of events.
	DiagMon Version 1.0

	DIAG-GEN-6
	Reporting MAY be periodic or based on conditions which guarantees reporting success and resource consumption
	DiagMon Version 1.0

	DIAG-GEN-7
	The Diagnostics and Monitoring  Enabler MUST support a mechanism that selectively detects changes to client configuration parameters.
	DiagMon Version 1.0

	DIAG-GEN-8
	The device SHALL provide a means to notify the Diagnostics and Monitoring management authority of changes to client configuration parameters.
	DiagMon Version 1.0

	DIAG-GEN-9
	The device SHALL provide a means to notify the Diagnostics and Monitoring management authority of faults.
	DiagMon Version 1.0

	DIAG-GEN-10
	A management authority SHOULD have a means to query and set parameters for dynamic attributes of the device, e.g. battery level, available resources, via managed objects.
	DiagMon Version 1.0

	
	
	

	DIAG-GEN-12
	Diagnostic and Monitoring Enabler SHALL support a mechanism that enables Service Level Tracing operations (e.g. activate and deactivate traces on devices, relay to the device Service Tracing Tasks, expose and retrieval of all captured Service Level Trace information) as defined by DM managed objects.
	DiagMon Version 1.0

	DIAG-GEN-13
	Diagnostic and Monitoring Enabler SHALL  support a mechanism that allows Device Clients to notify Device Management Authority that an event has occurred, e.g. notify DMA that collected traced data is ready to be retrieved.
	DiagMon Version 1.0


Table 1: High-Level Functional Requirements

Change 3:  Enhance SEC-1 & 2

6.1.1 Security

	Label
	Description
	Enabler Release

	DIAG-SEC-1
	The non-repudiation of a diagnostics and monitoring sessions MUST be ensured.
	DiagMon Version 1.0

	DIAG-SEC-2
	
Diagnostic and Monitoring Enabler SHALL  support a mechanism to protect diagnostic and monitoring data stored on the device by authenticating and authorising the Management Authority.
	DiagMon Version 1.0

	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	DIAG-ADMIN-1
	Confirmation request messages SHALL be uniquely identified and contain at least the subscriber id, data or data summary, and date/time.
	DiagMon Version 1.0

	DIAG-ADMIN-2
	Confirmation result messages SHALL be uniquely identified and correlated to the request.
	DiagMon Version 1.0


Table 4: High-Level Functional Requirements – Administration and Configuration Items

Change 4:  New usability requirements that allow “silent” DiagMon operations, user confirmation and provide user with information on Diag&Mon MOs activated on the terminal.

6.1.4 Usability

	Label
	Description
	Enabler Release

	DIAG-USE-1
	The end user MAY initiate a self-care activity for diagnosing a problem for devices enabled with self-care capabilities.
	DiagMon Version 1.0

	DIAG-USE-2
	The end user MAY be made aware that a diagnostics or monitoring activity is commencing.
	DiagMon Version 1.0

	DIAG-USE-3
	Network monitoring data logging or reporting MAY be transparent to the end user.
	DiagMon Version 1.0

	DIAG-USE-4
	The end user MAY be informed that a session with a management authority is taking place prior to or after introducing client configuration changes.
	DiagMon Version 1.0

	DIAG-USE-5
	If there is an interruption in a diagnostics and monitoring operation, the operation SHALL be resumed at the next practical opportunity.
	DiagMon Version 1.0

	DIAG-USE-6
	The user SHOULD be asked for confirmation to proceed before diagnostic and monitoring tasks are implemented on the device.
	DiagMon Version 1.0

	
	
	

	DIAG-USE-8
	Diagnostics and Monitoring enabler SHALL allow Diagnostics and Monitoring operations on the device based on a single user confirmation   and/or single Device Management Authority confirmation.
	DiagMon Version 1.0


Table 5: High-Level Functional Requirements – Usability Items

Change 5:  Enhance IOP-2

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	DIAG-IOP-1
	The DMS MAY be interfaced with external systems, e.g. a Customer Care application or other management authorities via a standard interface
	DiagMon Version 1.0  WSI 1.0

	DIAG-IOP-2
	Errors MAY be reported to the Diagnostics and Monitoring management authorities.
	DiagMon Version 1.0


Table 6: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	DIAG-PRIVACY-1
	All data communication between the Device Management Server and a Device, that is personal to the user or confidential to the owner of the information (e.g. some network operator settings) MUST be confidentiality protected.  
	DiagMon Version 1.0

	DIAG-PRIVACY-2
	All Diagnostics data communication between Device Management Servers MUST be confidentiality protected.
	DiagMon Version 1.0

	DIAG-PRIVACY-3
	The DiagMon enabler SHALL NOT hinder the User’s control over collection, use and distribution of their personal information
	DiagMon Version 1.0

	DIAG-PRIVACY-4
	Diagnostics and Monitoring enabler SHALL support a mechanism to inform the user about implications of installing diagnostic and monitoring MOs on the device.
	DiagMon Version 1.0

	
	
	


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	DIAG-SYS-1
	Discovery of the device by the DMS MUST be supported by the Diagnostics and Monitoring System.
	DiagMon Version 1.0, DM 1.2

	DIAG-SYS-2
	The Device SHALL be able to communicate all of its relevant properties (e.g., manufacturer, model, firmware, etc.) to the Diagnostics and Monitoring System on request.
	DiagMon Version 1.0, DM 1.2

	DIAG-SYS-3
	The Device SHALL be able to communicate its capabilities and configuration (e.g., WAP/MMS settings, installed software applications, etc.) to the Diagnostics and Monitoring System on request.
	DiagMon Version 1.0, DM 1.2

	DIAG-SYS-4
	The Device SHALL be capable of autonomously (i.e., without User interaction) accepting and storing downloaded Diagnostics and Monitoring Management Objects (e.g., parameters, software, etc.) after the one time initial trust relationship configuration (bootstrap) is performed.
	DiagMon Version 1.0

	DIAG-SYS-5
	The DM tree containing DM Diagnostics and Monitoring objects on the Device SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to.
	DiagMon Version 1.0, DM 1.2

	DIAG-SYS-6
	The Device SHALL be capable of receiving and displaying a command from the Diagnostics and Monitoring System to request User confirmation for a diagnostics and monitoring management action.
	DiagMon Version 1.0

	DIAG-SYS-7
	The Device SHALL be capable of accepting User input regarding confirmation of a proposed DiagMon management action, and sending the result of that confirmation to the Diagnostics and Monitoring System.
	DiagMon Version 1.0

	DIAG-SYS-8
	The Device SHALL be able to acknowledge the receipt and installation of DiagMon data downloaded from the Diagnostics and Monitoring System.
	DiagMon Version 1.0

	DIAG-SYS-9
	The Device MAY support concurrent voice calls and data exchanges.  In the event the device is resource constrained, it SHOULD be possible to prioritize events and actions associated with DM Diagnostics and Monitoring.
	DiagMon Version 1.0

	DIAG-SYS-10
	The Diagnostics and Monitoring System SHALL be capable of querying Devices for information about Device properties, configuration, and capabilities.


	DiagMon Version 1.0

	DIAG-SYS-11
	The Diagnostics and Monitoring System SHALL be capable of manipulating a Device’s Device Diagnostics and Monitoring Management Object.
	DiagMon Version 1.0

	DIAG-SYS-12
	The Device SHALL acknowledge a DM Diagnostics and Monitoring operation indication of success/failure to the Diagnostics and Monitoring System.
	DiagMon Version 1.0

	DIAG-SYS-13
	The Diagnostics and Monitoring System SHALL be capable of sending a request for User confirmation of a DiagMon operation to the Device, and accepting the response from the Device.
	DiagMon Version 1.0

	DIAG-SYS-14
	The Diagnostics and Monitoring System MUST report errors in Diagnostics and Monitoring querying and reporting in a standardized format.
	DiagMon Version 1.0

	DIAG-SYS-15
	The Diagnostics and Monitoring System MUST verify integrity of Diagnostics and Monitoring data prior to download to Device.
	DiagMon Version 1.0


Table 8: High-Level System Requirements
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